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[bookmark: _Toc35879775]*** Start of First MODIFICATION ***
Annex C : void
Annex D (normative):LEA initiated suspend and resume
This annex presents a means within current ETSI and 3GPP specifications to support the temporary suspension (suspend) and subsequent resuming (resume) of a Lawful Intercept. Temporary suspension of LI is either directly initiated by the LEA or automatically initiated based on predefined criteria/policy between the LEA and CSP as part of the warrant. This clause only addresses the case of LEA initiated temporary suspension of the delivery of LI product to the LEA.
The underlying baseline is that a Lawful Intercept has been fully authorised and established between the LEA and the CSP via LI_HI with an agreed LIID to map the warrant to the CSP provided LI product via LI_HI2, LI_HI3 and LI_HI4.
D.1 LEA initiated suspend and resume
This clause only addresses the case of LEA initiated temporary suspension of the delivery of LI product to the LEA.
The LEA may request that this active LI instance be temporarily suspended. This means, at a minimum, that the CSP no longer delivers (or buffers) LI product to the LEA.
[bookmark: _Hlk30171096]LEA initiated LI suspension may involve the following steps:
-	The LEA, via LI_HI1, sends an Update Request, referencing the intercept, with the DesiredStatus of Suspended; reference ETSI TS 103 120 [7].
-	The ADMF, via LI_X1, deactivates/deprovisions the required LI Functions, reference ETSI TS 103 221-1 [8].   These LI Functions then locally fully delete the active intercept as required and hence stops any subsequent LI_HI2/3 delivery.
-	The ADMF should maintain all the intercept warrant information of the original intercept, with the status advanced to Suspended.
-	The MDFs for which the intercept instance has been de-activated send an LI_HI4 deactivation notification to the LEMF.
[bookmark: _Hlk30235132]-	The ADMF sends an Update Response message to the LEA, via LI_HI1, with a status of Suspended.
To resume the LI product delivery, this may involve the following steps:
-	The LEA sends the CSP, via LI_H1, an Update Request, referencing the original intercept, with the DesiredStatus of Active. This is equivalent to the initial LI activation but without having to repeat all the warrant information in the original intercept request, and the existing LIID is maintained. Sessions that were active before the intercept suspension that are still active when resumed, or new sessions initiated while the intercept is resumed, are handled as per mid-call intercept activation.
-	The ADMF, via LI_X1, re-provisions the de-activated LI Functions just as for a new intercept to re-instantiate the intercept.
NOTE:	This implies all LI Product deliveries will restart just as for a new intercept; e.g. PDU sequence numbers will restart at zero, etc.
-	The re-provisioned MDFs send an LI_HI4 activation notification to the LEMF.
-	The ADMF sends an Update Response message to the LEA, via LI_HI1, with a status of Active.
If the intercept (warrant) timespan expires or the LEA directly requests intercept deactivation while the intercept is in a suspended state, all remaining LI Functions are deactivated/deprovisioned and the rest of LI instance is taken down as per usual warrant deactivation.
D.2 CSP initiated suspend and resume due to international roaming
This clause addresses the case of CSP initiated suspension of the delivery of LI product to the LEA due to international roaming.  TS 33.126 requirement R6.5-20 Interception Temporary Reduction states “[t]he CSP shall be able to both suspend (e.g. when roaming outbound internationally) and resume all or a portion of the obligated Interception Product during the Interception Period”.
To support this requirement, in an intercept request, the LEA may request that the CSP suspends the delivery of all or a portion of the LI product specified in the lawful authorisation document when the target registers on a network in a country other than the country the CSP’s network is located in and resume the delivery when the target detaches from the international network by means of a “roaming toggle”.
If the toggle is OFF, all communication attempts are always delivered to the LEA.
If the toggle is ON, all incoming communication attempts are delivered to the LEA if the user is not registered to a network in a country that is not the country the CSP’s network is in.  When the user registers to a network in a country the CSP’s network is not located in, the CSP shall cease delivery of the portion of the LI product for which suspension is requested in the lawful authorisation document.
Incoming communications for the target that get diverted based on supplementary services set up by the target (e.g., to a messaging system) are reported in all cases regardless of the position of the roaming toggle.
Per TS 33.126, requirement R6.5-40 LI Changes, “[t]he CSP shall be able to notify the LEA of changes related to interception (e.g., suspend or resume)” Therefore, the SCP should signal to the LEA whenever LI is suspended due to international roaming, and again when LI is resumed.
*** End of All MODIFICATIONS ***
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