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 FIRST CHANGE 

 2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

The following referenced documents are necessary for the application of the present document.

[1]
ETSI TS 103 221-1: "Lawful Interception (LI); Internal Network Interfaces; Part 1: X1".
[2]
ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery".
[3]
IEEE Std 1003.1™-2017: "IEEE Standard for Information Technology - Portable Operating System Interface (POSIX®) Base Specifications, Issue 7".
[4]
IETF RFC 791: "Internet Protocol".
[5]
IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[6]
IEEE 802.3™: "IEEE Standard for Ethernet".
[7]
IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".
[8]
IETF RFC 3261: "SIP: Session Initiation Protocol".
[9]
IETF RFC 2131: "Dynamic Host Configuration Protocol".
[10]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
[11]
ETSI TS 129 281: "Universal Mobile Telecommunications System (UMTS); LTE; General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U) (3GPP TS 29.281)".
[12]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE:
Obsoleted by IETF RFC 8446.

[13]
IETF RFC 7525: "Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)".
[14]
IETF RFC 6125: "Representation and Verification of Domain-Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)".
[15]
ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); LTE; Digital cellular telecommunications system (Phase 2+) (GSM); 3G security; Handover interface for Lawful Interception (LI) (3GPP TS 33.108)".
[16]
IETF RFC 1123: "Requirements for Internet Hosts - Application and Support".
[17]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".
[18]
ETSI TS 102 232-5: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 5: Service-specific details for IP Multimedia Services".
[19]
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[20]
ETSI TS 133 128: "LTE; 5G; Digital cellular telecommunications system (Phase 2+) (GSM); Universal Mobile Telecommunications System (UMTS); Security; Protocol and procedures for Lawful Interception (LI); Stage 3 (3GPP TS 33.128)".
[nn]
IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies".


 SECOND CHANGE 

5.2.1
Version

The POI shall populate the Version field with the version of the specification used to create the PDU, given as a 16-bit unsigned integer.

For PDUs created against the present document, this shall be set to the value 2.

The version shall be increased by one when a technical change is made to clause 5 of the present document. A technical change is considered to be the addition, update or removal a field. Adding a new choice to a list of choices is also considered an update of a field.

 THIRD CHANGE 

5.3
Conditional attribute fields

5.3.1
General structure

The POI may provide a number of conditional attributes at the end of the header, as directed by the relevant LI architecture. Each of these attributes has the following Type-Length-Value (TLV) structure.

Table 4: General Conditional Attribute Structure

	Field Name
	Description
	Format

	Attribute Type
	Indicates the type of field - see table 5
	16-bit unsigned integer

	Attribute Length
	Length of the following Attribute Contents in octets
	16-bit unsigned integer

	Attribute Contents
	As defined by the relevant Field Type
	Variable


The present document specifies the following conditional attribute types for use in the X2/X3 Content PDU.

Table 5: Conditional Attribute Types

	Attribute Type
	Name
	Defined in clause

	1
	ETSI TS 102 232-1 [2] Defined Attribute
	5.3.2

	2
	ETSI TS 133 128 [20] Defined Attribute
	5.3.3

	3
	ETSI TS 133 108 [15] Defined Attribute
	5.3.4

	4
	Proprietary Attribute
	5.3.5

	5
	Domain ID (DID)
	5.3.6

	6
	Network Function ID (NFID)
	5.3.7

	7
	Interception Point ID (IPID)
	5.3.8

	8
	Sequence Number
	5.3.9

	9
	Timestamp
	5.3.10

	10
	Source IPv4 address
	5.3.11

	11
	Destination IPv4 address
	5.3.12

	12
	Source IPv6 address
	5.3.13

	13
	Destination IPv6 address
	5.3.14

	14
	Source Port
	5.3.15

	15
	Destination Port
	5.3.16

	16
	IP Protocol
	5.3.17

	17
	Matched Target Identifier
	5.3.18

	18
	Other Target Identifier
	5.3.19

	19
	MIME Content Type
	5.3.20

	20
	MIME Content Transfer Encoding
	5.3.21

	NOTE:
This list is designed to be easily extended. If implementers or other Standards Developing Organizations (SDO) find a need for additional attributes, they are encouraged to contact ETSI.



 FOURTH CHANGE 

5.3.20
MIME Content Type
The MIME Content Type attribute is intended for use with the MIME Message Payload Format (see clause 5.4.16). If used, the POI shall populate the MIME Content Type attribute with the MIME Content-Type of the data in the payload field according to RFC 2045 [nn] clause 5.

5.3.21
MIME Content Transfer Encoding
The MIME Content Transfer Encoding attribute is intended for use with the MIME Message Payload Format (see clause 5.4.14). If used, the POI shall populate the MIME Content Transfer Encoding attribute with the MIME Content-Transfer-Encoding of the data in the payload field according to RFC 2045 [nn] clause 6.

 FIFTH CHANGE 

5.4.1
Overview

The POI shall populate the Payload field with intercepted data, given in the format specified by the Payload Format field (see clause 5.2.5). Table 7 defines the set of permissible Payload Formats and whether each is permitted for use in X2 or X3 PDUs.

Table 7: Payload Formats

	Value
	Payload Format
	Permitted in X2
	Permitted in X3
	Defined in clause

	0
	Reserved for Keepalive mechanism
	N/A
	N/A
	5.1

	1
	ETSI TS 102 232-1 [2] Defined Payload
	Yes
	Yes
	5.4.2

	2
	ETSI TS 133 128 [20] Defined Payload
	Yes
	Yes
	5.4.3

	3
	ETSI TS 133 108 [15] Defined Payload
	Yes
	Yes
	5.4.4

	4
	Proprietary Payload
	Yes
	Yes
	5.4.5

	5
	IPv4 Packet
	Yes
	Yes
	5.4.6

	6
	IPv6 Packet
	Yes
	Yes
	5.4.7

	7
	Ethernet Frame
	No
	Yes
	5.4.8

	8
	RTP Packet
	No
	Yes
	5.4.9

	9
	SIP Message
	Yes
	No
	5.4.10

	10
	DHCP Message
	Yes
	No
	5.4.11

	11
	RADIUS Packet
	Yes
	No
	5.4.12

	12
	GTP-U Message
	No
	Yes
	5.4.13

	13
	MSRP Message
	No
	Yes
	5.4.14

	14
	ETSI TS 133 108 [15] EpsIRIContent
	Yes
	No
	5.4.15

	15
	MIME Message
	Yes
	Yes
	5.4.16

	NOTE:
This list is designed to be easily extended. If implementers or other Standards Developing Organizations (SDO) find a need for additional payload types, they are encouraged to contact ETSI.


Where a choice is possible, and unless otherwise specified by the relevant LI architecture or national regulation, implementers should choose the payload format that provides the most encapsulation. As an example, IPv4 Packet should be chosen in preference to RTP packet if the IPv4 data is available.


 SIXTH CHANGE 

5.4.15
ETSI TS 133 108 EpsIRIContent
If the ETSI TS 133 108 EpsIRIContent Payload Format is specified, the Payload field shall contain a BER-encoded EpsHI2Operations.EpsIRIContent structure as defined in ETSI TS 133 108 [15] clauses 10.5 and B.9.
Depending on the details of the implementation, compliance with ETSI TS 133 128 [20] clauses 6.3.2.2 and 6.3.3.2 may also be required.
5.4.16
MIME Message
If the MIME Message Payload Format is specified, the Payload field shall contain a message encoded as per IETF RFC 2045 [nn] clause 2.3.
Unless otherwise specified by the relevant LI architecture, it is recommended that the MIME Content Type attribute (see clause 5.3.20) and, if appropriate, the MIME Content Transfer Encoding attribute (see clause 5.3.21) are used in conjunction with this Payload Format.

 END OF CHANGES 
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