pCR

Page 2

3GPP TSG-SA WG3 LI Meeting #78-e-a
S3i200311
July 14-17, 2020    



Source:
Nokia, Nokia Shanghai Bell 
Title:
Discussion – Service Types and the POIs and the TFs and the MDFs
Document for:
Discussion
Agenda Item:
8.1
Work Item / Release:
LI16
Abstract of the contribution: This paper analyses implication of Service Type to the lawful interception handling within the CSP networks.
DISCUSSION

The purpose of this paper is to discuss what exactly is the Service Type being mentioned in the SA3 LI specifications and whether there is a need to provision the Service Type values to the POIs/TFs/MDFs. 

This paper assumes that for LI purpose a Service Type means when the CSP network provides the indicated type of service to the target, the delivery of Intercept Product for communications associated with that service will have to be done. 

The term “interception” used below refers to step that involves actual capturing and then delivery of the Intercept Product to the LEMF. 

An analysis on this should consider the following possibilities: 

· The intended target may have subscribed to only a specific service and in this case, by default, the interception would apply only to such service. The CSP network would provide the interception as and when the service is accessed by the target. 

· The intended target may have subscribed to multiple services and in this case, the interception would have to be done based on the Service Type specified in the warrant as and when CSP network detects that such services are accessed by the target.  

· A NF may be involved in providing only a particular service and in this case, by default, the interception performed by the POI present in that NF would apply to such service. 

· A NF may be involved providing multiple services and in this case, the interception performed by the POI present in that NF would have to be based on the Service Type applicable to the warrant. 

· There may be multiple warrants with differing Service Types active on a target, in that case, all applicable services would have to be intercepted at the POIs, and the MDFs would have to then deliver Intercept Product based on the Service Type applicable to the warrant. 

The above points reveal that to cover all cases, the Service Type values will have to be part of LI provisioning data sent to the MDFs. Whether the Service Types will have to be provisioned to the POIs and TFs will depend on the services provided by the NFs that have such POIs and TFs. 

OBSERVATIONS

The terms Service Scoping and Service Type are introduced in TS 33.126, TS 33.127 and TS 33.128 (see Background of this paper given at the end). However, the use of the terms Service Scoping and Service Type are not consistent in the three specifications.  

The TS 33.126 says that the Service Scoping may be specified in the warrant either implicitly or explicitly.  

The TS 33.127 under the LI_H1 (meaning warrant) infers as if the Service Scoping includes: 

· Voice

· packet data

· messaging

· target positioning. 

Then, under the clauses of LIPF, POI, TF and MDF2, the specification infers as if Service Scoping is different from:

· Type of Intercept which in turn has the values: IRI only, CC only or IRI and CC. 

Then, the same clauses have something else: 

· other filtering criteria. 

The TS 33.128 on which this paper focusses on has Service Scoping to include four things: 

· CSP Service Type (Voice, Data, Messaging, PTC).

· Interception Type (IRI, CC)

· Location

· Roaming. 

This paper assumes that one example of other filtering criteria mentioned in TS 33.127 can be the roaming, location even though Target Positioning is included as a part of Service Scoping.

When different parts of Service Scoping are looked together, the following observation can perhaps be made: 

· Roaming (irrespective of its name), even though no descriptions are given, based on the previous discussions within the SA3 LI, is applicable to the entire warrant and it indicates whether or not the delivery of IRI, or IRI+CC is to be suspended when the target is found to be outbound roaming. 

· The Intercept Type is basically a flag that indicates whether the warrant requires IRI delivery only or IRI + CC delivery. The TS 33.127 indicates (which is not disputed by TS 33.128) of having another possibility: CC only. Even then, it is one or two flags and apply to all of target communications that involve communication content. 

· Location has two variants: 

1. Whether the location reporting when applicable is required for the warrant or not as a part of other LI aspects. E.g. at the beginning of the call and at the end of the call. 

2. Warrant on Lawful Access Location Services (LALS): only LALS related IRI needs to be delivered 

· Service Type has four variants: 

1. Voice: IRI, CC for voice sessions are to be delivered – assumed IMS-based voice (does not include OTT voice).

2. Data: IRI, CC for packet data are to be delivered - assumed all packets that flow through the packet core network. Another assumption: all packets that related to other service types are part of CC Data. 

3. Messaging: IRI, CC for SMS and MMS are to be delivered. 

4. PTC: IRI, CC for PTC sessions are to be delivered. 

Can be other Service Types – e.g. Conferencing?

This paper is to explore further on the implication of Service Type.   

Analysis of LIPF Logic: Service Type Handling
Assuming that all warrants carry the Service Type values, the LIPF may exhibit some logic in determining how the Service Type values are to be provisioned to the POIs, TFs and the MDFs.  
The figure 1 below gives a high level view of the LIPF logic: 
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Figure 1: LIPF logic in Service Type handling – high level view

LI Provisioning for Service Type Packet Data
It is assumed the NFs that provide the POIs and NFs are in the packet core network. There are three scenarios here: 
· The CSP network is a HPLMN 

· The CSP network is a VPLMN with LBO

· The CSP network is a VPLMN with HR. 

The LIPF logic for handling the Service Type of Packet Data for each of those scenarios are illustrated in the figure 2A, 2B and 2C below: 
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Figure 2A: LIPF logic in Service Type handling of Packet Data - HPLMN
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Figure 2B: LIPF logic in Service Type handling of Packet Data – VPLMN (LBO)
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Figure 2C: LIPF logic in Service Type handling of Packet Data – VPLMN (HR)

LI Provisioning for Service Type Voice

It is assumed that the NFs that provide the POIs and NFs are in the IMS network. There are eight scenarios here: 

· Non-roaming scenario – default methods as defined in TS 33.127

· Non-roaming scenario – optional methods as defined in TS 33.127  

· Non-roaming scenario – optional method as defined in TS 33.127 for non-local ID target interception and default method as defined in TS 33.127 for others.
· Non-roaming scenario – default method as defined in TS 33.127 for non-local OD target interception and optional method as defined in TS 33.127 for others. 

· The CSP network is a VPLMN with LBO default method as defined in TS 33.127

· The CSP network is a VPLMN with HR default method as defined in TS 33.127. 

· The CSP network is a VPLMN with LBO optional method as defined in TS 33.127

· The CSP network is a VPLMN with HR optional method as defined in TS 33.127. 

The LIPF logic for handling the Service Type of Voice for each of those scenarios are illustrated in the figure 3A, 3B, 3C, 3D, 3E, 3F, 3G and 3H below: 
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Figure 3A: LIPF logic in Service Type handling of Voice – Non-roaming (default methods)
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Figure 3B: LIPF logic in Service Type handling of Voice – Non-roaming (optional methods)
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Figure 3C: LIPF logic in Service Type handling of Voice – Non-roaming (optional method for non-local ID target)
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Figure 3D: LIPF logic in Service Type handling of Voice – Non-roaming (optional method for others)
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Figure 3E: LIPF logic in Service Type handling of Voice – VPLMN (LBO) with default methods
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Figure 3F: LIPF logic in Service Type handling of Voice – VPLMN (HR) with default methods
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Figure 3G: LIPF logic in Service Type handling of Voice – VPLMN (LBO) with optional method


[image: image12.emf]YES

LI_HI1 

error handling

5GC

LMISF-IRI

(Target Id: IMPU, IMPI)

SMF (BBIFF-C)

(Target Id: N9HR/DNN, IMS Signaling)

Non-local ID target?

Voice

Target Id = one of 

{IMPU, IMPI, IMEI, 

PEI (IMEI only)}?

YES

Service Type

4GC

SGW (BBIFF-C)

(Target Id: S8HR/APN, IMS Signaling)

SGW-C (BBIFF-C)

(Target Id: S8HR/APN, IMS Signaling)

Roaming VPLMN, HR

(optional method)

NO

NO

IMS

P-CSCF (IRI-POI, CC-TF)

(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

LMISF-IRI

(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)


Figure 3H: LIPF logic in Service Type handling of Voice – VPLMN (HR) with optional method

LI Provisioning for Service Type Messaging

It is assumed that the NFs that provide the POIs and NFs are in the packet core network, IMS network or separate servers.  There are three scenarios here: 

· Non-roaming scenario

· The CSP network is a VPLMN with LBO.

· The CSP network is a VPLMN with HR.  

The LIPF logic for handling the Service Type of Messaging for each of those scenarios are illustrated in the figure 4A, 4B, and 4C below: 
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Figure 4A LIPF logic in Service Type handling of Messaging – Non-roaming
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Figure 4B: LIPF logic in Service Type handling of Messaging – VPLMN (LBO)
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Figure 4C: LIPF logic in Service Type handling of Messaging – VPLMN (HR)

LI Provisioning for Service Type PTC

It is assumed that the NFs that provide the POIs and TFs are PTC Servers that can be Application Servers from an IMS-network topology perspective. Since the PTC Server is always in the HPLMN, there is only scenario that goes with the PTC.  

The LIPF logic for handling the Service Type of PTC is illustrated in the figure 5 below: 
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Figure 5: LIPF logic in Service Type handling of PTC 

Concluding the analysis
In concluding, the LIPF logic for the four Service Types in a non-roaming scenario with the default methods listed in TS 33.127 can be presented as shown in figure 6 below: 
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MGCF (IRI-POI, CC-TF)

(Target Id:  IMPU, IMPI)

Non-local ID target?

IMS

P-CSCF (CC-TF)

(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
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(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

IBCF (CC-TF)

(Target Id: PEI (IMEI only), IMEI IMPU, IMPI)

MGCF (CC-TF)

(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

AS (IRI-POI, CC-TF)
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IMS

IBCF (IRI-POI, CC-TF)

(Target Id: IMPU, IMPI)

MGCF (IRI-POI, CC-TF)

(Target Id:  IMPU, IMPI)

S-CSCF (IRI-POI)

(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

IMS

HSS (IRI-POI)

(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)

SMSF (IRI-POI, CC-POI)

(Target Id: GPSI, PEI, SUPI)

UDM (IRI-POI)

(Target Id: GPSI, PEI, SUPI)


Figure 6: Combined view of LIPF logic – non-roaming and default methods

As can be inferred from figure 6, the diagram is too big for accommodating in one figure.  
When the Service Type is Packet Data, the main difference between LI data provisioning in HPLMN and VPLMN is that in VPLMN no provisioning of UDM/HSS is required. Furthermore, to support the S8HR/N9HR LI, some special provisioning will have to be done to the LMISF, SGW/SGW-C and SMF. 

When the Service Type is Voice, the CSPs may have different deployment options in selecting the NFs that provide the POITF functions. Depending on the deployment options, the POIs/TFs in the NFs will have to be provisioned. As in the Packet Data case, no provisioning of HSS is required when the CSP happens to be a VPLMN. The number of NFs involved in handling the sessions in the VPLMN are also limited. Whether the CSPs choose to limit the provisioning to those select NFs or have the same method independent of the CSP’s role is another implementation choice. 

When the Service Type is Messaging, the difference again is that no provisioning of UDM/HSS is done when the CSP happens to be a VPLMN. 

The Service Type PTC only applies to HPLMN as the PTC Server is always in the HPLMN. 
SUMMARY
As can be seen in the illustrations, in some situations, the NFs where the POIs and TFs reside determine the Service Type that are applicable to those POIs and TFs. However, in some situations, the NFs may provide multiple services and in that case it may be appropriate to include the Service Type as a part of LI provisioned into those NFs. 
The MDF2/MDF3 will be required to be provisioned with the Service Type as the delivery to the LEMF should be based on the Service Types. 

In summary, the Service Types will have to be provisioned into the POIs and TFs and MDFs present in different NFs are identified in the following table:

	NFs
	Applicable Service Types
	Service Type (provisioning required?)

	
	
	Packet Data
	Voice
	Messaging
	PTC

	SGW
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	SGW-C
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	LMIS-IRI
	Voice, Messaging
	n/a
	Yes
	Yes
	n/a

	PGW
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	PGW-C
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	MME
	Packet Data, Messaging
	Yes
	n/a
	Yes
	n/a

	AMF
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	SMSF
	Messaging
	n/a
	n/a
	n/a
	n/a

	SMF
	Packet Data  
	n/a
	n/a
	n/a
	n/a

	P-CSCF
	Voice, Messaging
	n/a
	Yes
	Yes
	n/a

	E-CSCF
	Voice
	n/a
	n/a
	n/a
	n/a

	S-CSCF
	Voice, Messaging
	n/a
	Yes
	Yes
	n/a

	IBCF
	Voice, Messaging
	n/a
	Yes
	Yes
	n/a

	MGCF
	Voice, Messaging
	n/a
	Yes
	Yes
	n/a

	AS
	Voice
	n/a
	n/a
	n/a
	n/a

	MMS Server
	Messaging
	n/a
	n/a
	n/a
	n/a

	PTC Server
	PTC
	n/a
	n/a
	n/a
	n/a

	HSS
	Packet Data, Voice, Messaging, PTC
	Yes
	Yes
	Yes
	Yes

	UDM
	Packet Data, Voice, Messaging, PTC
	Yes
	Yes
	Yes
	Yes

	MDF2
	Packet Data, Voice, Messaging, PTC
	Yes
	Yes
	Yes
	Yes

	MDF3
	Packet Data, Voice, Messaging, PTC
	Yes
	Yes
	Yes
	Yes


In conclusion, the home NFs of POIs and TFs support more than Service Types, perhaps, the LI provisioning into those POIs and TFs will have to have the Service Type values. However, at times, the target Id also can limit the Service Type to be supported. For example, when IMPU or IMPI is the target Id provisioned into the SMF, then it would automatically mean the Service Type of Voice will have to be supported in the BBIFF-C residing in the SMF. 
BACKGROUND

The TS 33.126, TS 33.127 and TS 33.128 have requirement on the Service Scoping and Service Type. 

TS 33.126:

R6.3 – 420
Service Scope - All CSP based services shall be in scope of LI including mission critical services and non-mission critical services.
R6.4 – 10
LI Service Scope - The CSP shall only deliver Interception Product relating to specific CSP services which are specified implicitly or explicitly in the warrant.

TS 33.127:

Clause 5.4.3: Interface LI_HI1

Service scoping: used to identify the service (e.g. voice, packet data, messaging, target positioning) to be intercepted.
Clause 5.4.4.2
LIPF and POI

The following are examples of some of the information that may be passed over LI_X1 to the POI as a part of intercept provisioning:

· Information necessary to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· Address of MDF2 or MDF3.
Clause 5.4.4.3
LIPF and TF

The following are examples of some of the information that may be passed over LI_X1 to the TF as a part of intercept provisioning:

· Information necessary to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· Address of MDF2 or MDF3.
Clause 5.4.4.4
LIPF and MDF2/MDF3

The following are examples of some of the information that may be passed over LI_X1 to the MDF2/MDF3 as a part of intercept provisioning:

· Information necessary used to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Lawful Interception identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· LEMF address.
Clause 7.4.2.1
Overview

The network function involved in providing the interception of IMS-based services are determined based on the deployment option, the network configuration, LI service scope and the IMS session including the roaming scenarios. 
TS 33.128:

5.2.4
Service scoping

5.2.4.1
General

The MDF2 and MDF3 shall be able to deliver the IRI messages and the CC to the LEMF over LI_HI2 and LI_HI3 respectively, observing the service scoping described in the following clauses.

5.2.4.2
CSP service type

-
Voice.
-
Data.
-
Messaging (e.g. SMS/MMS).
-
Push-to-Talk (including MCPTT).
The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 with the service type as applicable to a warrant.

When multiple service types are applicable to a target due to multiple warrants, if those multiple service types are provisioned to the POI and TFs, then the MDF2/MDF3 shall be able to restrict the delivery of IRI/CC based on the service type.

5.2.4.3
Interception type

-
IRI.
-
CC.
The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 with the interception type as applicable to a warrant.

When different intercept types are applicable to a target due to multiple warrants, if both intercept types are provisioned to the POI, TFs, then the MDF2/MDF3 shall be able to restrict the delivery of IRI/CC based on the intercept type.

5.2.4.4
Location

-
Report location at the beginning and end of a session.
-
Report location every time the network detects a change in target location (including location update with no physical change of location).
-
LALS.
The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 with an indication of whether location reporting is applicable to a warrant.

When different location related information is applicable to a target due to multiple warrants, then POI and TFs may be provisioned as if the location reporting is required with MDF2 restricting the delivery of location to the LEMF as per the provisioned information for a warrant.

5.2.4.5
Roaming

-
Stop interception for non HPLMN 3GPP RAN in the case of international roaming.
NOTE:
The method used to achieve the roaming related service scoping is not described in the present document.

3GPP
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LI_HI1 
error handling
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
5GC
AMF (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
SMF (IRI-POI, CC-TF, IRI-TF)
(Target Id: PEI, SUPI, GPSI)
4GC
MME (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW (IRI-PO, CC-POII)
(Target Id:I MEI, IMSI, MSISDNI)
SGW-C (IRI-PO, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
YES
Service Type
Roaming VPLMN, HR
NO
Packet Data



YES
Default method for non-local ID, optional method for others  & non-roaming (TS 33.127)
LI_HI1 
error handling
IMS
IBCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
MGCF (IRI-POI, CC-TF)
(Target Id:  IMPU, IMPI)
Non-local ID target?
IMS
P-CSCF (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
AS (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
NO
NO



YES
LI_HI1 
error handling
5GC
LMISF-IRI
(Target Id: IMPU, IMPI)
SMF (BBIFF-C)
(Target Id: N9HR/DNN, IMS Signaling)
Non-local ID target?
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
4GC
SGW (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
SGW-C (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
Roaming VPLMN, HR (default method)
NO
NO
IMS
P-CSCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
E-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
LMISF-IRI
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)



YES
LI_HI1 
error handling
Non-local ID target?
IMS
P-CSCF (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
P-CSCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
IMS
Roaming VPLMN, LBO
(optional method)
NO
NO



YES
LI_HI1 
error handling
5GC
LMISF-IRI
(Target Id: IMPU, IMPI)
SMF (BBIFF-C)
(Target Id: N9HR/DNN, IMS Signaling)
Non-local ID target?
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
4GC
SGW (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
SGW-C (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
Roaming VPLMN, HR
(optional method)
NO
NO
IMS
P-CSCF (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
LMISF-IRI
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)



YES
LI_HI1 
error handling
Non-local ID target?
IMS
P-CSCF (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
P-CSCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
IMS
Roaming VPLMN, LBO (default method)
NO
NO
E-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)



NO
HSS (IRI-POI)
(Target Id: IMPU. IMPI)
LI_HI1 
error handling
Non-local ID target?
Service Type
PTC Server (IRI-POI, CC-TF)
(Target Id: IMPU. IMPI, MCPTT ID, Instant ID URN, Chat Group ID)
YES
Target Id = one of 
{IMPU, IMPI, MCPTT ID, 
Instant ID URN, Chat Group ID}?
PTC



YES
Optional method for non-local ID and others & non-roaming (TS 33.127)
LI_HI1 
error handling
Non-local ID target?
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
IMS
S-CSCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
P-CSCF (CC-TF)
(Target Id: IMPU, IMPI)
P-CSCF (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
AS (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
NO
NO



HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
YES
Optional method for non-local ID, default method for the others & non-roaming (TS 33.127)
LI_HI1 
error handling
IMS
S-CSCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
Non-local ID target?
IMS
P-CSCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
S-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IBCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI IMPU, IMPI)
MGCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
AS (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
P-CSCF (CC-TF)
(Target Id: IMPU, IMPI)
NO
NO
E-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)



HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
YES
Default methods & non-roaming (TS 33.127)
LI_HI1 
error handling
IMS
IBCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
MGCF (IRI-POI, CC-TF)
(Target Id:  IMPU, IMPI)
Non-local ID target?
IMS
P-CSCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
S-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IBCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI IMPU, IMPI)
MGCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
AS (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
Voice
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Service Type
NO
NO
E-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)



Service Type
Voice
Messaging
HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
YES
NO
NO
LIPF logic
POIs, and TFs generate the xIRIs and xCCs for the services provided by their home NFs
(service type provisioning may be required to separate out the messaging)
HSS/UDM generate the xIRIs independent of the service types
MDF2/MDF3 deliver the IRIs/CCs according to the XID to LIID mapping
(service type needs to be provisioned as well)
NO
HSS (IRI-POI)
(Target Id: IMPU. IMPI)
Default methods & non-roaming (TS 33.127)
Target Id = one of 
{IMPU, IMPI, IMEI, 
PEI (IMEI only)}?
YES
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
YES
LI_HI1 
error handling
LI_HI1 
error handling
LI_HI1 
error handling
LI_HI1 
error handling
PTC Server (IRI-POI, CC-TF)
(Target Id: IMPU. IMPI, MCPTT ID, Instant ID URN, Chat Group ID)
PTC
Target Id = one of 
{IMPU, IMPI, MCPTT ID, 
Instant ID URN, Chat Group ID}?
YES
One of the two
(deployment option)
One of the two
(deployment option)
Non-local ID target?
MMS Proxy Relay (IRI-POI, CC-POI)
(Target Id: GPSI, MSISDN)
YES
Packet Data
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
YES
SMF (IRI-POI, CC-TF, IRI-TF)
(Target Id: PEI, SUPI, GPSI)
UDM (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
AMF (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
MME (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW (IRI-PO, CC-POII)
(Target Id:I MEI, IMSI, MSISDNI)
PGW (IRI-POI, CC-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW-C (IRI-PO, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
PGW-C (IRI-POI, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
HSS (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
4GC
5GC
Non-local ID target?
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI)
MME (IRI-POI, CC-POI)
(Target Id: MSISDN)
4GC
5GC
MME (IRI-POI, CC-POI)
(Target Id: MSISDN, IMEI, IMSI)
HSS (IRI-POI)
(Target Id: MSISDN, IMEI, IMSII)
5GC
4GC
IMS
IBCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
MGCF (IRI-POI, CC-TF)
(Target Id:  IMPU, IMPI)
Non-local ID target?
IMS
P-CSCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
S-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IBCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI IMPU, IMPI)
MGCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
AS (IRI-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IMS
IBCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
MGCF (IRI-POI, CC-TF)
(Target Id:  IMPU, IMPI)
S-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IMS
HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI, PEI, SUPI)
UDM (IRI-POI)
(Target Id: GPSI, PEI, SUPI)



NO
LI_HI1 
error handling
YES
Non-local ID target?
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI)
MME (IRI-POI, CC-POI)
(Target Id: MSISDN)
4GC
5GC
MME (IRI-POI, CC-POI)
(Target Id: MSISDN, IMEI, IMSI)
4GC
Messaging
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
YES
Service Type
IMS
P-CSCF (IRI-POI, CC-POI, CC-TF)
(Target Id:  IMPU, IMPI)
P-CSCF (IRI-POI, CC-POI, CC-TF)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IMS
5GC
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI, PEI, SUPI)
Roaming VPLMN, LBO



NO
LI_HI1 
error handling
YES
Non-local ID target?
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI)
MME (IRI-POI, CC-POI)
(Target Id: MSISDN)
4GC
5GC
MME (IRI-POI, CC-POI)
(Target Id: MSISDN, IMEI, IMSI)
4GC
Messaging
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
YES
Service Type
5GC
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI, PEI, SUPI)
LMISF-IRI
(Target Id: IMPU, IMPI)
LMISF-IRI
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
5GC
SMF (BBIFF-C)
(Target Id: N9HR/DNN, IMS Signaling)
4GC
SGW (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
SGW-C (BBIFF-C)
(Target Id: S8HR/APN, IMS Signaling)
Roaming VPLMN, HR



NO
LI_HI1 
error handling
YES
Non-local ID target?
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI)
MME (IRI-POI, CC-POI)
(Target Id: MSISDN)
4GC
5GC
MME (IRI-POI, CC-POI)
(Target Id: MSISDN, IMEI, IMSI)
HSS (IRI-POI)
(Target Id: MSISDN, IMEI, IMSII)
4GC
Messaging
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
MMS Proxy Relay (IRI-POI, CC-POI)
(Target Id: GPSI, MSISDN)
YES
Service Type
IMS
IBCF (IRI-POI, CC-TF)
(Target Id: IMPU, IMPI)
MGCF (IRI-POI, CC-TF)
(Target Id:  IMPU, IMPI)
S-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
IMS
5GC
SMSF (IRI-POI, CC-POI)
(Target Id: GPSI, PEI, SUPI)
UDM (IRI-POI)
(Target Id: GPSI, PEI, SUPI)
HSS (IRI-POI)
(Target Id:  PEI (IMEI only), IMEI, IMPU, IMPI)
Non-roaming



LI_HI1 
error handling
One of the two
(deployment option)
One of the two
(deployment option)
Packet Data
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
5GC
AMF (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
SMF (IRI-POI, CC-TF, IRI-TF)
(Target Id: PEI, SUPI, GPSI)
UDM (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
4GC
MME (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW (IRI-PO, CC-POII)
(Target Id:I MEI, IMSI, MSISDNI)
PGW (IRI-POI, CC-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW-C (IRI-PO, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
PGW-C (IRI-POI, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
HSS (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
YES
Service Type
Non-roaming
NO



LI_HI1 
error handling
One of the two
(deployment option)
One of the two
(deployment option)
Target Id = one of 
{GPSI, PEI, SUPI, 
IMEI, IMSI, MSISDN}?
5GC
AMF (IRI-POI)
(Target Id: PEI, SUPI, GPSI)
SMF (IRI-POI, CC-TF, IRI-TF)
(Target Id: PEI, SUPI, GPSI)
4GC
MME (IRI-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW (IRI-PO, CC-POII)
(Target Id:I MEI, IMSI, MSISDNI)
PGW (IRI-POI, CC-POI)
(Target Id:I MEI, IMSI, MSISDNI)
SGW-C (IRI-PO, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
PGW-C (IRI-POI, CC-TF)
(Target Id:I MEI, IMSI, MSISDNI)
YES
Service Type
Roaming VPLMN, LBO
NO
Packet Data



Voice
Packet Data
LI Provisioning for Service Type Packet DataData
LI Provisioning for Service Type Voice
LIPF logic
PTC
LI Provisioning for Service Type Messaging
LI Provisioning for Service Type PTC
Messaging
Service Type



