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**** Start of Changes ****
[bookmark: _Toc9611405]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.126: "Lawful interception requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[6]	OMA MLP: "Mobile Location Protocol V3.3".
NOTE:	Available at http://www.openmobilealliance.org.
[7]	ETSI TS 103 120: "Lawful Interception (LI); Interface for warrant information".
[8]	ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".
[9]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".
[10]	ETSI GR NFV-SEC 011: "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".
[11]	3GPP TS 33.107: "3G Security; Lawful interception architecture and functions".
[12]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[13]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[14]	3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)".
[15]	3GPP TS 33.128: "Protocol and Procedures for Lawful Interception; Stage 3".
[16]	ETSI TS 103 221-2: "Lawful Interception: Internal Network Interface X2/X3".
[X]	ETSI GS NFV-IFA 026: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; Architecture enhancement for Security Management Specification".

**** Start of 2nd Change ****
[bookmark: _Toc9611409]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5GS	5G System
ADMF	LI Administration Function
AMF	Access Management Function
AUSF	Authentication Server Function
BSS	Business Support System
CC	Content of Communication
CSI	Cell Supplemental Information
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
DN	Data Network
GPSI	Generic Public Subscription Identifier
IP	Interception Product
IRI	Intercept Related Information
LALS	Lawful Access Location Services
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICA	Lawful Interception Certificate Authority
LICF	Lawful Interception Control Function
LI_HI1	Lawful Interception Handover Interface 1
LI_HI2	Lawful Interception Handover Interface 2
LI_HI3	Lawful Interception Handover Interface 3
LI_HI4	Lawful Interception Handover Interface 4
LIID	Lawful Interception Identifier
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LI_X0		Lawful Interception Internal Interface 0
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X3	Lawful Interception Internal Interface 3
LI_X3A	Lawful Interception Internal Interface 3 Aggregator
LMF	Location Management Function
LTF	Location Triggering Function
MANO	Management and Orchestration
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
N3IWF	Non 3GPP Inter Working Function
NFV	Network Function Virtualisation
NPLI	Network Provided Location Information
NR	New Radio
NRF	Network Repository Function
NSSF	Network Slice Selection Function
OSS	Operations Support System
PAG	POI Aggregator
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
POI	Point Of Interception
SIRF	System Information Retrieval Function
SMF	Session Management Function
SMSF	SMS-Function
SUCI	Subscriber Concealed Identifier
SUPI	Subscriber Permanent Identifier
TF	Triggering Function
UDM	Unified Data Management
UDR	Unified Data Repository
UDSF	Unstructured Data Storage Function
UPF	User Plane Function
VNF	Virtual Network Function
xCC	LI_X3 Communications Content
xIRI	LI_X2 Intercept Related Information

**** Start of 3rd Change ****


[bookmark: _Toc9611453]5.6	LI in a virtualised environment
[bookmark: _Toc9611454]5.6.1	General
Virtualisation is one of the 3GPP network deployment options for NFs containing LI functions as described in the present document. In virtualised deployments, many of the initial deployment and configuration actions performed manually in non-virtualised deployments need to be automated and occur in near real-time. This clause outlines the basic architecture enhancements to support virtualised LI in 3GPP networks. Security aspects relating to virtualisation are described in clause 8.
The architecture enhancements in this clause are intended to apply to any virtualised 2G, 3G, 4G, 5G scenario including IMS that needs to support LI. Where legacy network functions defined in TS 33.107 [11] are virtualised, the architecture in figure 5.6-1 shall be applied, with legacy TS 33.107 [11] reference points and functional elements substituted for their equivalent in the present document (e.g. POI is equivalent to ICE and LI_X2 is equivalent to X2 in TS 33.107 [11], and LI_X2 is equivalent to X2).
[bookmark: _Toc9611455]5.6.2	Virtualised deployment architecture
Figure 5.6-1 shows the necessary extensions to the basic LI architecture described in clause 5.2 required to support real-time deployment of virtualised LI functions. Figure 5.6-1 is a simplified version of the virtual LI function deployment procedures.



Figure 5.6-1: Simplified virtualised LI system with provisioning infrastructure for a direct provisioned POI
NOTE 1:	Figure 5.6-1 shows the LI NFV controller and NFV Management and Orchestration functions (MANO). However, for the purposes of the present document, other than needing to acknowledge that these functions exist within a CSP virtual network implementation, they are out of scope of the present document and not described furtheronly described at a high level in clause 5.6.3. The procedures in clause 5.6.3 assume that the LIPF, LICF and NFV LI Controller already exist before creation of any other LI functions.
The OSS/BSS notifies the NFV MANO when a VNF needs to be instantiated.  To ensure that all LI related aspects, if applicable, are considered within that VNF, the MANO notifies the LI NFV Controller about the VNF instantiation. In case the VNF, about to be instantiated, is expected to have LI specific functionalities such as POI, TF or MDF, the LI NFV controller notifies the LIPF about those LI specific functionalities within the VNF.  The LIPF would forward that notification to the LICF, which in turn, validate/verify/authorize (via LIPF, of course) that POI/TF/MDF for LI over LI_X0. If the VNF does not contain an LI function then the LI NFV Controller may still notify the LIPF/LICF.
Once, the authorization is done, the LIPF would notify the LI NFV Controller that the LI specific functions are authorized/verified and the LI NFV Controller notifies MANO. 

5.6.3	LI function instantiation and lifecycle management procedures
5.6.3.1	Controller virtualisation layer and MANO procedures
5.6.3.1.1	Responsibilities
The 5G NRF is not involved in the initial discovery of LI functions. NFs containing LI functions shall only be discoverable by the NRF / SIRF once all LI initialisation steps in this clause have been completed and the OSS/BSS/ MANO informed that LI operation is ready. The process by which the NRF / SIRF is notified by the OSS/BSS/MANO is out of scope of the present document.
5.6.3.1.2	General procedures
When the 3GPP network OSS/BSS makes a request to MANO to instantiate, modify or terminate a 3GPP NF, MANO shall notify the LI NFV Controller of the request using procedures as described in ETSI GS NFV IFA 026 [X] or equivalent. The NFV LI Controller shall be able to send all applicable NF changes to the LIPF, so that the LICF is able to maintain an understanding of network topology. In 5G, the LICF in the ADMF (via the LIPF) also maintains understanding of active use of NF via the NRF / SIRF.
In addition, MANO is required to send notifications of non OSS/BSS triggered (e.g. MANO automated VNF relocation, or software image update) as described in ETSI GS NFV IFA 026. The LI NFV Controller shall also be able to provide applicable notifications to the LICF in the ADMF (via the LIPF) of such changes.
NOTE:	The precise list of information required for the ADMF to maintain understanding of network topology is implementation specific and therefore outside the scope of the present document.
In deployments where the implementation supports data centre / location verification for NFs being instantiated or modified, subject to operator policy the LI NFV Controller shall not allow instantiation or modification of LI functions or associated NFs which do not comply with LI location constraints set by the LICF in the ADMF (via the LIPF).

5.6.3.1.3	Instantiation
Where an NF being instantiated contains one or more LI functions (e.g. POI, TF, MDF) the LI NFV Controller shall handle any necessary steps to allow the LI functions to be instantiated by MANO and the LI functions to be added to the LI environment, so that initial contact between the LI functions and the LIPF in the ADMF can be established. The LI NFV Controller shall provide details of the new LI functions to the LICF in the ADMF (via the LIPF), including the identity of the new LI functions, so that the LICF is aware of the existence of the LI functions.
In deployments where ADMF (LICF) signing of LI function software images has been implemented, the LI NFV Controller shall provide the signatures to the LICF in the ADMF (via the LIPF) for verification and shall only authorise MANO to continue instantiation of the LI function if the LICF has successfully verified the signatures.
NOTE :	Once this instantiation step is completed an LI function is considered to be ready for configuration by the ADMF (LIPF) but is not ready to become a live LI function.
5.6.3.1.4	Modification
When the NF containing LI functions is being modified (e.g. scaled or relocated) the LI NFV Controller shall manage the necessary interactions with MANO (using the procedures in ETSI GS NFV IFA 026 [X] or equivalent) to allow the LI functions to also be modified in alignment with changes to their parent NF. The LI NFV Controller shall notify the LICF in the ADMF via the LIPF of the subsequent modifications. Where the modifications result in a new LI function being instantiated (e.g. where a scale up exceeds the existing capabilities of the existing LI functions), the LI NFV Controller shall notify the LICF about the existence of the new LI function and indicate to which existing NF the new LI function is associated.
5.6.3.1.5	Termination
When an NF containing LI functions is terminated, the LI NFV Controller shall manage the necessary interactions with MANO (using the procedures in ETSI GS NFV IFA 026 [X] or equivalent) and notify the LICF via the LIPF that the LI functions have been removed from the system. The LICF in the ADMF shall ensure that certificates associated with those LI functions are appropriately revoked.
5.6.3.2	LI_X0 procedures
Only once an LI function has been instantiated and the LIPF in the ADMF informed of that function's existence, can that function be managed by the LIPF in the ADMF over LI_X0. Such notification is achieved as described in clause 5.6.3.1 and occurs prior to any NRF (or equivalent) NF discovery processes.
The LI_X0 interface is used to manage LI functions such they are made ready for LI use and subsequent provisioning over LI_X1.  
After a virtual function is instantiated (e.g. using the procedures in ETSI NFV-SEC 011 [10] or equivalent), it is necessary to automatically configure the POI or MDFLI functions (e.g. POI, TF, MDF) before use (i.e. to initialise it to a state where it can accept LI_X1 messages). To achieve this the LI Function virtual POI or MDF shall contact the LIPF over the LI_X0 interface and LIPF will notify the LICF that a new potential LI functionPOI/MDF has contacted the LIPF. The LIPF shall only accept incoming connections from new LI functions that have previously been notified to the LIPF/LICF by the LI NFV controller.
The LICF in the ADMF, through the LIPF, shall verify the authenticity of the LI functionPOI/ MDF over LI_X0 in order to verify that the new LI function has been instantiated from a valid software image. If the LI function software image has been partly encrypted as described in ETSI GR NFV SEC 011 [10], then once the LICF has verified the integrity of the LI function it shall provide any necessary keys to the LIPF to decrypt the LI function to complete instantiation of that LI function. 
Once a trust relationship has been established between the LICF and new POI/MDFLI function, the LIPCF shall issue the LI functionPOI/MDF with an LI identity (e.g. POI CSCF number 42 or LI System FQDN) and provide the other necessary certificates and configuration information to allow the new LI functionPOI/MDF to be configured for LI use on LI_X1. The LICF is responsible for providing necessary information and policy rules necessary for the LIPF to perform configuration of LI functions over LI_X0.
In the case of triggered POIs which are not directly provisioned by the LIPF in the ADMF over LI_X1, the LIPF is still responsible for LI_X0 configuration of the POI including identity manage and all necessary identity / communication certificates in order to allow the POIs and TF to communicate over LI_X1, LI_T2 and LI_T3. The same applies to virtualised MDFs or CC-PAG.
Once an LI function directly associated with or embedded in an NF has been made fully ready for provisioning over LI_X1 using LI_X0, the LICF in the ADMF via the LIPF shall notify the LI NFV Controller that the LI function is ready for service and MANO may advise the OSS/BSS that the NF associated with the LI functions is ready for service and discovery by the NRF. For MDFs, CC-PAGs, or non embedded POIs the LICF may still need to provide a ready for service indication to MANO / OSS / BSS depending on the implementation scenario. 
NOTE:	The full procedure for notifying the OSS/BSS that LI is ready and the NF can be notified to the NRF (in the case of 5G SBA) is out of scope of the present document and is left to operator deployment choice.
NOTE 2:	The exact mechanisms for the new POI/MDF to contact the LIPF using LI_X0 and subsequent trust establishment and configuration are not described in the present document.
NOTE 3:	Figure 5.6-1 shows an example for a directly provisioned POI (i.e. a POI without an associated TF). Each virtual TF would be instantiated using the same basic LI_X0 and LI_X1 flows. While the present document does not explicitly describe the triggered POIs case, such POIs along with the associated TFs would be instantiated using the same basic LI_X0 and LI_X1 flows. However, the LICF would need to verify the correct instantiation of groups of 1 or more triggered POIs and TFs rather than individually as per figure 5.6-1.
During normal system operation LI_X0 shall be used by the LIPF in the ADMF to maintain the LI function throughout the LI function’s lifecycle. In-life certificate updates, identity changes, LI_X1/2/3 credential changes and other similar configuration changes shall be supported by both the LIPF in the ADMF and LI functions over LI_X0. 
Figure 5.6-2 shows an example of what the procedures described in this clause look like when instantiating a new NF and associated LI functions.
[image: ]
Figure 5.6-2: Example simplified flow-diagram for LI instantiation procedures

5.6.3.3	Exception Procedures
If during normal LI system operation the ADMF (LIPF or LICF) detects or is informed of abnormal LI function behaviour, then subject to operator policy the LICF in the ADMF via the LIPF shall be able via the LI NFV Controller to request immediate termination or quarantine of the LI function to MANO as defined in ETSI GS NFV IFA 026 [X].
If during normal operation the LICF in the ADMF via the LIPF is notified of a NF modification or instantiation event which does not comply with operator LI policy (e.g. NF location is not within allowed locations or LI functionality is not authorised for a given deployment scenario) the LICF via the LIPF shall be able to deny MANO and the OSS/BSS authorisation to complete the system change.

**** End of Changes ****
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