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 FIRST CHANGE (6.2.1.2 – TaskDetails) 

6.2.1.2
TaskDetails

The TaskDetails structure shall include the following.

Table 4: TaskDetails

	Field
	Description
	Format
	M/C/O

	XID
	Uniquely identifies the Task.

There may be more than one different Task relating to the same target identifier (two distinct XIDs). The X1 interface supports delivery of this situation (i.e. it is not considered an error on the X1 interface).
	UUIDv4 (see clause 5.1).
	M

	TargetIdentifiers
	List of criteria which are used to identify the traffic to be intercepted.

Where multiple criteria are present, all criteria are required to be matched. If an NE cannot target based on the criteria specified (e.g. due to an unsupported format or inappropriate combination of identifiers) the NE shall reject the request with an appropriate error.

It is an implementation decision which identifiers and combinations of identifiers are supported.
	Each TargetIdentifier given follows one of the formats given in table 5.
	M

	DeliveryType
	Statement of whether to deliver X2 and/or X3. An MF shall ignore the contents of the field, and use the DeliveryType value given in the relevant MediationDetails structure (see annex C)
	Enumerated value - one of "X2Only", "X3Only" and "X2andX3".
	M

	ListOfDIDs
	Details of where to send the intercepted traffic.

It is an implementation decision for the NE to determine how to duplicate traffic if multiple destinations are specified, or if multiple destinations are supported. 
	List of Destination Identifiers (DID) referencing the desired delivery destination records.
	M

	ListOfMediationDetails
	Set of details for use by an NE that is performing mediation (i.e. a mediation function). This shall be included between the ADMF and the MF. Multiple instances of this parameter may be included (e.g. when multiple LIIDs are associated with an XID).
	See annex C.
	C

	CorrelationID
	Correlation identifier to assign to intercepted material for this Task. Intended for use in triggering scenarios, and shall be ignored by non-mediation function NEs. 
	Unsigned integer.
	O

	ImplicitDeactivationAllowed
	Indication that a Task may implicitly deactivate itself once the NE has determined that it has completed. On deactivation of the Task, the NE shall issue a ReportTaskIssue message with the appropriate TaskReportType (see clause 6.5.2)
	Boolean.
	O

	ProductID
	Alternative value to be associated with the intercepted product and therefore used to populate the X2/X3 XID header field, as per TS 103 221-2 [xx] clause 5.2.7. If not provided, the XID of the Task shall be used.
	UUIDv4
	O

	TaskDetailsExtensions
	One or more extension placeholders; each may be populated by a list of elements defined by external specifications.
	See annex B.
	O


If a Task has an invalid combination of DeliveryType and Destinations (e.g. "X2andX3" delivery specified, but only an X2 Destination given), then the NE shall reject the ActivateTaskRequest with an appropriate error.

The list of permissible TargetIdentifier formats is given in table 5.

Table 5: TargetIdentifier Formats

	Format Name
	Description
	Format

	E164Number
	E.164 Number in fully international format, written as decimal digits
	Given in ETSI TS 103 280 [4] InternationalE164 format

	IMSI
	International Mobile Subscriber Identity, following the Recommendation ITU‑T E.212 [5] numbering scheme, written as decimal digits
	Given in ETSI TS 103 280 [4] IMSI format

	IMEI
	International Mobile station Equipment Identity, following the numbering plan defined in ETSI TS 123 003 [6], written as decimal digits without the (Luhn) check digit
	Given in ETSI TS 103 280 [4] IMEI format

	MACAddress
	A MAC address
	Given in ETSI TS 103 280 [4] MACAddress format

	IPv4Address
	An IPv4 address
	Given in ETSI TS 103 280 [4] IPv4Address format

	IPv6Address
	IPv6 address
	Given in ETSI TS 103 280 [4] IPv6Address format

	IPv4CIDR
	IPv4CIDR, written in dotted decimal notation followed by CIDR notation
	Given in ETSI TS 103 280 [4] IPv4CIDR format

	IPv6CIDR
	IPv6CIDR written as eight groups of four hexadecimal digits separated by a colon, followed by CIDR notation
	Given in ETSI TS 103 280 [4] IPv6CIDR format

	TCPPort
	TCP Port number, written in decimal notation
	Given in ETSI TS 103 280 [4] TCPPort format

	TCPPortRange
	Range of TCP Ports, written as decimal numbers separated by a colon
	Given in ETSI TS 103 280 [4] TCPPortRange format

	UDPPort
	UDP Port number, written in decimal notation
	Given in ETSI TS 103 280 [4] UDPPort format

	UDPPortRange
	Range of UDP Ports, written as decimal numbers separated by a colon
	Given in ETSI TS 103 280 [4] UDPPortRange format

	EmailAddress
	Email address following W3C HTML 5 Recommendation
	Given in ETSI TS 103 280 [4] EmailAddress format

	SIP-URI
	SIP-URI according to the SIP URI scheme given in IETF RFC 3261 [7]
	Given in ETSI TS 103 280 [4] SIPURI format

	TEL-URI
	TEL-URI according to the TEL URI scheme (see IETF RFC 3966 [8])

Implementers should consider whether the value could be sent as an E.164 number (or one of the related types) instead
	Given in ETSI TS 103 280 [4] TELURI format

	H323-URI
	H323 URI according to the H323 URI scheme (see IETF RFC 3508 [9])
	Given in H323Uri format (see XSD schema)

	IMPU
	IP Multimedia Public Identity, as per ETSI TS 123 003 [6]
	Given in IMPU format (see XSD schema)

	IMPI
	IP Multimedia Private Identity, as per ETSI TS 123 003 [6]
	Given in IMPI format (see XSD schema)

	NAI
	Network Access Identifier following IETF RFC 7542 [10] format
	Given in ETSI TS 103 280 [4] NAI format.

	RADIUS
	Any Radius attribute that uniquely identifies the subscriber within the specific CSP (see note 1)
	Given as binary octets containing RADIUS AVP following IETF RFC 2865 [11], clause 5 (see note 2)

	GTPUTunnelId
	GTP-U Tunnel Identifier
	Given as a 32-bit integer

	GTPCTunnelId
	GTP-C Tunnel Identifier
	Given as a 32-bit integer

	CallPartyRole
	Identifies the role of a party in a call. Intended for use in conjunction with e.g. E164Number
	One of the values "Originating", "Terminating", "ForwardedTo"

	NonLocalIdentifier
	Identifies whether the identifier is local or non-local. Intended for use in conjunction with e.g. E164Number
	One of the values "Local" or "NonLocal"

	SUPIIMSI
	Subscription Permanent Identifier in IMSI format
	Given in ETSI TS 103 280 [4] SUPIIMSI format

	SUPINAI
	Subscription Permanent Identifier in NAI format
	Given in ETSI TS 103 280 [4] SUPINAI format

	SUCI
	Subscription Concealed identifier
	Given in ETSI TS 103 280 [4] SUCI format

	PEIIMEI
	Permanent Equipment Identifier in IMEI format
	Given in ETSI TS 103 280 [4] PEIIMEI format

	PEIIMEICheckDigit
	Permanent Equipment Identifier in IMEICheckDigit format
	Given in ETSI TS 103 280 [4] PEIIMEICheckDigit format

	PEIIMEISV
	Permanent Equipment Identifier in IMEISV format
	Given in ETSI TS 103 280 [4] PEIIMEISV format

	GPSIMSISDN
	General Purpose Subscription Identifier in MSISDN format
	Given in ETSI TS 103 280 [4] GPSIMSISDN format

	GPSINAI
	General Purpose Subscription Identifier in NAI format
	Given in ETSI TS 103 280 [4] GPSINAI format

	TargetIdentifierExtension
	Identifier defined by an external specification
	See annex B

	NOTE 1:
Future versions of the present document may need to consider temporary identifiers including pseudonyms or short-term identifiers which have been derived from the permanent identifiers.

NOTE 2:
Depending on NE implementation, this may not be exactly the same binary representation used to match traffic e.g. for case-insensitive matching.



 SECOND CHANGE (2 – References) 

2
References

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference/.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

The following referenced documents are necessary for the application of the present document.

[1]
ETSI TS 133 107: "Universal Mobile Telecommunications System (UMTS); LTE; Digital cellular telecommunications system (Phase 2+) (GSM); 3G security; Lawful interception architecture and functions (3GPP TS 33.107)".
[2]
IETF RFC 4122: "A Universally Unique Identifier (UUID) URN Namespace".
[3]
W3C Recommendation 28 October 2004: "XML Schema Part 2: Datatypes Second Edition".
[4]
ETSI TS 103 280: "Lawful Interception (LI); Dictionary for common parameters".
[5]
Recommendation ITU-T E.212: "The international identification plan for public networks and subscriptions".
[6]
ETSI TS 123 003: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal Mobile Telecommunications System (UMTS); Numbering, addressing and identification (3GPP TS 23.003)".
[7]
IETF RFC 3261: "SIP: Session Initiation Protocol".
[8]
IETF RFC 3966: "The tel URI for Telephone Numbers".
[9]
IETF RFC 3508: "H.323 Uniform Resource Locator (URL) Scheme Registration".
[10]
IETF RFC 7542: "The Network Access Identifier".
[11]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
[12]
IETF RFC 2818: "HTTP over TLS".
[13]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[14]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE:
Obsoleted by IETF RFC 8446.

[15]
IETF RFC 6176: "Prohibiting Secure Sockets Layer (SSL) Version 2.0".
[16]
IETF RFC 7525: "Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)".
[17]
IETF RFC 6125: "Representation and Verification of Domain-Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)".
[18]
IETF RFC 4519: "Lightweight Directory Access Protocol (LDAP): Schema for User Applications".
[xx]
TS 103 221-2: "Lawful Interception (LI); Part 2: Internal Network Interface X2/X3 for Lawful Interception ". 
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