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Abstract of the contribution: The document is prepared to discuss the presentation of S8HR LI and N9HR in a different way. Here, most of the common text is placed under a generic clause. 
Background 
S8HR LI related text are specified in TS 33.107 in three clauses as shown in annex A of this  document. 
· The clause 4 of TS 33.107 introduces the generic architecture diagram.

· The clause 20 of TS 33.107 gives a detailed description with the normative text.

· Annex J of TS 33.107 provides additional informative text with process flow, and call flows. 

Similar to the case of S8HR, with home routed roaming architecture of a 5GS, the IMS Signalling Functions and IMS Media Functions reside in the HPLMN. The IMS signalling and media related packets are carried over the PDU sessions with N9 reference points between the two UPFs residing across the two PLMNs.   

The LI Concept  
For S8HR LI, the concept as specified in TS 33.107 is to introduce a Bearer Binding Intercept and Forward Function (BBIFF) in SGW to pass all user plane packets of IMS signalling bearer associated with the S8HR APN to a new LI specific function referred to as LI Mirror IMS State Function (LMISF). Similarly, for N9HR LI, the BBIFF in UPF will pass all user plane packets of IMS signalling associated with the N9HR DNN to the LMISF.
The LMISF would perform a deep packet inspection of those packets to examine the embedded SIP headers to determine whether the SIP messages are associated with a target. When affirmative, the LMISF would generate the needed xIRI and deliver the same to the MDF2. In addition, when the warrant requires a CC interception, the LMISF would inform the BBIFF to deliver the user plane packets from the related IMS  media The LMISF generates the xCC from those user plane packets, correlates with the xIRI  and delivers the same to the MDF3. 

One important factor to note is that in S8HR that the user plane packets received from IMS signalling bearer and IMS media bearer may be associated with multiple IMS session legs of the target UE. The LMISF will have to provide the correlation appropriately. 
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Figurer 1: IMS signalling bearer and media bearer may carry packets for more than one IMS session.

In N9HR,  the user plane packets received from PDU session may carry the IMS signalling related packets or the media related packets and can be associated with one or more  IMS session legs for the target UE. The LMISF will have to isolate them and provide the correlation between xIRI and xCC appropriately. 
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Figurer 2: IMS signalling and media may carry packets for more than one IMS session.

In order to provide the needed correlation, the LMISF will have to look at the SDP information present in the offer/answer related SIP messages and then the UDP port numbers of the media. As far as the BBIFF-U is concerned, it is just delivering the packets to LMISF and as such it does not have any target specific information. It does not look at those packets either. 
Proposed Text for TS 33.127
7.4.z.x
LI in VPLMN with home-routed roaming architecture
7.4.z.x.1 
Background
With home-routed roaming architecture,  all of the IMS Signalling Functions and IMS Media Functions reside in the HPLMN. National regulations may still require the VPLMN to have the capabilities to perform the lawful interception of voice services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with home-routed roaming architecture shall be to the same extent as the LI capabilities provided in the VPLMN with LBO approach as the roaming architecture.

The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN) and the media is exchanged between the UE and the IMS-AGW (in HPLMN). 
7.4.z.x.2
LI Architecture

To provide the lawful interception of voice services in the VPLMN with home-routed roaming architecture, new LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network functions so as to generate IRI and CC when the communication involves an inbound roaming target. 
The figure 7.4.z.x-1 shown below illustrates a generic LI architecture for home-routed roaming architecture in the VPLMN. 
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Figure 7.4.z.x-1: VPLMN generic LI architecture for home-routed roaming  
The  additional LI specific functions and interfaces introduced to support the LI with home-routed roaming architecture shown in figure 7.4.z.x-1 are listed below: 

· LMISF (LI Mirror IMS State Function): Mirrors the IMS state function for LI purposes.  The LMISF provides the IRI-POI and CC-POI functions. 
NOTE: The present document assumes one LMISF per VPLMN for a given roaming agreement.  

· BBIFF (Bearer Binding Intercept and Forward Function): Binds the IMS signalling and media to the LMISF for interception purpose. The BBIFF may be split into two: BBIFF-C and BBIFF-U with former providing the control plane related functions and the later providing the user plane related functions associated with the inbound roaming  UEs.   

· LI_Xia: Used to forward the user plane packets of inbound roaming UEs from  BBIFF-U to  the LMISF. 
· LI_Xib: Used to exchange the control information between LMISF and BBIFF-C. 

· LI_BBI: Used to pass the control information from BBIFF-C to BBIFF-U. 

The user plane packets reported by BBIFF-U include the IMS signalling related packets and IMS media related packets. 
7.4.z.x.3
Target identifiers 
 
The target identifiers used for inbound roaming UEs are same as the identifiers used for IMS sessions in the VPLMN with LBO as the roaming architecture. See clause 7.4.x2 for further details. 
7.4.z.x.4
Target identification 
 

Depending on the session direction, different SIP parameters are used to identify the target. The SIP parameters used to identify the target can be different from the SIP parameters used to identify a target at the P-CSCF (with LBO as the roaming architecture). 

Further details on the use of SIP parameters in identifying a target is described in TS 33.128 [15]. 

7.4.z.x.5
IRI events

Same as the xIRI defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y1.2 for details. 

7.4.z.x.6
IRI parameters

Same as the xIRI parameters defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y1.3 and 7.4.y1.4 for details.

7.4.z.x.7
CC intercept trigger

The CC-POI and IRI-POI functions are provided by the LMISF and therefore, there is no specific CC intercept trigger required.  However, the LMISF instructs the BBIFF-C to deliver the related IMS media packets when it determines that an IMS session is associated with a target and requires CC interception.  The BBIFF-C forwards the instruction to BBIFF-U over the LI_BBI interface. 

7.4.z.x.8
CC parameters

Same as the CC parameters defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y2.3 for details.

7.4.z.x.9
Correlation of xCC and xIRI

LMISF assigns the correlation number for an IMS session and uses the same correlation number in the associated xIRI and xCC. 
7.4.z.2
S8HR LI

7.4.z.2.1
Background

The term S8HR is used to denote the home-routed roaming architecture for VoEPS UEs. With S8HR, all of the IMS Signalling Functions and IMS Media Functions reside in the HPLMN. The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN) and the media is exchanged between the UE and the IMS-AGW (in HPLMN, with S8HR). 

 NOTE:
 With S8HR, the PDN GW resides in the HPLMN. 

Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS signalling bearer and the media packets are carried over the GTP tunnel that corresponds to the media bearer. (i.e. a dedicated EPS Bearer used to carry the media packets). The EPS Bearer ID of the IMS signalling bearer is always linked to the dedicated EPS Bearer used as a media bearer.

7.4.z.2.2
LI Architecture

To provide the lawful interception of voice services in the VPLMN with S8HR, the architecture presented in figure 7.x-1 is used with SGW-C providing the BBIFF-C and SGW-U providing the BBIFF-U functions.   

NOTE 1:
The overall architecture and functions related to the lawful interception of voice services of inbound roaming targets with S8HR as the roaming architecture is also referred in the present document as S8HR LI.

The figure 7.4.z.2-1 shown below extends the generic architecture shown in figure 7.x-1 to S8HR LI 
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Figure 7.4.z.2-1: LI architecture for S8HR LI 

NOTE 2: The present document assumes one LMISF per VPLMN for a given S8HR APN.  

A condition required for the operation of S8HR LI is that the IMS signalling messages and the media packets are not encrypted when they flow through the SGW-U. Furthermore, the S8HR LI solution requires that Access Point Name (APN)  can be identified as being used for S8HR and therefore,  such  APN can be used to identify that the EPS Bearers are used for inbound roamers with S8HR.

7.4.z.2.3
S8HR LI Process

With S8HR LI, certain steps happen for all inbound roaming UEs irrespective of whether those UEs are associated with a target, or not. The following identifies those steps: 

· LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SGW-C to notify it whenever an IMS signalling bearer or an IMS media bearer is created, modified, or deleted for inbound roaming UEs with S8HR as the roaming architecture (i.e. S8HR APN).   

· BBIFF-C present in the SGW-C  notifies (over LI_Xib interface) the LMISF  whenever it detects that an IMS signalling bearer or an IMS media bearer is created, modified, or deleted for inbound roaming UEs with S8HR as the roaming architecture.  The UE location information is included in such notifications.  

· BBIFF-C present in the SGW-C instructs (over LI_BBI interface) the BBIFF-U present in the SGW-U to deliver the user plane packets from such IMS signalling bearers to the LMISF.  

· BBIFF-U present in the SGW-U delivers (over the LI_Xia interface) the user plane packets from such IMS signalling bearers to the LMISF. 

The following steps are performed for the target UEs: 

· The LIPF provisions the LMISF, MDF2 and MDF3  with the intercept related information.   

· When the received user plane packets (over LI_Xia interface) from the BBIFF-U  represent IMS signalling messages associated with a target, the LMISF generates the xIRI and delivers the same to the MDF2 over LI_X2 interface. 

· Upon identifying that IMS signalling messages are to be intercepted, and the associated warrant requires CC interception, the LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SGW-C to deliver the user plane packets from the related IMS media bearer to the LMISF.   

· BBIFF-C present in the SGW-C instructs (over LI_BBI) the BBIFF-U present in the SGW-U  to deliver the user plane packets from the related IMS media bearer to the LMISF.  

· BBIFF-U present in the SGW-U delivers (over LI_Xia interface) the user plane packets  from the indicated IMS media bearer to the LMISF.  

· LMISF generates the xCC from the received media bearer user plane packets and delivers the same to the MDF3 over LI_X3. 

NOTE 1: In the above steps, BBIFF-C and BBIFF-U functions are not aware of any target information. 

NOTE 2: The LMISF includes the target UE location (when required) in the xIRI based on the UE location that it receives within the messages that denote the creation/modification/deletion of IMS bearers (signalling or media). 

The following two are optional steps performed for intercepted sessions with CC interception: 

· Upon identifying that all IMS sessions of a target UE have ended, the LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SGW-C to stop the delivery of  user plane packets from the related IMS media bearer to the LMISF.   

· BBIFF-C present in the SGW-C instructs (over LI_BBI) the BBIFF-U present in the SGW-U  to stop the delivery of  the user plane packets from the related IMS media bearer  to the LMISF.   

NOTE 3: The reason the above steps are optional is because when all of the IMS sessions of a target UE are released, it is possible that the IMS media bearer is also deleted, and in that situation the BBIFF-U would automatically stop the delivery of the associated user plane packets. 

NOTE 4: When a target UE is involved in more than one IMS session, the release of an IMS session will not result in BBIFF-U stop delivering the user plane packets from the IMS media bearer since the IMS media bearer may still be active for that target UE 

The LMISF stores the IMS signalling messages received from the BBIFF-U for a potential future LI activation (i.e. mid-call interception). Furthermore, the xCC generated from the user plane packets of IMS media bearer may be associated with different session-legs, and hence, may have different correlation numbers. 

7.4.z.2.4
IRI-POI
The LMISF provides the IRI-POI functions for S8HR LI with assistance from the BBIFF-C (present in SGW-C) and BBIFF-U (present in SGW-U). The details of LIMISF functions are described along with the LI process in clause 7.4.z.2.3. The following are specific to the IRI-POI aspects:  

· Supports LI_X1, LI_Xia and LI_Xib interfaces. 

· Instructs (over LI_Xib) the BBIFF-C present in the SGW-C to notify whenever an IMS signalling bearer or IMS media bearer for inbound roaming UEs with S8HR APN are created, modified or deleted. 

· Stores the UE location information received in the IMS signalling bearer and IMS media bearer related events specified above for later reporting in the xIRI. 

· Receives the intercept related provisioning information from LIPF over LI_X1 interface. 

· Receives the IMS signalling bearer related user plane packets from BBIFF-U over LI_Xia interface. 

· Provides the needed decompression in the event the received IMS signalling messages (i.e. SIP) are compressed. 

· Examines the IMS signalling bearer related user packets to determine any association to the targets. When associated with a target, generates the xIRI and delivers the same to MDF2 over LI_X2. 

· When the IMS signalling bearer related user packets are not associated with a target, stores the SIP messages for a potential future mid-call interception. 

· If an interception is activated (via LI_X1 from LIPF), generates the xIRI start of interception of an established session and deliver the same to MDF2. 

The BBIFF-C present in the SGW-C in assisting the IRI-POI in LMISF provides the following functions: 

· Supports the LI_Xib and LI_BBI interfaces. 

· Notifies the LMISF (over LI_Xib) whenever an IMS signalling bearer for inbound roaming user is created, modified, or deleted. Include the UE location in such notifications. 

· Instructs the BBIFF-U (over LI_BBI) to deliver the user plane packets from such IMS signalling bearers to the LMISF. 

The BBIFF-U present in the SGW-U in assisting the IRI-POI in LMISF above provides the following functions: 

· Supports the LI_Xia and LI_BBI interfaces. 

· Delivers the user plane packets from the IMS signalling bearer as instructed by the BBIFF-C to the LMISF over LI_Xia interface.  

NOTE: 
BBIFF-C and BBIFF-U functions are provided for all inbound roamers with S8HR as the roaming architecture. 

7.4.z.2.5
CC-POI
The LMISF provides the CC-POI functions for S8HR LI with assistance from the BBIFF-C (present in SGW-C) and BBIFF-U (present in SGW-U). The details of LIMISF functions are described along with the LI process in clause 7.4.z.2.3. The following are specific to the CC-POI aspects:  

· Supports LI_X1, LI_Xia and LI_Xib interfaces. 

· When the CC interception requires for session,  instructs the BBIFF-C (over LI_Xib) to deliver the user plane packets from the related IMS media bearer. 

· Receives the IMS media bearer related user plane packets from BBIFF-U over LI_Xia interface. 

· Generates the xCC.

· Correlates the xCC with the associated xIRI. 

· Delivers the xCC to MDF3 over LI_X3. 

The BBIFF-C present in the SMF in assisting the IRI-POI in LMISF provides the following functions: 

· Supports the LI_Xib and LI_BBI interfaces. 

· Instructs the BBIFF-U (over LI_BBI) to deliver the user plane packets for the IMS media bearer associated with an IMS signalling bearer to the LMISF. 

The BBIFF-U present in the UPF in assisting the IRI-POI in LMISF above provides the following functions: 

· Supports the LI_Xia and LI_BBI interfaces. 

· Delivers the user plane packets from the IMS media bearer as instructed by the BBIFF-C (over LI_BBI) to the LMISF over LI_Xia interface.  

NOTE: 
Even though the above functions are provided for intercepted sessions, the BBIFF-C and BBIFF-U are not aware of any target association.  

7.4.z.2.6
CC intercept trigger

The CC-POI and IRI-POI functions are provided by the LMISF and therefore, there is no specific CC intercept trigger required.  However, the LMISF instructs the BBIFF-C present in the SGW-C to deliver the user plane packets from the IMS media bearer linked to the IMS signalling bearer when it determines that an IMS session is associated with a target and requires CC interception.  The BBIFF-C forwards the instruction along with the linked IMS signalling bearer information to BBIFF-U present in the SGW-U over the LI_BBI interface. 

7.4.z.2.7
S8HR LI and Target UE Mobility 

During a session that involves the target UE, the SGW-C/SGW-U that have the BBIFF-C/BBIFF U can change. The lawful interception of voice calls involving the target shall continue when such a relocation of SGW-C/SGW-U happens.  The xIRI  and the xCC delivered before and after the relocation shall be correlated. 

To support the continued interception of IMS sessions, the BBIFF-C in the new SGW-C includes an  indication in the IMS signalling bearer related notification to inform the LMISF that a BBIFF relocation has occurred. 

The LMISF provides the following functions to support the continued and correlated interception for the CC:  

-
When a notification is received from the BBIFF-C (over the LI_Xib interface) indicating that an IMS signalling bearer is created due to BBIFF relocation, examine to see whether the IMS signalling bearer is associated with an IMS session that is being intercepted. 

-
If the IMS signalling bearer is associated with an intercepted IMS session, examine to see whether the intercepted IMS session requires the CC interception. 

-
If the intercepted IMS session requires CC interception, inform the BBIFF-C (over the Xib reference point) with the IMS signalling bearer information with an instruction to deliver (to LMISF) the user packets from the related IMS media bearer.   

Further handling of CC interception is as defined in 7.4.z2.3.   

NOTE: 
The LMISF should not disrupt the ongoing interception, if an IMS signalling bearer deletion notification is received from the old BBIFF-C. 

7.4.z.3
N9HR LI

7.4.z.3.1
Background

The term N9HR is used to denote the home-routed roaming architecture for Vo5GS UEs.  All of the IMS Signalling Functions and IMS Media Functions reside in the HPLMN The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN) and the media is exchanged between the UE and the IMS-AGW (in HPLMN). 

NOTE:
 With N9HR, an UPF resides in the HPLMN as well. 

Within the VPLMN with N9HR, the IMS signalling messages and media packets are carried over the GTP tunnel that corresponds to the PDU session established for the UE for IMS based services. The IMS signalling packets and the media packets are on separate Quality of Service (QoS) Flows with specific 5QI values.  

7.4.z.3.2
LI Architecture

To provide the lawful interception of voice services in the VPLMN with N9HR, the architecture presented in figure 7.x-1 is used with SMF providing the BBIFF-C and UPF providing the BBIFF-U functions  
NOTE 1:
The overall architecture and functions related to the lawful interception of voice services of inbound roaming targets with N9HR as the roaming architecture is also referred in the present document as N9HR LI.

The figure 74.z.3-1 shown below extends the generic architecture shown in figure 7.x-1 to N9HR LI 


[image: image5.emf]LEMF

MDF2

MDF3

LIPF

LICF

LEA

LI_X1

LI_X2

LI_HI3

LI_X1 LI_X1

LI-HI1

LI_MDF

LI_ADMF

MDF

ADMF

LI_HI2

LI_X3

LI_Xia

LI_Xib

LMISF

(IRI-POI, CC-POI)

UPF

SMF

BBIFF-U

BBIFF-C

LI_BBI

BBIFF


Figure 7.4.z.3-1: LI architecture for N9HR LI 

NOTE 2: The present document assumes one LMISF per VPLMN for a given N9HR DNN.  

A condition required for the operation of N9HR LI is that the IMS signalling messages and the media packets are not encrypted at UPF. Furthermore, the N9HR LI solution requires that a Data Network Name (DNN) can be identified as being used for N9HR and therefore such  DNN can be used to identify that PDU sessions are used for inbound roamers with N9HR.

7.4.z.3.3
N9HR LI Process

With N9HR LI, certain steps happen for all inbound roaming UEs irrespective of those UEs are associated with a target, or not. The following identifies those steps: 

· LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SMF to notify it whenever a PDU session is created, modified, or deleted for inbounding roaming UEs with N9HR DNN.   

· BBIFF-C present in the SMF  notifies (over LI_Xib interface) the LMISF  whenever it detects that a PDU session is created, modified, or deleted for inbound roaming UEs with N9HR DNN.  The UE location information is included in such notifications.  

· BBIFF-C present in the SMF instructs (over LI_BBI interface) the BBIFF-U present in the UPF to deliver the IMS signalling related user plane packets from that PDU session to the LMISF.  

· BBIFF-U present in the UPF delivers (over the LI_Xia interface) the IMS signalling related user plane packets from that PDU session to the LMISF. 

NOTE 1: 
The IMS signalling related user plane packets within the PDU session have a dedicated QoS flow and can be identified with a specific 5QI value. 

The following steps are performed for the target UEs: 

· The LIPF provisions the LMISF, MDF2 and MDF3  with the intercept related information.   

· When the received user plane packets (over LI_Xia interface) from the BBIFF-U  represent IMS signalling messages associated with a target, the LMISF generates the xIRI and delivers the same to the MDF2 over LI_X2 interface. 

· Upon identifying that IMS signalling messages are to be intercepted, and the associated warrant requires CC interception, the LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SMF with the PDU session information to deliver the IMS media related user plane packets from that PDU session to it (i.e. LMISF).   

· BBIFF-C present in the SMF instructs (over LI_BBI) the BBIFF-U present in the UPF  to deliver the IMS media related user plane packets from the indicated PDU session to the LMISF.  

NOTE 2: 
The IMS media related user plane packets within the PDU session have a dedicated QoS flow and can be identified with a specific 5QI value.

· BBIFF-U present in the UPF delivers (over LI_Xia interface) the IMS media related user plane packets  from the indicated PDU session to the LMISF.  

· LMISF generates the xCC from the received IMS media related user plane packets and delivers the same to the MDF3 over LI_X3. 

NOTE 3: In the above steps, BBIFF-C and BBIFF-U functions are not aware of any target information. 

NOTE 4: The LMISF includes the target UE location (when required) in the xIRI based on the UE location that it receives within the messages that denote the creation/modification/deletion of PDU sessions 

The following two are optional steps performed for intercepted sessions with CC interception: 

· Upon identifying that all IMS sessions for a target UE have ended, the LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SMF with the PDU session information to stop the delivery of  IMS media related user plane packets from the indicated PDU session to it (i.e. LMISF).   

· BBIFF-C present in the SMF instructs (over LI_BBI) the BBIFF-U present in the UPF  to stop the delivery of  the IMS media related user plane packets from the indicated PDU session.      

NOTE 5: The reason the above steps are optional is because when all IMS sessions for a target UE are  released, the PDU session will be modified to delete the IMS media related QoS Flow and hence, the BBIFF-U would automatically stop the delivery of the associated user plane packets. 

NOTE 6: When a target UE is involved in more than one IMS session, the release of an IMS session will not result in BBIFF-U stop delivering the IMS media related user plane packets since the IMS media related QoS Flow may still be active within the PDU session. 

The LMISF stores the IMS signalling messages received from the BBIFF-U for a potential future LI activation (i.e. mid-call interception). Furthermore, the xCC generated from the IMS media related user plane packets may be associated with different session-legs, and hence, may have different correlation numbers. 

 7.4.z.3.4
IRI-POI
The LMISF provides the IRI-POI functions for N9HR LI with assistance from the BBIFF-C (present in SMF) and BBIFF-U (present in UPF). The details of LIMISF functions are described along with the LI process in clause 7.4.z.3.3. The following are specific to the IRI-POI aspects:  

· Supports LI_X1, LI_Xia and LI_Xib interfaces. 

· Instructs (over LI_Xib) the BBIFF-C present in the SMF to notify whenever the  PDU sessions for inbound roaming UEs with N9HR DNN are created, modified or deleted. 

· Stores the UE location information received in the above-mentioned notifications for later reporting in the xIRI. 

· Receives the intercept related provisioning information from LIPF over LI_X1 interface. 

· Receives the IMS signalling related user plane packets from BBIFF-U over LI_Xia interface. 

· Provides the needed decompression in the event the received IMS signalling messages (i.e. SIP) are compressed. 

· Examines the IMS signalling related user plane packets to determine any association to the targets. When associated with a target, generates the xIRI and delivers the same to MDF2 over LI_X2. 

· When the IMS signalling related user plane packets are not associated with a target, stores the SIP messages for a potential future mid-call interception. 

· If an interception is activated (via LI_X1 from LIPF), generates the xIRI start of interception of an established session and deliver the same to MDF2. 

The BBIFF-C present in the SMF in assisting the IRI-POI in LMISF provides the following functions: 

· Supports the LI_Xib and LI_BBI interfaces. 

· Notifies the LMISF (over LI_Xib) whenever the PDU sessions for inbound roaming users are created, modified, or deleted. Include the UE location in such notifications. 

· Instructs the BBIFF-U (over LI_BBI) to deliver the IMS signalling related user plane packets from those PDU sessions  to the LMISF. 

The BBIFF-U present in the UPF in assisting the IRI-POI in LMISF above provides the following functions: 

· Supports the LI_Xia and LI_BBI interfaces. 

· Delivers the IMS signalling related user plane packets from the PDU sessions as instructed by the BBIFF-C to the LMISF over LI_Xia interface.  

NOTE: 
BBIFF-C and BBIFF-U functions are provided for all inbound roamers with N9HR as the roaming architecture. 

7.4.z.3.5
CC-POI
The LMISF provides the CC-POI functions for N9HR LI with assistance from the BBIFF-C (present in SMF) and BBIFF-U (present in UPF). The details of LIMISF functions are described along with the LI process in clause 7.4.z.3.3. The following are specific to the CC-POI aspects:  

· Supports LI_X1, LI_Xia and LI_Xib interfaces. 

· When the CC interception requires for an intercepted IMS session,  instructs the BBIFF-C (over LI_Xib) with the PDU session information to deliver the IMS media related user plane packets from that PDU session. 

NOTE 1: The PDU session is same as the one used earlier for delivering the IMS signalling related user plane packets. 

· Receives the IMS media related user plane packets from BBIFF-U over LI_Xia interface. 

· Generates the xCC.

· Correlates the xCC with the associated xIRI. 

· Delivers the xCC to MDF3 over LI_X3. 

The BBIFF-C present in the SMF in assisting the IRI-POI in LMISF provides the following functions: 

· Supports the LI_Xib and LI_BBI interfaces. 

· Instructs the BBIFF-U (over LI_BBI) to deliver the IMS media related user plane packets from the indicated PDU session.   

The BBIFF-U present in the UPF in assisting the IRI-POI in LMISF above provides the following functions: 

· Supports the LI_Xia and LI_BBI interfaces. 

· Delivers the IMS media related user plane packets from the PDU session as instructed (over LI_BBI) by the BBIFF-C  to the LMISF over LI_Xia interface.  

NOTE 2: 
Even though the above functions are provided for intercepted sessions, the BBIFF-C and BBIFF-U are not aware of any target association.  

7.4.z.3.6
CC intercept trigger

The CC-POI and IRI-POI functions are provided by the LMISF and therefore, there is no specific CC intercept trigger required.  However, the LMISF instructs the BBIFF-C present in the SMF to deliver to it (i.e. to LMISF)  the IMS media related user plane packets from the PDU session associated with the intercepted IMS session. The BBIFF-C  present in thee SMF forwards the instruction along with the PDU session information  to BBIFF-U present in the UPF over the LI_BBI interface. 

7.4.z.3.7
N9HR LI and Target UE Mobility 

During a session that involves the target UE, the SMF that has the BBIFF-C, or the UPF that has the  BBIFF U can change. The lawful interception of voice calls involving a target shall continue when such a relocation of SMF or UPF happens.  The xIRI  and the xCC delivered before and after the relocation shall be correlated. 

To support the continued interception of IMS sessions, the BBIFF-C in the new SMF includes an  indication in the PDU session related notification to inform the LMISF that a BBIFF relocation has occurred. 

The LMISF provides the following functions to support the continued and correlated interception for the CC:  

-
When a notification is received from the BBIFF-C (over the LI_Xib interface) indicating that a PDU session is created due to BBIFF relocation, examine to see whether the PDU session is associated with an IMS session that is being intercepted. 

-
If the PDU session is associated with an intercepted IMS session, examine to see whether the intercepted IMS session requires the CC interception. 

-
If the intercepted IMS session requires CC interception, inform the BBIFF-C (over the Xib reference point) with the PDU session information with an instruction to deliver (to LMISF) the IMS media related user packets from that PDU session.     

Further handling of CC interception is as defined in 7.4.z3.3.   

NOTE: 
The LMISF should not disrupt the ongoing interception, if PDU session  deletion related notification is received from the old BBIFF-C. 

ANNEX A to this document
***** Background – a cut and paste ***
#1: Figure 1j: S8HR VoLTE Intercept Configuration in the VPLMN
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#2: Clause 20:

20
Lawful interception in the VPLMN with S8HR Roaming Architecture

20.1
Architecture

20.1.1
Overview
When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. National regulations may require the VPLMN to have the capabilities to perform the lawful interception of voice services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with S8HR approach as the roaming architecture shall be to the same extent as the LI capabilities provided in the VPLMN with LBO approach as the roaming architecture.

The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN with S8HR) and the media is exchanged between the UE and the PDN-GW (in HPLMN with S8HR). Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer. (i.e. a dedicated EPS Bearer used to carry the media packets). The present document assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer.

New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes (i.e. S-GW) to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is redrawn below with focus on the new LI specific functions and the reference points.

NOTE:
The overall architecture and functions related to the lawful interception of voice services of inbound roaming targets with S8HR as the roaming architecture is also referred in the present document as S8HR LI.
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Figure 20.1 S8HR LI Architecture

All the functions and reference points shown in figure 20.1 shall adhere to the security requirements specified in clause 8.

A condition required for the operation of S8HR LI is that the IMS signalling messages and the media packets are not encrypted at S-GW/BBIFF. Furthermore, the S8HR LI solution requires that APNs can be identified as being used for S8HR and therefore those APNs can be used to identify the EPS Bearers used for inbound roamers with S8HR.

Refer to Annex J for the detailed illustration of this architecture in reference to S8HR, the process flow steps and the call flows.

20.1.2
LI specific Reference Points

Xia:
Reference point between S-GW/BBIFF and LMISF. This reference point is used to carry the user plane information from the S-GW/BBIFF to the LMISF.

Xib:
Reference point between LMISF and the S-GW/BBIFF. This reference point is used to exchange the control plane information between the LMISF and the S-GW/BBIFF.

20.1.3
LI Specific Functions

20.1.3.1
Void

20.1.3.2
BBIFF: Bearer Binding Intercept and Forward Function
BBIFF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

BBIFF shall provide the following functions:

-
Receive a list of S8HR APNs and the packet forwarding rules that apply to all users from the LMISF over the Xib reference point.

-
As per the LMISF instruction, notify the LMISF over Xib reference point whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted. In that notification, the UE location information received from the MME shall be included.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of all GTP tunnels used for IMS Signalling Bearer with S8HR APN to the LMISF over the Xia reference point.

-
Receive the intercepted IMS Signalling Bearer information from the LMISF over the Xib reference point along with the packet forwarding rules.

-
Identify the dedicated EPS Bearer used as the Media Bearer linked to the above-indicated intercepted IMS Signalling Bearer.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of the GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer to the LMISF over the Xia reference point.

-
When instructed by the LMISF, stop delivering the packets of the GTP tunnels used for Media Bearers associated with the IMS Signalling Bearer with a deactivated interception.

NOTE:
The present document assumes that BBIFF is closely coupled to S-GW in the VPLMN. Therefore, present document refers to BBIFF as S-GW/BBIFF.

20.1.3.3
LMISF: LI Mirror IMS State Function

LMISF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

The LMISF shall provide the following functions:

· Provide S8HR APN information to the S-GW/BBIFF over the Xib reference point.

-
Instruct S-GW/BBIFF over Xib reference point to notify (to LMISF) whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Instruct S-GW/BBIFF over the Xib reference point to start delivering the packets (to LMISF) of all IMS Signalling Bearers with S8HR APN.

-
Receive target identity information from the ADMF over the X1_1 reference point as described in clause 5.1.

-
Receive the notification from S-GW/BBIFF over the Xib reference point whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Store the IMS Signalling Bearer information (e.g. EPS Bearer ID) along with the IMSI associated with the UE to which the IMS Signalling Bearer was created, modified or deleted. Store or update the most recent UE location information received along with the IMS Signalling Bearer or the Media Bearer information.

-
Receive and examine the IMS signalling messages delivered by the S-GW/BBIFF over the Xia reference point.

-
Receive media packets delivered by the S-GW/BBIFF over the Xia reference point. Identify the intercepted IMS session that relates to the media packets.

-
Maintain an IMS signalling state for all inbound roamers with S8HR that are registered to the network or in an IMS session. Part of this function is to track all IMS registrations, re-registrations and de-registrations of inbound roamers with S8HR.

-
After examining and determining that the IMS signalling messages involves a target, establish and maintain a map between the target identity and the IMS Signalling Bearer information or the Media Bearer (e.g. EPS Bearer ID along with the IMSI value of the UE). When the IMS signalling messages do not involve a target, establish and maintain a map between the IMS Signalling Bearer or the Media Bearer information and the potential target identities.

-
Generate and deliver the IRI to the Delivery Function 2 as described in clause 20.3.

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with an intercepted IMS session that requires CC interception and instruct the S-GW/BBIFF to start delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. 

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with a deactivated interception and instruct the S-GW/BBIFF to stop delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. Generate and deliver the IRI messages to the Delivery Function 2 as described in clause 20.3.

-
Generate and deliver the CC to the Delivery Function 3 as described in clause 20.2.

-
When target identity is received from the ADMF, determine whether any IMS Signalling Bearer is associated to the target identity. If yes, start the interception process as described in clause 20.3.

-
Provide the decompression of IMS signalling messages upon detecting the compression.

20.2
Provision of Content of Communications

20.2.1
Overview

20.2.1.1
General
For interception of content of communications of voice services involving the inbound roamers with S8HR, the following shall occur:

-
For each IMS session that is intercepted, LMISF determines whether a CC interception is required.

-
When the CC is interception required, LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFFF (as described in clause 20.1.3.3) and instructs the S-GW/BBIFF (as described in clause 20.1.3.3) to start delivering the media packets (i.e. packets from the Media Bearer) associated with that IMS Signalling Bearer.

-
S-GW/BBIFF delivers the media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

The S-GW/BBIFF shall provide the LMISF a means to link the intercepted media packets with the associated IMS Signalling Bearer information provided by the LMISF (e.g. the delivered media packets include the EPS Bearer ID of the IMS Signalling Bearer along with the IMSI value of the UE).

The LMISF shall include the Correlation Information (associated with the IMS session) in the CC delivered to the Delivery Function 3 over the X3 reference point. A pictorial view of the CC interception is illustrated in figure 20.2 below:
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Figure 20.2: CC Interception of voice calls involving the inbound roaming target with S8HR

The figure 20.2 shows that LMISF provides the IMS Signalling Bearer Information to the S-GW/BBIFF. The S-GW/BBIFF uses the IMS Signalling Bearer information to find the associated Media Bearer.

When the LMISF identifies that the CC interception is to be stopped, the following shall occur:

-
LMISF stops delivering the CC to Delivery Function 3 over the X3 reference point.

-
LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFF with an instruction (as described in clause 20.1.3.3) to stop the delivery of media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer.

-
S-GW/BBIFF stops the delivery of the media packets associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

20.2.1.2
S-GW/BBIFF Procedures for CC Interception

When instructed by the LMISF, the S-GW/BBIFF shall use the IMS Signalling Bearer information that it received from the LMISF to determine the media packets of which EPS Bearer (i.e. the Media Bearer) has to be delivered to the LMISF (e.g. EPS Bearer ID of IMS Signalling Bearer is linked to the EPS Bearer used as the Media Bearer). Then, the S-GW/BBIFF shall deliver all the octets above the GTP layer of the GTP tunnel used for the Media Bearer to the LMISF.

S-GW/BBIFF shall indicate to the LMISF whether the media packets were travelling to or from the HPLMN (e.g. based on tunnel end point IDs).

When instructed by the LMISF, the S-GW/BBIFF shall stop the delivery of media packets to the LMISF.

20.2.1.3
Void

20.2.1.4
LMISF Procedures for CC Interception

Upon determining that the CC interception is required or is to be stopped for an IMS session, LMISF shall pass the IMS Signalling Bearer information  to the S-GW/BBIFF with an instruction  that indicates to the S-GW/BBIFF whether the packets from the Media Bearer associated with the IMS Signalling Bearer shall be delivered, or not delivered, to the LMISF.

When the media packets are received from the S-GW/BBIFF, the LMISF shall determine whether the interception is active on the IMS session. If active, the LMISF shall determine the Correlation Identifier (or Correlation Number) associated with the IMS session to which the media corresponds. If the interception is not active, the LMISF shall discard the media packets.

The LMISF shall construct the CC and deliver the same to the Delivery Function 3 over X3 reference point (see clause 20.2.2).

20.2.2
X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the LMISF to the Delivery Function 3 in addition to the intercepted media packets:

-
target identity;

-
Correlation identifier;

-
Time stamp (optional);

-
Direction (indicates media is from or to the target) - optional.

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.

20.3
Provision of Intercept Related Information

20.3.1
Overview

20.3.1.1
General

For interception of intercept related information of voice services involving the inbound roaming targets with S8HR, the following shall occur:

-
LMISF provides the S8HR APNs to the S-GW/BBIFF with an indication that all packets from the IMS Signalling Bearer with the S8HR APN are to be delivered to the LMISF.

-
S-GW/BBIFF delivers the IMS signalling packets from the S8HR IMS Signalling Bearers to the LMISF.

-
LMISF examines whether the IMS signalling messages involve a target and if so, it generates and delivers the IRI to the Delivery Function 2.

The LMISF shall generate the IRI from the IMS signalling messages and deliver the same to the Delivery Function 2 over X2 reference point. All SIP messages executed on behalf of a target shall be delivered as IRI.

The S-GW/BBIFF also notifies the LMISF whenever an S8HR IMS Signalling Bearer or a Media Bearer is created, modified, or deleted along with the IMSI value of the target UE and the location of the UE.

A pictorial view of the general overview of IRI interception is illustrated in figure 20.3 below:
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Figure 20.3: IRI Interception of voice calls involving the inbound roamer with S8HR

The figure 20.3 shows that LMISF provides the S8HR APNs to the S-GW/BBIFF. When the IMS signalling messages correspond to a target, the LMISF generates the IRI and deliver the same to the Delivery Function 2 which in turn delivers the IRI to the LEMF.

To support the mid-call interception, the LMISF maintains the IMS call state (including any necessary information from the SIP messages). When the target identity provisioned into the LMISF is involved in an ongoing IMS call, the LMISF shall start the interception as described in clause 20.3.2.

20.3.1.2
Void

20.3.1.3
S-GW/BBIFF Procedures for IRI interception

When instructed by the LMISF, the S-GW/BBIFF shall notify the LMISF whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted.

When instructed by the LMISF, the S-GW/BBIFF shall deliver all the octets above the GTP layer of GTP tunnel used for IMS Signalling Bearer to the LMISF along with the associated with IMS Signalling Bearer information.

20.3.1.4
LMISF Procedures for IRI interception

The LMISF shall receive the notification from S-GW/BBIFF whenever a GTP tunnel for IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted. The LMISF shall store the Tunnel information (Tunnel ID) of the GTP tunnel along with the IMSI associated with the UE to which the GTP tunnel was created. If delivered, the LMISF shall also store the UE location information along with the time that it has received the same from S-GW/BBIFF.

The LMISF shall receive and examine the IMS signalling messages delivered by the S-GW/BBIFF. After examining and determining that an IMS signalling message involves a target, LMISF shall deliver the SIP message to the Delivery Function 2 over the X2 reference point (see clause 20.3.2). The up-to-date UE location information stored in the LMISF, as available, shall also be delivered to the Delivery Function 2. LMISF shall maintain an IMS call state for all inbound roaming users (for the target identity or potential target identity). The maintained current IMS call state (along with the stored necessary information from the SIP messages) shall be sufficient to support the mid-call interception.

When the received IMS signalling message involves compression, the LMISF shall perform the decompression of SIP messages (as defined in clause 8 of TS 24.229 [49]) and follow the steps used to process the uncompressed SIP messages.

Refer to clause 20.1.3.3 for a complete list of LMISF functions that also include a few functions that aid the overall interception capabilities of voice services involving the inbound roamers with S8HR as the roaming architecture.
20.3.2
IRI Events

20.3.2.1
General

In general, the IRI events applicable to S8HR LI are similar to the IRI events defined in clause 7A except that the LMISF (instead of CSCF) examines and generates the IRI events. However, since the interception in LMISF is used only for S8HR LI (i.e. roaming case), certain events defined in clause 7A are not applicable:

Any SIP messages sent to, and received from, the target UE as observed at the S-GW/BBIFF shall be delivered as IRI with the additional information as listed in clause 20.3.3. The LMISF shall include the UE location (along with timestamp) received from the Serving Gateway/BBIFF in the appropriate events.

The provisioned target identity can be a SIP URL, a TEL URL or an IMEI. The method used to verify a target identity is dependent on the call direction. S-GW/BBIFF shall indicate to the LMISF whether the IMS signalling packets were travelling to or from the HPLMN (e.g. based tunnel end point IDs).

For calls originating from the inbound roaming target, calling party identity (e.g. SIP headers: P-Preferred-Id, From) is used verify the target identity. For calls terminating to the inbound roaming target, called party identity (e.g. SIP headers: Request URI, P-Called-Party-Id, To) is used to verify the target.

For incoming calls to an inbound roaming user from a Non-Local-Id as the target, calling party identity (P-Asserted-Id, From) or redirecting party identity (History-Info, Diversion) are used to verify the target. For outgoing calls from an inbound roaming user to a Non-Local-Id as the target, the called party identity (Request-URI, To) is used to verify the target. See Annex I for an informative illustration of Non-Local-Id target interception cases. The LMISF will have to provide the functions provided by the P-CSCF (Annex I) in the VPLMN.

20.3.2.2
IMEI-based interception

To support the IMEI-based interception, the LMISF shall provide (if possible) the functions equivalent to functions defined for CSCF in clause 7A.8.

NOTE:
The format of the Instance Id used in clause 7A.8 is under the control of HPLMN.

20.3.2.3
Mid-call Interception

The mid-call interception is performed using the procedures described in clause 7A.3.1 except that LMISF (instead of CSCF as described in clause 7A.3.1) maintains the IMS call state, stores the SIP messages and generates the IRI.

When a lawfully authorized interception is deactivated while the target is on an IMS session, the LMISF shall stop delivering the IRI events to the Delivery Function 2.

20.3.2.4
Signalling Compression

If compression of the IMS signalling traffic is detected (as defined in RFC 3320 [69] and RFC 4896 [70]), then the SIP messages are first decompressed (as defined in clause 8 of TS 24.229 [49]) and processed with the steps used to process the uncompressed SIP messages.
20.3.2.5
Limitations
The limitations described in the NOTE of clause 15.4.1 apply to lawful interception capabilities provided in the VPLMN for voice services involving the inbound roamers with S8HR as the roaming architecture.

20.3.3
X2-Interface

For the delivery of intercepted SIP messages, the following information shall be passed from the LMISF to the Delivery Function 2 on the X2 reference point:

-
Target Identity (SIP URL, TEL URL, IMEI);

-
Correlation Identifier;

-
Event Time and Date;

-
Network Element Identifier;

· UE Location (conditional, as applicable, e.g. IMS session establishment events);

· date/time of Location (if target location provided);
-
SIP Header;

-
SIP payload.

The Delivery Function 2 delivers the IRI to the LEMF over the HI2 interface based on the national regulations.
20.4
Lawful Interception with CUPS architecture  
When Control and User Plane Separated (CUPS) architecture is used for S-GW, the S-GW/BBIFF functions may have to be split as shown in figure 20.4.
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Figure 20.4: CUPS LI architecture for voice services of inbound roamers with S8HR

The S-GW/BBIFF-C receives the S8HR APN information over the Xib reference point from the LMISF. 
The S-GW/BBIFF-C shall notify the LMISF over the Xib reference point whenever an IMS Signalling Bearer for S8HR APN is created, modified or deleted along with the IMSI value of the UE. In that notification, the UE location information received from the MME shall be included.
The S-GW/BBIFF-C shall provide packet detection rules with the GTP tunnel Id of the IMS Signalling Bearer (associated with S8HR APN) to the S-GW/BBIFF-U with an indication to instruct the S-GW/BBIFF-U to send the IMS signalling packets to the LMISF. Accordingly, the S-GW/BBIFF-U shall send the IMS signalling packets to the LMISF over the Xia reference point. 

When the CC interception is required, the LMISF would have passed on the IMS Signalling Bearer Id of the intercepted IMS session to the S-GW/BBIFF-C. The S-GW/BBIFF-C shall determine the GTP tunnel of the Media Bearer linked to that IMS Signalling Bearer and pass the packet detection rules with the GTP tunnel Id of the Media Bearer to the S-GW/BBIFF-U. The S-GW/BBIFF-U shall send the packets of that GTP tunnel (i.e. of Media Bearer) to the LMISF over the Xia reference point.  

The method used to transfer the GTP tunnel Id along with the packet delivery indication from S-GW/BBIFF-C to S-GW/BBIFF-U shall be done as described in subclause 12.9. 

NOTE:
The X3c, X3u reference points and the Split X3 LI Interworking Function (SX3LIF) described in subclause 12.9 are not used for S8HR LI when a Serving Gateway is deployed with CUPS architecture.   

20.5
S8HR LI and Target UE Mobility 

20.5.1
Overview

During a session (packet data or voice) that involves the target UE, the S-GW/BBIFF that provides the IMS Signalling packets and Media packets to the LMISF can change (i.e. S-GW/BBIFF relocation).

The lawful interception of voice calls involving the target shall continue when the S-GW/BBIFF relocation happens.  The IRI events and the CC delivered before and after the relocation shall be correlated. 

20.5.2
S-GW Relocation
As described in sub-clause 20.1.3.3, the LMISF provides the S8HR APNs to the S-GW/BBIFF and the S-GW/BBIFF notifies the LMISF whenever an IMS Signalling Bearer for the S8HR APN is created, modified or deleted along with the IMSI value of the UE and the UE location. This happens independently of S-GW relocation. When the IMS signalling packets are received from the S-GW/BBIFF, the LMISF delivers the IRI events to the DF2 if the IMS signalling packets are associated with an intercepted IMS session, This, also happens independent of S-GW relocation. 

When a target UE is on an IMS session and if the S-GW that has the associated IMS Signalling Bearer changes, the IMS Signalling Bearer is created at the new S-GW/BBIFF as well. The new S-GW/BBIFF that notifies the LMISF about the IMS Signalling Bearer shall include an indication in the notification to inform the LMISF that a S-GW relocation has occurred. 

The LMISF shall provide the following functions to support the continued and correlated interception for the CC:  

-
When a notification is received from the S-GW/BBIFF (over the Xib reference point) indicating that an IMS Signalling Bearer is created due to S-GW relocation, examine to see whether the IMS Signalling Bearer is associated with an IMS session that is being intercepted. 

-
If the IMS Signalling Bearer is associated with an intercepted IMS session, examine to see whether the intercepted IMS session requires the CC interception. 

-
If the intercepted IMS session requires CC interception, inform the S-GW/BBIFF (over the Xib reference point) with the IMS Signalling Bearer information (e.g. IMS Signalling Bearer ID, IMSI value) with an instruction to deliver (to LMISF) the packets from the Media Bearer associated with the IMS Signalling Bearer. 

The new S-GW/BBIFF delivers the packets from the Media Bearer associated with the IMS Signalling Bearer to the LMISF as described in sub-clause to 20.2.1.2. The LMISF delivers the received media packets to the DF3 as CC along with the correlation information as described in clause 20.2.1.4.

The LMISF shall not disrupt the ongoing interception of IRI and CC, if an IMS Signalling Bearer deletion notification is received from the old S-GW/BBIFF. 

#3: Annex J

Annex J (informative):
Lawful Interception Illustrations in VPLMN with S8HR

J.1
Overview

This informative annex illustrates the process of performing lawful interception in the VPLMN for voice services involving the inbound roaming targets when S8HR approach is used as the roaming architecture.

When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. Even the PDN-GW resides in the HPLMN. In this case, the lawful interception of voice services involving the inbound roaming targets requires new capabilities in the VPLMN since the VPLMN does not have any IMS nodes. New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is expanded in figure J.1 that shows an overview of S8HR roaming architecture as well.
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Figure J.1 Lawful interception of voice services in VPLMN for S8HR

As shown in figure J.1, the SIP signalling messages are exchanged between the UE and P-CSCF over the Gm reference point. Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer (i.e., dedicated EPS Bearer used to carry the media packets). The present document assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer.

J.2
Process Flow

The basic concept is LMISF instructs the S-GW/BBIFF over the Xib reference point to deliver packets from the GTP tunnels associated with IMS signalling bearer of all inbound roamers with S8HR as the roaming architecture. S-GW/BBIFF extracts the packets from those GTP tunnels and delivers the same to the LMISF. The LMISF extracts the SIP messages from those packets and provides an IMS call state function similar to the way P-CSCF provides the IMS call state function. In addition, the LMISF provisioned with the target identity by ADMF examines the SIP messages to determine whether the IMS session needs to be intercepted. When the IMS session needs to be intercepted, the LMISF generates IRI from the SIP messages and deliver the same to the Delivery Function 2 over X2 reference point. In addition to the generation and delivery of IRI, when CC interception is required, the LMISF also informs the S-GW/BBIFF that the IMS session is being intercepted and instructs the S-GW/BBIFF over Xib reference point to start delivering the packets from the Media Bearer l associated with the intercepted IMS Signalling Bearer. The S-GW/BBIFF extracts the packets from that GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer and delivers the same to the LMISF. The LMISF constructs the CC from those packets and delivers the same to the Delivery Function 3 over X3 reference point.

Figure J.2 shows the steps to illustrate the process flow:
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Figure J.2: Process Flow of S8HR LI
1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF.

2.
LMISF instructs the S-GW/BBIFF to notify (to LMISF), based on the GTP-C event, whenever an IMS Signalling Bearer or the Media Bearer for S8HR APN is created, modified, or deleted, and to deliver the packets (to LMISF) of all IMS Signalling Bearers established for S8HR APNs (Access Point Names). Here, the LMISF may supply the S8HR APNs to the S-GW/BBIFF.

NOTE1:
This step is independent of target specific LI service operation such as Step 1.

3
S-GW/BBIFF to notifies the LMISF, based on the GTP-C event, whenever the IMS Signalling Bearer for S8HR APN is created, modified, or deleted. S-GW/BBIFF also notifies the LMISF, based on the GTP-C event, whenever the IMS Media Bearer is created, modified, or deleted.

NOTE2:
The S-GW/BBIFF includes the IMSI value associated with the inbound roamer's UE when notifies (to the LMISF) creation, modification or deletion of IMS Signalling Bearer and IMS Media Bearer for S8HR APN. In such notifications, the S-GW/BBIFF also includes the UE location that it receives from the MME. This step is also independent of target specific LI service operation such as Step 1.

4.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to a target or not. It simply delivers all packets.

5.
The LMISF looks for the SIP message within those packets delivered by the S-GW/BBIFF and examines the SIP headers that carry the calling party identity or called party identity (depending on the call direction) to verify whether any of that match with the target identity stored locally. If the SIP message corresponds to a target, then the LMISF delivers the SIP message to the DF2 over the X2 reference point. If required, the LMISF includes the UE location previously received from the S-GW/BBIFF while delivering the SIP messages to the DF2.

6.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [11].

The following steps are performed only if CC interception is required.

7.
The LMISF then informs the S--GW/BBIFF about the IMS Signalling Bearer that corresponds to intercepted IMS session and instructs the S-GW/BBIFF to start delivering (to LMISF) the packets of the Media Bearers associated with that IMS Signalling Bearer.

NOTE 3:
Step 7 is executed in parallel to step 5.

8.
S-GW/BBIFF delivers the media packets to the LMISF. The S-GW/BBIFF knows that the media packets are related to an IMS Signalling Bearer, but does not know which media packet is related to which IMS session in the event target is involved in multiple sessions. The S-GW/BBIFF need not know that association.

9.
LMISF looks at the media packets that it receives and examines the IP address and the port number associated with the RTP stream. Then LMISF will determine the associated IMS session comparing the IP address/port number of the RTP stream with the similar information from the IMS session. LMISF delivers the media packets to DF3 along with the Correlation Number it has used while delivering the SIP messages to DF2.

10.
DF3 generates and delivers the CC as per TS 33.108 [11] to the LEMF.

Figure J.3 below illustrates the above steps in a flow diagram format.
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Figure J.3: Flow diagram illustrating the process steps for S8HR LI
The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling packets.
Figure J.4 shows the steps when an intercept is deactivated during a VoLTE session.
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Figure J.4: Flow diagram illustrating the process steps during intercept stop procedures for S8HR LI

1.
LMISF is provisioned to deactivate the lawful interception on the target (for Voice Services, it can be SIP URI, TEL URI or IMEI from the ADMF.

The LMISF will stop generation of IRI and CC immediately after it detects that the interception is deactivated.

The following steps may be required if CC interception is applicable.

2.
The LMISF informs the S-GW/BBIFF about the identity of the IMS Signalling Bearer on which the interception is stopped and instructs the S-GW/BBIFF to stop delivering the packets of the Media Bearers associated to that IMS Signalling Bearer to LMISF.

The S-GW/BBIFF will stop delivering the media packets associated with the intercepted IMS Signalling Bearer to the LMISF.

J.3
Call Flows
J.3.1
General

Four call flows are presented in this clause:

-
Inbound roaming target originates a voice call. The CC interception is required.

-
A voice call is terminated to an inbound roaming target. The CC interception is required.

-
An interception is activated while an inbound roaming user is active on a call.

-
An inbound roaming user originates a voice call. The CC interception is not required.

In all the call flows, the target identity is the SIP URL or TEL URL. All the call flows assume that the SIP messages and the media are not encrypted at S-GW/BBIFF (one of the requirements for performing the lawful interception in the VPLMN for S8HR).

Independently of the active intercept on a target, the S-GW/BBIFF notifies the LMISF whenever an IMS Signalling Bearer or Media Bearer for S8HR APNs is created, modified or deleted. Such notifications include the up-to-date UE location information that S-GW receives from the MME. The LMISF includes the latest UE location information in the SIP messages that it reports to the DF2 for active intercepts.

J.3.2
Originating call

Figure J.5 below illustrates a call flow where an inbound roaming target originates a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.


[image: image14.emf]Party_A

(target)

S-GW/

BBIFF

LMISF DF2 DF3 LEMF P-GW

P-CSCF/

S-CSCF

INVITE  

AAR/RAR 

INVITE (PAI: Party-A)

200 OK

IMS Signalling Packet

X2:  {INVITE, D1}

200 OK

X2:  {200 OK, D1}

HI2:  {INVITE, D1}

ACK

ACK

HI2:  {200 OK, D1}

Media Packet

X3: CC [D1] HI3: CC [D1]

X2:  {ACK, D1}

HI2:  {ACK, D1}

Media Bearer is created

Media Bearer is modified

Media Media

Call 

Origination

Deliver packets from the Media 

Bearer associated with IMS 

Signalling Bearer  

IMS Signalling Packet

IMS Signalling Packet

Party_B

Visited CSP

Home CSP

MF/DF

Call Answer

180 Ringing

AAA/RAA

X2:  {180 Ringing, D1}

HI2:  {180 Ringing, D1}

IMS Signalling Packet

180 Ringing

AAR/RAR 

AAA/RAA

Media Bearer is created


Figure J.5: Call Origination from an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.3
Terminating call

Figure J.6 below illustrates a call flow where an inbound roaming target receives a voice call. In the flow, Party_A calls Party_B (target). The flow shows that Party_A is also an IMS user (SIP messages are shown), however, Party_A can also be a non-IMS user served by CS domain.
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Figure J.6: Call Termination to an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the called party (e.g. Request URI, P-Called-Party-Id, To) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

Once the EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.4
Mid-Call Interception

Figure J.7 below illustrates a call flow where a lawful interception is activated while an inbound roaming user is active on a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.7: Mid Call Interception

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is not the case, and therefore, the LMISF does not generate any IRI messages. However, the LMISF stores this SIP message and the subsequent SIP messages. The LMISF also maintains the IMS call state for the inbound roaming user.

In this illustration, a lawful interception is activated on the inbound roaming user right after the called party (Party_B) answers the call, but before the Party_A (target) has a chance to send the ACK message. Since the SDP offer and SDP answer are already completed, the LMISF generates the Start Interception for established IMS session with the Correlation Number D1 to the DF2 over X2 reference point. The DF2 forwards the same to the LEMF over the HI2 reference point.

NOTE:
This flow assumes that there were no other lawful intercepts active on the target.
Since the just activated lawful interception requires CC interception, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the IMS session on which the lawful interception is activated.

The S-GW/BBIFF delivers the media packets from the GTP tunnel used for the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF over HI3 reference point.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.5
Lawful Interception without CC

Figure J.8 below illustrates a call flow where an inbound roaming target originates a voice call. The lawful interception does not require CC interception. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.8: Call Origination from an inbound roaming target with S8HR; CC is not required

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is not required, the LMISF does not notify the S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

S-GW/BBIFF does not deliver the media packets flowing through the GTP tunnel of Media Bearer to the LMISF. As a matter of fact, the S-GW/BBIFF does not know that the call involves a target.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.6
S-GW Relocation

Figure J.9 below illustrates a call flow where a S-GW relocation occurs while an inbound roaming user is active on a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.9: S8HR LI with S-GW Relocation

The old S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies old S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. 

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, old S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK) received from the old S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

In this illustration, a S-GW relocation happens right after the called party (Party_B) answers the call, but before the Party_A (target) has a chance to send the ACK message.  When the IMS Signalling Bearer is created, the new S-GW/BBIFF notifies the LMISF along with the IMSI value with an indication that a S-GW relocation has occurred. The LMISF examines to see whether the IMS Signalling Bearer is associated with an intercepted IMS session. In this illustration since the CC interception is required, the LMISF notifies the S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, new S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the new S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.4
Correlation of CC and IRI

A target is identified using SIP URI, TEL URI or IMEI. Not all SIP messages carry these identities. The LMISF by maintaining the IMS call state is able to determine the subsequent SIP messages that correspond to the same target. When a target is involved in multiple IMS sessions, the LMISF will have the logic to associate and correlate the SIP messages that are related to an IMS session. For example, the SIP messages that have the same Call Identity value can be treated as the SIP messages of a particular IMS session and hence, when reported to the LEMF (via DF2) can have the same Correlation Number.

LMISF will also examine the SIP messages that carry the SDP offer and SDP answer to determine the media information related to an IMS session.

When an IMS session is established, the media information is exchanged between the two end points of the media stream (e.g. target's UE and IMS-AGW in HPLMN) through the SDP offer and answer process. The combination of IP address of the end point (e.g. UE and IMS AGW) and UDP port numbers used to transport the RTP and RTCP are part of this SDP offer and answer along with other things like Codec information. The media packets (i.e. RTP streams) exchanged between the two end points of the media use those IP addresses and the port numbers (assigned for RTP).

One method that can be used to establish the correlation is to use the IP addresses and the UDP port numbers exchanged within the SDP offer and answer process and compare them with the IP addresses and UDP port numbers of the media packets to establish an association between the IMS session and the media.

In other words, the IP address and UDP port numbers associated with a media packet when compared with the IP address and UDP port numbers exchanged in the SDP offer and answer, one can determine to which IMS session a media packet corresponds to. Once that determination is made, these parameters may be used to establish a correlation.
When S-GW/BBIFF is asked to deliver the packets from the IMS Signalling Bearers to LMISF, it delivers everything above the GTP-U layer. S-GW/BBIFF does not look into the IMS packets above the GTP-U layer. Similarly, when the S-GW/BBIFF is asked to deliver the packets from the Media Bearer to the LMISF, it delivers everything above the GTP-U layer. It does not look into the Media packets above the GTP-U layer. However, the BBIFF knows that the Media Bearer and the IMS Signalling Bearer are related through the GTP protocol concepts defined in TS 29.274 [38].

The LMISF will generate a Correlation Number and include that Correlation Number while delivering the SIP messages to the DF2. When the media packets are received, LMISF will examine the Media packets to determine which IMS session, the Media packets are related to. Once determined, the LMISF will deliver the Media packets to the DF3 along with the Correlation Number previously stored against the IMS session.
J.5
UE Location Reporting

Within the EPC, the MME sends the UE location to the S-GW within the Create Session Request and Create Bearer Response messages that it sends to the S-GW. The Create Session Request is sent from the MME to the S-GW when the default bearer is created. The Create Bearer Response is sent from the MME to the S-GW when a dedicated bearer used as Media Bearer is created. 

In addition, the MME sends the UE location to the S-GW when a Bearer is modified (Modify Bearer Request and Update Bearer Response) or deleted (Delete Session Request and Delete Bearer Response). 

The details of the above messages (i.e. Create Session Request etc.) are specified in 3GPP TS 29.274 [38]. 

For the S8HR LI, the S-GW/BBIFF notifies the LMISF whenever the IMS signalling bearer (i.e. default bearer) or Media Bearer (i.e. dedicated bearer linked to the IMS Signalling Bearer) is created, modified, or deleted. The S-GW/BBIFF includes the UE Location that it receives from the MME when it notifies the IMS signalling bearer creation and Media Bearer creation events to the LMISF. 

The LMISF should store the UE location as it stores the IMSI value (currently specified in TS 33.107), and include the same in the appropriate IRI events sent to the DF2 over the X2 reference point. 

The DF2 delivers the UE Location to the LEMF (when required) as it is done for the non-roaming scenario or in a roaming with LBO scenario. 

ANNEX A to this paper

***** Background – a cut and paste ***
Referenced diagrams from TS 23.501

[image: image19.emf]5G-AN

 Protocol

Layers

L1

5G-AN

Protocol

Layers

L2

UDP/IP

GTP-U

PDU Layer

Application

Relay

L1

L2

UDP/IP

GTP-U

L1

L2

UDP/IP

GTP-U

PDU Layer

L1

L2

UDP/IP

GTP-U

Relay

UE

5G-AN

UPF UPF

(PDU Session Anchor)

N3 N9 N6


Figure 12: User plane protocol stack
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Figure 13: User plane protocol stack for non-3GPP access
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Figure 16: flow diagram from TS 23.502
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