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*** First change ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

5GS
5G System

ADMF
LI Administration Function

AMF
Access Management Function
AS
Application Server
AUSF
Authentication Server Function

CC
Content of Communication

CSI
Cell Supplemental Information

CSP
Communication Service Provider

CUPS
Control and User Plane Separation

DN
Data Network
E-CSCF
Emergency – Call Session Control Function
GPSI
Generic Public Subscription Identifier
HR
Home Routed

IBCF
Interconnection Border Control Functions
IMS-AGW
IMS Access Gateway
IM-MGW
IM Media Gateway
IP
Interception Product

IRI
Intercept Related Information

LALS
Lawful Access Location Services
LBO
Local Break Out
LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LICA
Lawful Interception Certificate Authority

LICF
Lawful Interception Control Function

LI_HI1
Lawful Interception Handover Interface 1

LI_HI2
Lawful Interception Handover Interface 2

LI_HI3
Lawful Interception Handover Interface 3

LI_HI4
Lawful Interception Handover Interface 4

LIID
Lawful Interception Identifier

LIPF
Lawful Interception Provisioning Function

LIR
Location Immediate Request

LI_SI
Lawful Interception System Information Interface

LI_X0

Lawful Interception Internal Interface 0

LI_X1
Lawful Interception Internal Interface 1

LI_X2
Lawful Interception Internal Interface 2

LI_X3
Lawful Interception Internal Interface 3

LI_X3A
Lawful Interception Internal Interface 3 Aggregator

LMF
Location Management Function

LTF
Location Triggering Function

MDF
Mediation and Delivery Function

MDF2
Mediation and Delivery Function 2

MDF3
Mediation and Delivery Function 3
MRFP
Multimedia Resource Function Processor
N9HR
N9 Home Routed
N3IWF
Non 3GPP Inter Working Function

NPLI
Network Provided Location Information

NR
New Radio

NRF
Network Repository Function

NSSF
Network Slice Selection Function

PAG
POI Aggregator

PCF
Policy Control Function
P-CSCF
Proxy - Call Session Control Function
PEI
Permanent Equipment Identifier
PGW
PDN Gateway
PGW-U
PDN Gateway User Plane
POI
Point Of Interception
PLMN
Public Land Mobile Network
PTC
Push to Talk over Cellular
S8HR
S8 Home Routed
SIRF
System Information Retrieval Function
S-CSCF
Serving - Call Session Control Function
SMF
Session Management Function

SMSF
SMS-Function

SUCI
Subscriber Concealed Identifier

SUPI
Subscriber Permanent Identifier

TF
Triggering Function
TrGW
Transit Gateway
UDM
Unified Data Management

UDR
Unified Data Repository

UDSF
Unstructured Data Storage Function

UPF
User Plane Function
xCC
LI_X3 Communications Content

xIRI
LI_X2 Intercept Related Information

*** Next change ***
7.4.x.2 
Target identities

The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI and CC-TF present in the IMS Signalling Functions: 
· IMPU.

· IMPI.

· PEI (IMEI only).

· IMEI.

· Non-local ID.
If the non-local ID is provided in a warrant is in E.164 format, then the IRI-POI/CC-TF shall accept the target identity in that format.

NOTE: 
It is assumed that GPSI/MSISDN is mapped to IMPU, and SUPI/IMSI is mapped to IMPI. 
*** Next change ***
7.4.x.3
Target identification

Depending on the session direction, different SIP parameters are used to identify the target subscriber. 

Further details on the use of SIP parameters in identifying a target is described in TS 33.128 [15]. 

*** Next change ***
7.4.y1  
IRI-POI  

7.4.y1.1
General
The IRI-POI detects the SIP messages that are related to a target subscriber and then generates and delivers the related xIRI to the MDF2 over LI_X2. 

The following IMS Network Functions (i.e. IMS Signalling Functions) that handle SIP signalling for IMS sessions may provide the IRI-POI functions: 

· S-CSCF.

· E-CSCF.

· P-CSCF.

· IBCF.
· MGCF.
· AS.

The clause 7.4.y3 gives more information from network topology/session perspective how different IMS Network Functions are to be used in providing the IRI-POI functions.  
7.4.y1.2
IRI events
The IRI-POI present in the IMS Signalling Function generates the following xIRI:  
· Encapsulated SIP message.  

· CC unavailable in serving PLMN
· Start of interception with an established IMS session.

The encapsulated SIP message xIRI is generated and delivered to the MDF2 when the IRI-POI in the IMS Signalling Function detects that a SIP message is received from, or sent to, a target or processed on behalf of a target at the IMS Signalling Function.    

The CC unavailable in PLMN xIRI is generated and delivered to the MDF2 for the session scenarios where access to the target media is not available to the CSP  (see sub-clause 7.4.z.1). 
The start of interception with an established IMS session  xIRI is generated when an interception is activated on an established IMS session. To support the possibility of generating such an xIRI, the IMS Signalling Function shall store and maintain the session related information including the media information for the life of all IMS sessions. 

7.4.y1.3
Common IRI parameters

The list of parameters in each xIRI are defined in TS 33.128 [15]. Each xIRI shall include at the minimum the following information:

· Target identity.

· Additional identities associated with the target as observed by the IRI-POI.
· Time stamp.
· Correlation information.
7.4.y1.4
Specific IRI parameters

The parameters in each xIRI are defined in TS 33.128 [15].
*** Next change ***
7.4.y2
CC-TF and CC-POI  

7.4.y2.1
General
The CC-TF detects the SIP messages that are related a target and then generates and sends a trigger to the CC-POI over the LI_T3 reference point. 

The CC-POI based on the trigger detects the media to be intercepted, generates the xCC and delivers the same to the MDF3. 
The following IMS Network Functions (i.e. IMS Media Functions and IMS Signalling Functions) may provide the CC-POI and CC-TF functions: 

· IMS-AGW with CC-TF in P-CSCF.

· TrGW with CC-TF in IBCF.

· IM-MGW with CC-TF in MGCF.

· MRFP with CC-TF in S-CSCF.

· MRFP with CC-TF in AS.

The clause  7.4.y3 gives more information from network topology/session perspective how different IMS Network Functions are to be used in providing the CC-TF/CC-POI functions.  

7.4.y2.2
CC intercept trigger

The CC-TF shall send CC intercept trigger to the CC-POI over LI_T3. The CC intercept trigger, at the minimum, shall consist of the following:

· Correlation Identifier.

· Media Identifier (e.g. SDP information). 
The Correlation Identifier is used to correlate the xCC with the corresponding xIRI and is delivered from the CC-POI over the LI_X3 interface to the MDF3.

The Media Identifier is used to identify the media packets that have to be intercepted. 

7.4.y2.3
Common CC parameters

For the delivery of intercepted media packets, the following information shall be passed from the CC-POI to the MDF3 in addition to the intercepted media packets:

-
target identity.

-
correlation identifier 
-
time stamp.

-
direction (indicates media is from or to the target).

*** Next change ***
7.4.y3
Correlation of xCC and xIRI

The IRI messages derived from the xIRI and CC derived from xCC for a session shall be correlated to each other using the correlation information received in the xIRI and xCC.   The details of this are specified in TS 33.128 [15]. 
*** Next change ***
7.4.y4
Network topologies
7.4.y4.1
General
The IMS Network Functions that provide the IRI-POI, CC-TF and CC-POI  functions can vary based on the network topology and session scenarios such as:   
· Network topologies:  

· Non-roaming.
· Roaming case with Local Break Out (LBO), VPLMN.
· Roaming case with LBO, HPLMN.
· Roaming csse with Home Routed (HR), VPLMN.
· Roaming case with HR, in HPLMN.  

· Session types:

· Normal sessions 
· Emergency sessions 

· Redirected sessions
· IMS specific services such as conferencing, PTC. 

· Target type:

· Non-local ID target. 

A deployment option within the CSP may also have a role in selection of the Network Functions.  In the case of roaming case, the interception performed in the VPLMN and HPLMN are based on separate independent warrants. 
More detailed description of these scenarios is given in TS 33.128 [15]. 
7.4.y4.2
IMS Network Functions providing the IRI-POI
The IMS Network Functions that handle the target side of the session provide the IRI-POI functions except when the alternate option is used for the non-local ID target. When the alternate option is used for the non-local ID target, the IMS network function that handles the session-leg of the local served user connected directly to the non-local ID target.
The table 7.4.y3.2-1 below identifies the IMS Network Functions in providing the IRI-POI functions in a non-roaming case for various session scenarios. 

Table 7.4.y3.2-1: IMS Network Functions providing the IRI-POI functions (non-roaming case)

	Session type/target type
	Default
	Alternative option

	Normal sessions
	S-CSCF
	P-CSCF 

	Emergency sessions
	E-CSCF
	P-CSCF (NOTE 1)

	Redirected sessions
	S-CSCF
	-

	Conference (NOTE 2)
	Conf-AS
	-

	PTC
	PTC-Server
	-

	Non-local ID in CS domain (NOTE 3)
	MGCF
	S-CSCF

	Non-local ID in IMS domain (NOTE 3)
	IBCF
	S-CSCF


NOTE 1:   For originated emergency sessions handled in the fixed networks, where S-CSCF is also part of an emergency session, the S-CSCF based IRI-POI as a deployment option may also be considered.    

NOTE 2: A conference ID can also be a target.  
NOTE 3:  Non-roaming means that the local served user is non-roaming.  
The table 7.4.y3.2-2 below identifies the IMS Network Functions in providing the IRI-POI functions in a roaming case for various session scenarios. 

Table 7.4.y3.2-2: IMS Network Functions providing the IRI-POI functions  (roaming case)

	Session type/target type
	Local Breakout (LBO)
	Home Routed (HR)

	
	HPLMN
	VPLMN
	HPLMN
	VPLMN

	
	Default
	Alternate Option
	Default
	Alternate
Option
	Default
	Alternate Option
	Default
	Alternate Option

	Normal sessions
	S-CSCF
	-
	P-CSCF
	-
	S-CSCF
	P-CSCF
	N9HR/S8HR
	-

	Emergency sessions
	-
	-
	E-CSCF
	P-CSCF
	-
	-
	E-CSCF
	P-CSCF

	Redirected sessions
	S-CSCF
	-
	-
	-
	S-CSCF
	-
	-
	-

	Conference (NOTE 2)
	Conf-AS
	-
	-
	-
	Conf-AS
	-
	-
	-

	PTC
	PTC-Server
	-
	-
	-
	PTC-Server
	-
	-
	-

	Non-local ID (E.164) in CS domain (NOTE 4)
	MGCF
	S-CSCF
	P-CSCF
	IBCF
	MGCF
	S-CSCF
	N9HR/S8HR
	-

	Non-local ID in SIP/IMS domain (NOTE 4)
	IBCF
	S-CSCF
	P-CSCF
	IBCF
	IBCF
	S-CSCF
	N9HR/S8HR
	-


NOTE 4:  For roaming, this means the local served user is roaming.  Also, see NOTE 3.  
The interception capabilities for normal sessions as defined in the table 7.4.y3.2-1 (non-roaming) and 7.4.y3-2 (roaming) shall be used for the cases where the Conf-AS and the PTSC-Server are not under the control of CSP serving the warrant. 

7.4.y4.3
IMS Network Functions providing the CC-TF and CC-POI functions

The IMS Network Functions that handle the target side (including the non-local ID target) of the session provide the CC-TF and CC-POI functions. For redirected scenarios, the IMS Network Functions that handle the redirected-to-user side of the session provide the CC-TF and CC-POI functions. 
The table 7.4.y3.3-1 provides the IMS Network Functions that provide the CC-TF functions when the CC-POI functions are provided by the IMS Media Functions as indicated (also see 7.4.Y2.1). 

Table 7.4.y3.3-1: Mapping between the MS Network Functions providing the CC-TF and the CC-POI functions

	CC-POI 
	CC-TF 

	PGW 
	P-CSCF 

	PGW-U 
	P-CSCF 

	IMS-AGW
	P-CSCF

	MRFP
	AS 

	PTC-Server
	PTC-Server

	TrGW
	IBCF

	IM-MGW
	MGCF


The table 7.4.y3.3-2 below identifies  the IMS Media Functions that provide the CC-POI functions in a non-roaming case for  session scenarios (PGW and PGW-U based options are not shown in the table): 

Table 7.4.y3.3-2: IMS Media Functions providing the CC-POI functions  (non-roaming case)

	Session type/target type
	CC-POI 

	Normal sessions
	IMS-AGW

	Emergency sessions
	IMS-AGW

	Redirected sessions: intra-PLMN 
	IMS-AGW

	Redirected sessions: inter-PLMN (CS domain)
	IM-MGW

	Redirected sessions: inter-PLMN (IMS-domain)
	TrGW

	Conference (NOTE 2 in clause 7.4.y3.2)
	MRFP

	PTC
	PTC- Server

	Non-local ID in CS domain (NOTE 3)
	IM-MGW

	Non-local ID in IMS domain (NOTE 3)
	TrGW


NOTE 3:  Non-roaming means that the local served user is non-roaming.  
The table 7.4.y3.3-3 below identifies the IMS Media Functions that provide the CC-POI functions in a roaming case for various session scenarios (PGW and PGW-U based options are not shown in the table): 

Table 7.4.y3.3-3: IMS Media Functions providing the CC-POI functions  (roaming case)

	Session type/target type
	Local Breakout (LBO)
	Home Routed (HR)

	
	HPLMN
	VPLMN
	HPLMN
	VPLMN

	
	
	Default
	Alternate Option
	
	

	Normal sessions
	TrGW
	IMS-AGW
	-
	IMS-AGW
	N9HR/ S8HR

	Emergency sessions
	-
	IMS-AGW
	-
	-
	IMS-AGW

	Redirected sessions: intra-PLMN 
	Redirected-to-party non-roaming
	IMS-AGW
	-
	-
	IMS-AGW
	-

	
	Redirected-to-party roaming
	TrGW
	-
	-
	IMS-AGW
	-

	Redirected sessions: inter-PLMN
	Redirected-to-party in CS domain
	IM-MGW
	-
	-
	IM-MGW
	-

	
	Redirected-to-party in IMS domain
	TrGW
	-
	-
	TrGW
	-

	Conference (NOTE 2 in clause 7.4.y3.2)
	MRFP
	-
	-
	MRFP
	-

	PTC
	PTC-Server
	-
	-
	PTC-Server
	-

	Non-local ID in CS domain (NOTE 4)
	IM-MGW
	IMS-AGW
	TrGW
	IM-MGW
	N9HR/ S8HR

	Non-local ID in IMS domain (NOTE 4)
	TrGW
	IMS-AGW
	TrGW
	TrGW
	N9HR/S8HR


NOTE 4:   Roaming means that the local served user is roaming.   
*** Next change ***
7.4.z
Roaming cases
7.4.z.1
Media unavailable in a roaming case
For roaming targets, depending on the roaming architecture deployed, media of the target may not enter the HPLMN for certain session scenarios. In such situations, the HPLMN served with the warrant shall be able to do the following:

-
Perform the interception without the CC and report to the LEMF that the CC is unavailable due to target's roaming situation. Note that the Serving System message (reported by the UDM/HSS) also indicates to the LEMF that the target is roaming.
-     When a new warrant is activated on a target with an ongoing IMS session with the CC not available, the HPLMN serving the new warrant shall report the CC unavailability indication to the LEMF associated with the new warrant. 
See TS 33.128 [15] for the method used to report the CC unavailability indication.
7.4.z.2
S8HR
The details of the LI functions for voice services in the VPLMN with Home Routed roaming architecture when EPC is used as the packet core network are not defined in the present document.  
7.4.z.3
N9HR

The details of the LI functions for voice services in the VPLMN with Home Routed the roaming architecture when 5GC is used as the packet core network are  not defined in the present document.  
** End of all changes ***

