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*** Start of First MODIFICATION ***
[bookmark: _Toc524536850]7.5	Push to Talk over Cellular services.
[bookmark: _Toc524536851]7.5.1	General
In the present clause, "PTC" will be used to reference events or services that occur in either of two different architectures unless specified otherwise, e.g., Mission Critical Push To Talk (MCPTT) or Push to talk over Cellular (PoC). Common functional architecture to both PTC services to support mission critical services can be used for general commercial applications e.g. taxi service, utility companies and railways, etc.
The LI_HI2 and LI_HI3 interfaces in clause 5.4 of the present document as shown in Figure 5.4-1, represent the interfaces between two delivery functions and the LEA.  
In Figure 5.4-1 the MDF2 delivery function is used:
-	to convert the information received on the LI_X2 interface to the corresponding IRI event message to deliver on the LI_HI2 interface;
-	to distribute the intercept related information to the relevant LEAs.
In Figure 5.4-1 the MDF3 is responsible:
-	to convert the information received on the LI_X3 interface to the CC event message for delivery on the LI_HI3 interface;
-	to distribute the Content of Communication (CC) to the relevant LEAs.
The following servers support PTC architecture; 
· MCPTT servers (MC Service Server, Common services core [3gPP TS 23.280] [XX] support mission critical services):
· MC Service Server, Group management, Configuration management, Migration management, Identity management, Key management, and Location management.
· PoC servers (PoC server, Shared XDMS [OMA-AD-PoC-V2_1-20110802-A] [XX]):
· PoC server, Shared List, Shared Group, Shared Policy, NW PoC Box, Aggregation Proxy, and External Media Content server, etc. 
· SIP/IP Core:
· Presence, UPF.
If two or more different parties involved in a PTC communication are each a target of interception, each interception shall operate independently of the others and the results of each intercept shall be delivered to the respective LEMF in accordance with the applicable warrant.
[bookmark: _Toc524536852]7.5.2	Provision of IRI – PTC Service
[bookmark: _Toc524536853]7.5.2.1	Introduction
PoC and MCPTT use similar architectures for service delivery, and LI shall primarily occur at the PoC or MCPTT service server for that service. PTC architecture is based on PTC clients, the PTC application server, Shared XML Document Management Servers (XDMS) or the Common Core Servers (CCS) as described in detail as referenced in OMA-TS-PoC User Plane-V2 1-20110802-A [XX] or 3GPP TS 23.280 [XX] standard.    
The PTC application and the specific servers defined for that service can have additional interfaces specific to the operator's provisioning and network management systems and create application-specific Charging Detail Records (CDRs) that can be used for LI needs. The IMS portion of the network provides common functions such as user authentication for PTC, session routing and generic charging based on Session Initiation Protocol (SIP), which is described in the IP Multimedia Subsystem (IMS) clause within this document. The PTC client is usually software in the User Equipment (UE) but it could be an application also in a Personal Computer (PC).
When LI of a PTC MS event occurs, delivery shall occur in the following cases:
-	when the PoC/MCPTT server detects a PTC session event (e.g. when receiving a PTC signalling message or sends a PTC signalling message to the PTC target;
-	when the Shared XDMS/CCS servers detects a PTC event (e.g. when receiving a PTC signalling message from the target MS, or when sending a PTC signalling message to the PTC target.
In Figure 7.5.2.1-1 displays how the transfer of xIRI to the MDF and delivery of IRI over the LI_HI2 interface to the LEMF is performed. 
[image: ]
Figure 7.5.2.1-1: IRI delivery to MDF2
[bookmark: _Toc524536854]
7.5.2.2	Decryption for PTC services
This clause describes how the CSP can provide security related information (e.g. encryption keys) stored by the Key Management System (KMS) to the LEMF when the CSP has PTC services with Security options. If the POI allows interception of IRI or Content of Communication (CC) in clear then this clause does not apply.
The KMS server is a functional entity within SP MCPTT architecture as described within TS 23.280 [XX]. The KMS stores and provides security related information (e.g. encryption keys) to the key management client, group management server and Mission Critical (MC) service server(s) to achieve the security goals of confidentiality and integrity of media and signalling. The MC system security architecture provides protection between MC clients, between the MC client and the MC domain, and also between MC domains. Basic functionality of the KMS server is specified in 3GPP TS 33.180 [XX] beginning in clause 4.3 MC system security architecture. A more detailed description of KMS security is found in TS 33.328 [XX] Clause 4 IMS media plane security overview, which describes security for Real-Time Transport Protocol (RTP). This standard is composed of two, more or less, independent key management solutions. The solution described here is based on the use of a KMS and a ticket (often described as a token) concept as described in TS 33.328 [XX] clause 4.1.2.2. The solution is based on MIKEY-TICKET RFC 6309 [XX]. 
The MC security is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. These message exchanges are authenticated and sensitive parts are encrypted. When this security is initiated by a target MS the ticket/token provided to the target shall be sent to the MDF. Once the security encryption information used for decryption is delivered to the MDF2, this information can then be delivered to the LEMF using the PTC Encryption Message in order for the LEMF to decrypt the intercepted traffic. The following Figure 7.5.2.2-1 provides a diagram of how the MDF2 can retrieve the security related information from the KMS over the LI_Xk interface.
[image: ]
Figure 7.5.2.2-1: LI_Xk Interface delivery interface for decryption information from KMS
Any other method to provide the security related information to the LEMF is FFS. 
[bookmark: _Toc524536856]7.5.3	Provision of Content – PTC Service
The access method for the delivery of PTC Intercept Product is based on duplication of packets without modification at PoC/MCPTT servers. The duplicated packets are sent to the MDF3 for delivery to the LEA, as shown in figure 7.5.3-1.
[image: ]
Figure 7.5.3-1: Configuration for interception of CC-POI
[bookmark: _Toc524536857]7.5.4	Provision of Interception
[bookmark: _Toc524536858]7.5.4.1	LI_X3-Interface
In addition to the intercepted content of communications, the following information needs to be transferred from the PTC POI to the MDF3 in order to allow the MDF3 to perform its functionality:
-	target identity;
-	correlation number;
-	time stamp;
-	direction (indicates whether T-PDU is from the target or to the target) - optional;
-	identity of source of media (communications content) for group calls;
-	the target location (if available) or the Interception Area (IA)s in case of location dependent interception;
[bookmark: _Toc524536859]-	date/time of Location (if target location provided).
7.5.4.2	LI_X2-interface
The following common set of information in addition to any event specific information needs to be transferred from the SIP Core, or the UDM, in order for the MDF2 to perform its functionality:
-	target identity;
-	the target location (if available) or the IAs in case of location dependent interception;
-	date/time of Location (if target location provided);
-	correlation number;
-	encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

[bookmark: _Toc524536860]7.5.4.3	LI Defined Events
[bookmark: _Toc524536861]7.5.4.3.1	IRI Defined Events
The LI event information sent to the MDF2 is triggered by different PTC session related and non-call related events/reports. Details for each event are described in the following clauses.  
The following events are applicable to both the PoC and MCPTT service POI:
-	PTC Session Initiation;
-	PTC Session Abandon;
-	PTC Session Start;
-	PTC Session End;
-	PTC Start of Interception;
-	PTC Pre-Established Session;
-	PTC Instant Personal Alert;
-	PTC Party Join;
-	PTC Party Drop;
-	PTC Party Hold;
-	PTC Party Retrieve;
-	PTC Media Type Notification;
-	PTC Group Advertisement;
-	PTC Floor Control;
-	PTC Target Presence;
-	PTC Associate Presence;
-	PTC List Management;
-	PTC Access Policy;
-	PTC Group Request;
- 	PTC Encryption.
The following events are applicable to the UDM reporting:
-	Serving System;
-	Subscriber record change;
-	Cancel location;
-	Register, reregister or deregister location;
-	Location information request.
The following events are applicable to the SIP Core:
-	Service Registration.
[bookmark: _Toc524536862]7.5.4.3.2	Communication Content (CC) Event
The following event is applicable to both the PoC and MCPTT service POI:
· PTC Communication Content (CC) Delivery.

*** End of All MODIFICATIONS ***
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