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Abstract of the contribution: This contribution proposes a filling description for the conditional parameters in the 3 HI4 Notifications in the aim to avoid any ambiguity and limt the national specific implementations as much as possible
Considering that the LEA agent requests HI4 Notification as it wants to know [Note : text from Martin’s email in Nice]:
1.       That the warrant has been received and implemented
2.       That and when the interception has been (or will be) activated / modified / deactivated
3.       Which actual target identifier has been activated
4.       Which HI2/HI3 endpoints are configured
Considering the following operational LEA behaviours (in force in multiple countries) [Note : text from emails exchange in Nice]:

1. The LEA may generate a warrant with a Start Date/Time in the future.  

An “HI4 notification” is requested by the LEA with no delay (without waiting for that secheduled time to be reached) to have confirmation that everything has been set up correctly. Receiving this confirmation message also proofs that the HI2 channel works

2.  The LEA may generate a warrant without any predefined End Date/Time. 

Either the LI will be explicitely stopped by a future LI Deactivation command, or the Ending Date/Time will be fixed via a subsequent LI Modification command (once the actual warrant’s End Date is known by the LEA). 
the following filling is proposed for the conditional parameters in the 3 HI4 Notifications in the aim to avoid any ambiguity and limt the national specific implementations as much as possible.

********* START OF CHANGE **********

B.X
LI_HI4 Generic LI notification

Editor’s Note: Assign clause number after LI_HI1/2/3 are inserted.
Based on clause 5.6 of the present document, this clause defines a system of management notification of LI system with the LI_HI4.

The LI_HI4 shall transport specific LI service O&M information from the CSP to the LEMF. The individual notification parameters shall be coded using ASN.1 and the basic encoding rules (BER). The delivery of LI_HI4 shall be performed directly using the same mechanism as used for LI_HI2 and LI_HI3, in order to limit and to protect the MDF2/3 in terms of the number of interfaces to any other CSP's O&M.

If the LI_HI4 is used, it shall be used for LI management to send electronic notification to the LEMF in the following cases:

1)
after the activation of lawful interception;
2)
after the deactivation of lawful interception;
3)
after the modification of an active lawful interception.
Table B.X.1: LI_HI4 notification message

	Field name
	Description
	M/C/O

	notificationType
	Information on the type of notification: activation, deactivation or modification
	M

	deliveryInformation
	Delivery Information which has been decided by the LEA in terms of delivery numbers, IP addresses for LI_HI2 and LI_HI3
	O

	appliedTargetID
	Target Identifier applied in the POI for the warrant
	O

	appliedStartTime
	Start time applied to the POI for the warrant
	C

	appliedEndTime
	End time applied to the POI for the warrant
	C


Conditionnal parameters shall be set as follows :

	LI Activation Notification

	Field name
	Filling Description
	M/C/O

	notificationType
	Activation
	M

	appliedStartTime

	Always present and represents :
· The actual Started Date/Time, when that parameter’s value equals the Header’s time value
· The scheduled future Starting Date/Time when that parameter’s value is upper than the Header’s time value
	C

	appliedEndTime
	· Absence means the intereption has been activated with no predefined ending Date/Time

· Presence means the End time is scheduled to be applied at that (future) time 
	C


	LI Modification Notification

	Field name
	Filling Description
	M/C/O

	notificationType
	Modification
	M

	appliedStartTime
	Absent (as this can not be modified) 
	C

	appliedEndTime
	Present and provides the new Ending Date/Time 
	C


	LI Deactivation Notification

	Field name
	Filling Description
	M/C/O

	notificationType
	Deactivation
	M

	appliedStartTime
	Absent
	C

	appliedEndTime
	Present and provides the actual Ending Date/Time
	C


There shall be no control over the CSP's equipment via LI_HI4.

The individual notifications parameters shall be sent to the LEMF as soon as possible with the lowest latency at least once (if available)

The MDF2/3 will deliver the LI_HI4 notification operation to LEMF.
HI4Notification ::= SEQUENCE
{

notificationType



[1] NotificationType,

appliedTargetID




[2] TargetIdentifier


OPTIONAL,

appliedDeliveryInformation

[3] AppliedDeliveryInformation
OPTIONAL,


appliedStartTime



[4] Timestamp




OPTIONAL,

-- The applied start time of the warrant in ADMF.

appliedEndTime




[5] Timestamp




OPTIONAL


-- The applied end time of the warrant in ADMF.

}

NotificationType
::= ENUMERATED
{

activation

(1),

deactivation
(2),


modification
(3)

}
AppliedDeliveryInformation ::= SEQUENCE OF
{


hi2DeliveryIpAddress 
[1] IPAddress






OPTIONAL,


-- LI_HI2 address of the LEMF. There could be multiple LI_HI2 delivery addresses

hi3DeliveryIpAddress
[2] IPAddress






OPTIONAL,

-- LI_HI3 address of the LEMF. There could be more LI_HI3 delivery addresses

hi2DeliveryPortNumber
[3] PortNumber






OPTIONAL,


-- LI_HI2 portnumber of the LEMF. There could be multiple LI_HI2 delivery port numbers.


hi3DeliveryPortNumber
[4] PortNumber






OPTIONAL


-- LI_HI3 portnumber of the LEMF. There could be multiple LI_HI3 delivery port numbers.

}

********* END OF CHANGE ********

