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Annex B (informative):
Lawful Interception of IMS-based Voice Services in 5GS Environment

B.1
Introduction

The generic LI architecture for IMS-based voice services is described in TS 33.107 [11]. Accordingly, the interception of IRI messages is performed at the S-CSCF and optionally, at the P-CSCF. The interception of CC is performed at one of the following nodes: 

· IMS-AGW with the CC intercept trigger provided by P-CSCF

· IM-MGW with CC intercept trigger provided by MGCF

· TrGW with CC intercept trigger provided by IBCF

· MRFP with CC intercept trigger provided by S-CSCF. 

According to TS 33.107, the CC interception may also be done (as a deployment option) at the packet core network (e.g. GGSN or P-GW) with CC intercept trigger provided by P-CSCF. 

The intercept data provisioning to S-CSCF, P-CSCF or any of the Network Functions that provide the CC intercept trigger is done by the ADMF over the X1_1 reference point.  The intercept data provisioning of MF/DF2 and MF/DF3 is done by the ADMF over X1_2 and X1_3 reference points, respectively. The DF2 delivers the IRI messages to the LEMF over the HI2 reference point and DF3 delivers the CC to the LEMF over the HI3 reference point. 

B.2 5G LI specifics

The generic LI architecture along with the interface definitions (i.e. reference points) for LI in 5G is described in clause 5.4.1 of the present document. 

An LI specific function previously known as Intercept Control Element or ICE (see TS 33.107 [11]) is identified as Point of Interception or POI per the generic LI architecture defined in the present document. Even though the name is changed, functionally, a POI and ICE are the same. 

Conceptually, the reference point LI_X1 in 5G replaces the reference points X1_1, X1_2, X1_3. Likewise, conceptually, the reference points LI_X2 and LI_X3 replace the reference points X2 and X3 respectively and the reference points LI_HI2 and LI_HI3 replace the reference points HI2 and HI3. The LI function MDF2 replaces the MF/DF2 and MDF3 replaces MF/DF3. 

B.3 LI for IMS based voice and 5GS

In a 5GS environment, the S-CSCF and P-CSCF continue to perform the IRI interception according TS 33.107/TS 33.108 definitions. Namewise, using the terms introduced in the present document, for IMS-based voice service they serve as IRI-POIs.  

In a 5GS environment, the NFs identified in B.1, continue to perform the CC interception based on the CC intercept triggers provided by the respective triggering functions according to TS 33.107 and TS 33.108 definitions. Namewise, using the terms introduced in the present document, they are the CC-POIs: 

· IMS-AGW is a CC-POI with P-CSCF as the CC-TF

· IM-MGW is a CC-POI with MGCF as the CC-TF

· TrGW is a CC-POI with IBCF as the CC-TF

· MRFP is a CC-POI with S-CSCF as the CC-TF. 

If a deployment demands the packet core network to provide the CC interception of voice calls, then the UPF (in 5GC) will have to be enhanced to provide the CC-POI functions with P-CSCF as the CC-TF. This is illustrated in figure B-1 below: 
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Figure B-1: LI Architecture for CC interception in the 5GC using TS 33.107 architecture
The CC interception at the UPF shown in figure B-1 is according to the LI architecture defined in TS 33.107 [11]. 

The CC-TF in P-CSCF is provisioned by the ADMF over the X1_1 reference point. The P-CSCF sends the CC intercept trigger to the PCF over Rx reference point. The PCF passes the CC intercept trigger to the SMF over the N7 reference point. The SMF passes the CC intercept trigger to UPF over the N4 reference point. 

The CC-POI present in the UPF delivers the CC over the X3 reference point to the MF/DF3. The DF3 delivers the CC to the LEMF over the HI3 reference point. 

Alternarively, if the P-CSCF is enhanced to support the LI architecture defined in the present document, then the CC interception at the UPF can be as shown in figure B-2 below:   
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 Figure B-2: LI Architecture for CC interception in the 5GC using present document architecture
The CC interception at the UPF shown in figure B-2 is according to the LI architecture defined in the present document. 

The CC-TF in P-CSCF is provisioned by the LIPF over the LI_X1 reference point. The P-CSCF sends the CC intercept trigger to the UPF over the LI_T3 reference point. The LI_T3 can based on the Rx (between P-CSCF and the PCF), N7 (between PCF and the SMF) and N4 (between the SMF and the UPF).  

The CC-POI present in the UPF delivers the CC over the LI_X3 reference point to the MDF3. The MDF3 delivers the CC to the LEMF over the LI_HI3 reference point. 

When using the LI architecture as defined in the present document (see figure B-2), the other LI functions in the IMS-based voice services may also require some enhancements as identified below: 

· IRI-POI in S-CSCF to support LI_X1 (to/from LIPF), LI_X2 (to MDF2)

· CC-CF in S-CSCF to support LI_X1 (to/from LIPF) and LI_T3 (to MRFP)

· CC-TF in P-CSCF to support LI_T3 (to IMS-AGW) 

· CC-TF in MGCF to LI_X1 (to/from LIPF) and LI_T3 (to IM-MGW)

· CC-TF in IBCF to LI_X1 (to/from LIPF) and LI_T3 (to TrGW)

· MRFP to support LI_X1 (to/from LIPF, for management) and LI_T3 (from S-CSCF) and LI_X3 to MDF3

· IMS-AGW to support LI_X1 (to/from LIPF, for management) and LI_T3 (from P-CSCF) and LI_X3 to MDF3

· IM-MGW to support LI_X1 (to/from LIPF, for management) and LI_T3 (from MGCF) and LI_X3 to MDF3

· TrGW to support LI_X1 (to/from LIPF, for management) and LI_T3 (from IBCF) and LI_X3 to MDF3. 

The existing CC intercept triggers from P-CSCF to IMS-AGW, from MGCF to IM-MGW and from IBCF to TrGW may provide the required CC-T3 functions. 
The LI aspects described in this annex are applicable for New Radio (NR) and non-3GPP access. 
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