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INTRODUCTION

This pCR provides an informative annex in describing the interception handling in a virtualized environment.   
*** First Change ***
Annex X (informative):
Interception Handling in a Virtualized Environment
X.1
Overview  

This clause basically presents an overall flow of interception related aspects when the NFs have virtualized deployment. Two cases are presented:   

· NF is instantiated before the warrant is issued

· NF is instantiated after the warrant is issued. 

The sub-clauses X.2 and X.3 present the two cases.  

X.2
NF is instantiated before the warrant is issued 


[image: image1.emf]ADMF

LEMF

NF #1

TF

LICF

MF/DF

4. Warrant (target #1)

6.

Intercept 

Provisioning 

(target #1)

7, 8: LI Topology 

Discovery

1: NF#1 Instantiation

2: NF#1 as a 

POI instantiation 

9. 

Intercept Provisioning 

(target #1)

3. User #1 communication  

11. Intercept Product

12. Intercept Product

LITD

POI

10

5. 

Intercept Provisioning 

(target #1)


Figure X.2-1: NF is instantiated before the warrant is issued

The figure X.2-1 illustrates the case where NF #1 has a virtualized deployment and the instantiation of the same happens before a warrant is issued on a target (shown as target #1).   The user #1 is in communication when the warrant is issued. 

The following points describe the flow implied within the figure.

1. NF#1 is instantiated, and it notifies the TF. 

2. The LITD within the TF is aware the NF#1 can be a potential POI for some target identities and hence, the notifies its instantiation to LICF. 

3. User #1 initiates some communication at NF#1.  User #1 is not a target. 

4. The ADMF receives a warrant information from an LEA for target #1. 

5. ADMF provisions the MF/DF with the intercept information for target #1 derived from the warrant. 

6. ADMF provisions the LICF with the intercept information for target #1 derived from the warrant. 

7. LICF may query the LITD for potential POIs (this is shown as an optional step because the LICF should be aware of the instantiation of NF#1 based on the notification it received in 2).  

8. LITD responds with NF#1 as a potential POI. 

9. LICF provisions the POI in NF#1 with the intercept information (for target #1 (target#1 that happens to correspond to user #1). 

10. POI in NF#1 detects that the target #1 is user #1 and is on an ongoing communication starts executing its POI role. 

11. POI in NF#1 generates the Interception Product (IRI events, and if applicable, CC data) and sends the same to the MF/DF. 

12. The MF/DF delivers the Interception Product (IRI messages, and if applicable CC) to the LEMF. 

If NF#1 is deployed in a non-virtualized environment, then in step #6, the ADMF provisions the POI in NF#1 with the intercept information for target #1.  And, in this case, the steps 1, 2, 7, 8, and 9 are not applicable for NF#1. However, the steps 6 (as shown), 7, 8 and 9 may still be valid as there may be other NFs that have virtualized deployment.  

X.3
NF is instantiated after the warrant is issued 
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Figure X.3-1: NF is instantiated after the warrant is issued

The figure X.3-1 illustrates the case where NF #1 has a virtualized deployment and the instantiation of the same happens sometime after a warrant is issued on a target (shown as target #1).   

The following points describe the flow implied within the figure.

1. The ADMF receives a warrant information from an LEA for target #1. 

2. ADMF provisions the MF/DF with the intercept information for target #1 derived from the warrant. 

3. ADMF provisions the LICF with the intercept information for target #1 derived from the warrant. 

4. LICF may query the LITD for potential POIs (this is shown as an optional step because the LICF should be aware of the instantiation any NFs with the potential POI capability as illustrated in step 2 of figure 5.2-5, sub-clause 5.2.9.2).  

5. LITD responds with the information about the NFs that have the potential to become POIs. The LICF will provision all those POIs with the intercept information for target #1 as illustrated in step 9 of figure 5.2-5, sub-clause 5.2.9.2. But, NF#1 is not instantiated yet. 

6. NF#1 is instantiated, and it notifies the TF. 

7. The LITD within the TF is aware that the NF#1 can be a potential POI for some target identities and hence, the notifies its instantiation to LICF. 

8. LICF provisions the POI in NF#1 with the intercept information (for target #1).

9. User #1 initiates communication at NF#1.  In other words, NF#1 detects user #1 communication.  

10. POI in NF#1 detects that the target #1 is user #1 and therefore, generates the Interception Product (IRI events, and if applicable, CC data) and sends the same to the MF/DF. 

11. The MF/DF delivers the Interception Product (IRI messages, and if applicable CC) to the LEMF. 

If NF#1 is deployed in a non-virtualized environment, then in step #3, the ADMF also provisions the POI in NF#1 with the intercept information for target #1.  The steps 6 to 8 will not be applicable for NF#1.   

*** End of all changes ***
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