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[bookmark: _Toc442729283][bookmark: _Toc450171163][bookmark: _Toc450171434]5.3	Key issue #3 – LI targeted S8 GTP selection criteria
[bookmark: _Toc442729284][bookmark: _Toc450171164][bookmark: _Toc450171435]5.3.1	Description
When S8HR is deployed, the VPLMN only has direct visibility to GTP tunnels, not the content of the tunnels.  The VPLMN in effect merely is a router of GTP tunnel packets.  So Iin order to extract the target’s VoLTE signalling and media traffic for a lawful interception by the Visited PLMN whe n S8HR is deployed, the Visited PLMN needs to be aware identify, select of which GTP tunnels actually carry IMS traffic and potentially extract the IMS packet data from the GTP tunnels. IMS Ssignalling and media is carried over separate GTP tunnels. Furthermore, the VPLMN needs to be aware of which GTP tunnels carry traffic associated to the targeted IMS ID.
[bookmark: _Toc442729285][bookmark: _Toc450171165][bookmark: _Toc450171436]5.3.2	Architectural requirements 
Editor's Note:	"B-number" targeting is FFS.
1) 1)	VoLTE GTP tunnels for all inbound roamers in a VPLMN when S8HR is deployed and used for IMS signalling needs to be identifiable and retrievable separately from all other GTP tunnels used by these inbound roamers.
2) VoLTE GTP tunnels for all inbound roamers targeted for LI service with delivery of content when S8HR is deployed and used for IMS media needs to be identifiable and retrievable separately from all other GTP tunnels used by these inbound roamers.
S8HR VoLTE GTP tunnels shall be identifiable in the visited network.
2)	The visited network shall store information to map IMS identities to GTP tunnels.

[bookmark: _Toc442729286][bookmark: _Toc450171166][bookmark: _Toc450171437]5.3.3	Stage 3 requirements 
1)	S8HR VoLTE GTP tunnels shall be detectable by their APN name and by their QCI.The LI service for S8HR inbound roaming needs to use existing GTP tunnel parameters to identify, and retrieve the appropriate GTP tunnels.
[bookmark: _Toc450171167][bookmark: _Toc450171438]5.3.4	Solution approaches
5.3.4.1 Solution #2 approach
For any particular inbound roamer where S8HR is deployed, the S8HR VoLTE bearers are always established to a dedicated IMS APN only used for VoLTE traffic. For roaming purposes, the form of the FQDN of the APN is standardized. Further distinction of the VoLTE signalling bearers' GTP tunnels and voice traffic GTP bearers can be distinguished by their QCI values, which are detailed in TR 23.749 [5].
The LMISF shall receive all S8HR IMS signalling extracted from signalling bearer GTP-U tunnels for all inbound roamers where S8HR is deployed. In addition, the LMISF shall maintain and track all IMS registrations, de-registrations and re-registrations.  Furthermore, the LMISF shall be informed of all IMS GTP-U tunnel tear downs, and shall keep a mapping of IMS identities to GTP-U tunnel ID. The LMISF shall trigger LI on applicable IMS Sessions when LI is activated for a target based on an IMS identity.
The following summarizes the key steps of solution #2's approach:
1. 1)	S8HR VoLTE bearers is always be established to a dedicated APN only used for VoLTE traffic. Signalling bearers' GTP tunnels and voice traffic GTP bearers shall be distinguished by their QCI settings, which are detailed in TR 23.749 [5].
2)	LMISF shall receive all IMS signalling carried over signalling bearer GTP-U tunnels. In addition, the LMISF shall maintain and track all IMS registrations, de-registrations and re-registrations.  Furthermore, the LMISF shall be informed of all IMS GTP-U tunnel tear downs, and shall keep a mapping of IMS identities to GTP-U tunnel ID. The LMISF shall trigger LI on applicable IMS Sessions when LI is activated for a target based on an IMS identity.
1.	The S-GW/BBIFF checks every GTP-C session management message to see if any P-GW FQDN matches HPLMNs where S8HR is deployed and the APN is an IMS standardized APN.
2.	If there is a match, then the S-GW checks the Bearer Level QOS distinguish the IMS signalling bearers from the IMS media (content) bearers.
3.	For VoLTE (IMS) signalling bearers, the following steps occur:
a.	The S-GW/BBIFF sends an indication to the LMISF over the Xia reference point that an IMS signalling bearer (GTP session) has been created, modified or deleted along with both the bearer identity (e.g. TEID) as well as the associated IMSI.
b.	The LMISF sends an indication along with the bearer identify from step 3a to the LPCF over Xic
c.	The LPCF sends to the S-GW/BBIFF a TFT rule to activate extraction and delivery of the GTP session specified in step 2b to the LMISF over the Xib reference point. The action in the TFT rule is to provide a copy of all the signalling bearer traffic to the LMISF.
d. The LIMSF handles the IMS signalling delivered from the S-GW/BBIFF over Xia as follows:
i. If there is no active LI service targeting the user, then the LMISF retains SIP registration (registrar function) state changes.  The stored registrations will include any observed identity associations between IMS public user identities, private user identities, IMSIs and IMEIs that are available either in related SIP signalling or related EPC signalling in the VPLMN.
ii. If there is an active LI service targeting the user based on the stored identity associations from step 3di, then the LIMSF reports on the IMS/SIP events is to the DF2 over the X2 reference point as occurs at present in the LI service.
4. For VoLTE (IMS) media/content bearers, the following steps occur:
a.	The S-GW/BBIFF sends an indication to the LMISF over the Xia reference point that an IMS media (content) GTP session has been created, modified or deleted along with both the bearer identity (e.g. TEID) as well as the associated IMSI.
c.	The LMISF will detect in the IMS/SIP RTP media session creation, modification or deletion during an active IMS/SIP session in the extracted SIP signalling from step 3d.
e. If there is an active LI service targeting the user based on the stored identity associations from step 3di and content is to be delivered to the LEA, then the LMISF will send a notification the LPCF via the Xic reference point with the bearer identities from step 4a to start extracting the communication content and delivery to the LEA.
f.	The LPCF sends to the S-GW/BBIFF a TFT rule to activate extraction and delivery of the GTP session specified in step 2e to the LMISF over the Xib reference point.  The action in the TFT rule is to provide a copy of the media traffic on the specified bearers to the DF3 over X3.
g.	The S-GW/BBIFF starts the delivery of RTP media (content) extracted from the GTP IMS media tunnels to the DF3 via the X3 reference point based on the TFT rules from step f.
Editor's Note: SA2's work on DÉCOR and eDECOR may provide some opportunities for optimizations of this. If this is the case, a description on high level use should be included.
Editor's Note: The issue of what needs to be extracted from the media bearers in DF 3 needs to be established – in essence the bearer identities, which may be IP port/address pairs, the RTP media flow identities within the bearer tunnels, which may be the inner IP port/address pairs, along with the correlation identifier to include in the DF3 delivery to LEAs for the usual DF2/DF3 correlation.
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