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[bookmark: _Toc324232211][bookmark: _Toc326248702][bookmark: _Toc421821979][bookmark: _Toc442729273][bookmark: _Toc450171150][bookmark: _Toc450171421]5.1	Key issue #1 – IMEI targeted LI
[bookmark: _Toc326248703][bookmark: _Toc421821980][bookmark: _Toc442729274][bookmark: _Toc450171151][bookmark: _Toc450171422]5.1.1	Description
National regulations may require LI targeting and reporting of communication by IMEI in addition to other identifiers.  So any solution needs to provide the capability of identifying, retrieving and reporting any communication that is associated with a targeted IMEI.
National regulations may require identifying the target of LI by IMEI. This requirement also exists for non IMS related interception, such as packet data.
IMEI based interception shall be provided.
[bookmark: _Toc326248704][bookmark: _Toc421821981][bookmark: _Toc442729275][bookmark: _Toc450171152][bookmark: _Toc450171423]5.1.2	Architectural requirements 
LMISF shall be aware of identities used in IMS communications.
Just as for HPLMN LI and VPLMN LBO LI, IMEI is not directly available in IMS signalling and content, however is indirectly available and therefore when a target is an IMEI identifier, the IMEI association with private and public user identities contained in retrieved IMS signalling must be maintained for all S8HR based inbound roamers registered in VPLMN.  This association can then be used to retrieve and report the targeted communication
[bookmark: _Toc442729276][bookmark: _Toc450171153][bookmark: _Toc450171424]5.1.3	Stage 3 requirements 
No specific stage 3 requirement is expected.
[bookmark: _Toc442729277][bookmark: _Toc450171154][bookmark: _Toc450171425]5.1.4	Solution approaches
[bookmark: _Toc450171155][bookmark: _Toc450171426]5.,1.,4.,1	Solution #2 approach
5.1.4.1.1	General
Using solution #2, Ttwo different approaches options are proposedpossible, i.e
. detection of target IMEI in the LMISF 
and detection of target IMEI in the S-GW/BBIFF.
[bookmark: _Toc450171156][bookmark: _Toc450171427]5.1.4.1.2	Option 1: Detection of Target IMEI communication in LMISF
The following summarizes the key steps of this approach:
1. The BBIFF provides LMISF with bearers carrying IMS signalling over Xia reference point for all inbound roamers where S8HR is deployed.
2. The LMISF maintains any changes in IMEI to private user identity or public user identity associations signalled in the retrieved IMS signalling bearers.
3. LMISF receives over X1_1 interface the request to activate interception for a target based on an IMEI.
4. LMISF retrieves the IMEI from the associations established in step 1 used for the VoLTE call from the IMS signalling retrieved from the bearers received over Xi1a reference point.
5. If there are no associations matching the targeted IMEI, the LMISF will arm a trigger on IMEI association changes that match the targeted IMEI.
6. If and when an association matching the IMEI is found or triggered, then LI on the associated identity (e.g. public user identity) is activated.
7. Any further changes in the targeted IMEI association such as disassociation will trigger a corresponding change to any LI on the associated identity from step 6.
8. In case of matching between the IMEI provided as target and the IMEI retrieved for the VoLTEAny detected and retrieved communication matching the associated identity from step 6 on a VoLTE call, the LMISF provides the corresponding SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.
9. In addition, the LMISF provides the identity association information over Xic interface to the LPCF. This can include the case where an additional bearer for content may be established and require LI reporting.
10. The LPCF then indicates to the S-GW/BBIFF to start interception of media (content) for the call. The S-GW/BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 interface. 
11. If LMISF receives the request to stop interception for a target IMEI over X1_1, the LMISF provides the information over Xic interface to the LPCF.
9. The LPCF then indicates the S-GW/BBIFF to stop interception of media (content) for the call. The S-GW/BBIFF stops extracting the media for the given bearer.
[bookmark: _Toc450171157][bookmark: _Toc450171428]5.1.4.3	Option 2: Detection of IMEI at S-GW/BBIFF
The BBIFF can be integrated with the intercept function already defined in BBIFF/S-GW. Xib is used by S-GW/BBIFF to inform LPCF of presence of a target (e.g establishment of IMS bearer(s)). LPCF then configures S-GW/BBIFF to deliver traffic to DF3. This option assumes that the VPLMN retrieves the IMEI during the LTE (re-)attach procedure such as for EIR based fraud detection and prevention.
 The following summarizes the key steps of this approach:
1. LMISF receives over X1_1 interface the request to activate interception for a target IMEI.
2. The LMISF provides the target IMEI to the LPCF over the Xic interface without any association identity as required for option 1.
3. The LPCF then indicates to the S-GW/BBIFF the IMEI to the S-GW/BBIFF to start interception of any bearers associated with the IMEI that are used for IMS (signalling and/or content) and directs the S-GW/BBIFF where to deliver each bearer.
4. The S-GW/BBIFF then delivers (under LPCF direction) the signalling bearers to the LMISF for service processing for delivery to DF2 over the X2 interface and the media bearers to the DF3 over the X3 interface. 
5. In case of IMEI targeted LI, S-GW and thus BBIFF can be made aware of the targeting in the same way as for packet data based interception in the roaming case. The BBIFF then informs the LPCF of presence of a target bearer in that S-GW. LPCF then configures BBIFF to deliver the contents of the correct bearer to DF3.
6. In addition, BBIFF informs LMISF over Xia that the bearer is related to an IMEI which is target for interception in the S-GW (packet data interception). In case of matching between the IMEI provided as target over X1 and the IMEI received from the BBIFF, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.
Editor’s Note: This approach needs further study to address possible scenario limitations. 
Editor’s Note: Further text may be needed to address correlation between IRI and CC.
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