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1. Overall Description:

SA2 thanks SA3-LI for the Reply LS on Lawful interception in split EPC architecture (S3i160218 / S2-162305).

SA2 likes to inform SA3-LI that SA2 concluded the study on control and user plane separation of EPC nodes under consideration of the regulatory clarifications and LI architecture implications kindly provided by SA3-LI. 

Regarding the support of the functionality for lawful interception it was concluded (in clause 6.1.1.12, TR 23.714) that:

1. The termination of the LI interfaces X1_1 and X2 shall be supported in the control plane function. 
2. The LI interface X3 can be terminated in the control plane function (as described in solution 1) or in the user plane function (as described in solution 2). 
SA2 will specify the following functionality for the control and the user plane functions:

When the Content of Communication (CC) is needed, the control plane function instructs the user plane function to duplicate the user plane traffic and forward it to a destination (identified by e.g. an IP address). This destination belongs to a logical function which is either collocated with the control plane function or the user plane function or can be standalone. This logical function terminates the X3 interface and it reports the corresponding duplicated packets to the LI DF3 function. The control plane function can of course also instruct the user plane function to stop the traffic duplication and forwarding.

SA2 also decided that the UE permanent identifiers e.g. IMSI, MSISDN are not provided to the user plane function for lawful interception. Therefore, some kind of correlation information is required, if not already available, so that the LI function is able to correlate the duplicated packets received via X3 with the identity of the subscriber received over X2.
SA2 assumes that SA3-LI will investigate the definition of the LI segregated interface based on the Sx interface with possible LI specific extensions.
2. Actions:

To SA3-LI group.
ACTION: 
SA2 kindly asks SA3-LI to take the above information into account.
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