Page 1



3GPP TSG-SA3LI Meeting #62 
S3i160299
Sophia Antipolis, FR; July 18-21, 2016












	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.108
	CR
	  328
	rev
	-  
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	CR IMS-based VoIP HI3 autonomous decoding

	
	

	Source to WG:
	SA3-LI (THALES)

	Source to TSG:
	SA3

	
	

	Work item code:
	LI13
	
	Date:
	2016-07-10

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	As HI2 and HI3 interfaces for IMS-based VoIP are distinct interfaces and may respect contradictory delivery constraints, the LEMF may fail in HI3 RTP packet interpretation in some near real time decoding scenarios.

	
	

	Summary of change:
	In the voipLIC-header an optional parameter is introduced to offer a new (optional)  possibility to provide description of the Payload parameter content, rendering the HI3 interpretation possibly autonomous.

	
	

	Consequences if not approved:
	LEMF may still have problems in decoding the IMS-based VoIP RTP packets in near real time real life scnearios.           

	
	

	Clauses affected:
	K.2, B.12 

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	See discussion paper S3i160298


****** FIRST CHANGE ******

Annex K (normative):
VoIP HI3 Interface

K.1
VoIP CC Protocol Data Unit

The VoIP CC Protocol Data Unit (VoIP-CC-PDU) is delivered to the LEMF using UDP or TCP as the transport protocol.  The use of UDP or TCP is done according to the national regulations. 

The VoIP-CC-PDU consists of the following two: 

- VoIP LI Correlation header (VoipLIC-header);

- Payload. 

The general principles of VoIP-CC-PDU delivery are described in clause 12.6.

K.2
Definition of VoIP LI Correlation header  

The VoipLIC-header is defined in ASN.1 [5] (see annex B.12) and is encoded according to BER [6]. It contains the following attributes:

-
Object Identifier (hi3voipDomainId) 

-
Lawful Interception Identifier (lIID, optional). The handling of Lawful Interception Identifier is done according to national requirements.

-
VoIP Correlation Number (voipCorrelationNumber). The handling of VoIP Correlation Number is to be done according to clause 12.1.4.  

-
Time Stamp (timeStamp, optional). The handling of time-stamp is done according to national requirements.

Editor’s Note: The time-stamp may have to be made mandatory for VoIP CC. It is for further study.  

-
Sequence Number (sequence-number). Sequence Number is an integer incremented each time a T-PDU is delivered.  Handling of sequence number is done according to national requirements. 

Editor’s Note: The need for sending the sequence-number with TCP as the transport protocol is for further study. 

-
TPDU direction (t-PDU-direction) indicates the direction of the T-PDU and has the following values: 

-  From the Target. (from-target). The VoIP-CC-PDU is coming from the target.  

-  To the Target (to-target). The VoIP-CC-PDU is sent to the target. 

-  Combined (combined). The VoIP-CC-PDU includes both from the target and to the target. 

-  Not Known (unknown). The direction of VoIP-CC-PDU cannot be determined. 

-
National parameters (national-HI3-ASN1Parameters, optional). This parameter is encoded according to national requirements.

-
ICE type (ice-type, optional). This indicates in which node the T-PDU was intercepted. This parameter is provided if available at the Delivery Function/Mediation Function.   The following are the possible ICE Type values: 

- GGSN (ggsn). The VoIP CC was intercepted at the GGSN. 

- PDN Gateway (pDN-GW). The VoIP CC was intercepted at the PDN-GW.

- IMS AGW (aGW). The VoIP CC was intercepted at the IMS AGW. 

- Transit Gateway (trGW). The VoIP CC was intercepted at the TrGW. 

- IM-MGW (mGW). The VoIP CC was intercepted at the IM-MGW. 

- MRF (mRF). The VoIP CC was intercepted at the MRF. 

- Other nodes (other). The VoIP CC was intercepted at a media node not mentioned above. 

- Not known (unknown). The media that intercepts the VoIP CC is not known. 

-
Payload Description (payload-description, optional). This parameter offers a possibility to describe the content of the Payload parameter, when possible, in order to ease the LEMF to process the HI3 autonomously (meaning without waiting for bearer info from HI2 link) if necessary. For illustration, a potential info consists in the SDP description that describes the RTP Payload Type parameter significance.
K.3
Definition of Payload

Within the VoIP-CC-PDU, the Payload (payload as seen in ASN.1) follows the VoipLIC header and contains the user-plane packets exchanged between the participants of an intercepted call.

The payload information for the intercepted VoIP call contains the packets that includes the IP layer and above (e.g., IP/UDP/RTP).

K.4
LEMF Considerations

The use of IPsec for the delivery of VoIP-CC-PDU is recommended.

The required functions in the LEMF are:

-
Collecting and storing of the incoming packets with the sequence numbers and time-stamp.
-
Correlating of CC to IRI with the use of the Voip-Correlation Number in the VoipLIC-header.

****** END OF FIRST CHANGE ******

****** SECOND CHANGE ******

B.12
Contents of Communication (HI3 IMS-based VoIP)

VoIP-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3voip(12)  r13 (13) version-1 (1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

LawfulInterceptionIdentifier, 

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1

National-HI3-ASN1parameters

FROM Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3eps(9) r13 (13) version-1 (1)};

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3voipDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3voip(12) r12(13) version-0 (0)}

Voip-CC-PDU
::= SEQUENCE 

{

 
voipLIC-header

[1] VoipLIC-header, 


payload



[2] OCTET STRING

}

VoipLIC-header ::= SEQUENCE 

{


hi3voipDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP VoIP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


voipCorrelationNumber
[3]
VoipCorrelationNumber, -- Contain s the same contents as the 

                              -- cc parameter contained within an IRI-to-CC-Correlation parameter 

                              -- which is contained in the IMS-VoIP-Correlation parameter in the 

                              -- IRI [HI2]


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[8] ICE-type OPTIONAL,



-- The ICE-type indicates the applicable Intercepting Control Element in which



-- the VoIP CC is intercepted.

...,

payload-description

[9] Payload-description OPTIONAL



-- When used, shall be present only in the first PDU it applies to
}

VoipCorrelationNumber ::= OCTET STRING 

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


combined

(3), -- Indicates that combined CC (i.e., from/to-target)delivery is used.


unknown


(4)

}





ICE-type ::= ENUMERATED {


ggsn


(1),


pDN-GW          (2),

    aGW 


(3),


trGW


(4),


mGW



(5),

    other


(6),


unknown


(7),


 


... ,


mRF



(8)

}





Payload-description ::= SEQUENCE

{


copyOfSDPdescription

[6] OCTET STRING OPTIONAL,



-- Format as per RFC 4566


...

}

END -- OF VoIP-HI3-IMS 

****** END OF SECOND CHANGE ******

****** END OF ALL CHANGES ******

