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Abstract of the contribution: 

This document follows the S3i160025 discussion paper presented at SA3 LI#60 meeting in Dubrovnik.

Aim is to complement the issue description and to propose a 33.108 update to offer an alternative to solve it.

1. Static codecs / Dynamic codecs in IMS-based VoIP networks :

From a mobile core network point of view the IMS-based VoIP service may use a variety of codecs to encode/decode the Audio/Video payload in RTP packets.

This codec is represented via the Payload Type (PT) parameter in the RTP header (see RFC 3550) :
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According to RFC 3551 (Section 6 – Payload Type Definitions) one can distinguish 2 categories of codecs :

· The Static Codecs, those whose Payload Type value is from 1 to 95 (see RFC3551 Tables 4 and 5)  :

Each PT value of that 1-95 range correspond to a well-known static codec description of RFC3551.

Meaning their characteristics are known by the sender and by the receiver of the RTP packet.

No need to exchange any info to determinate the way to handle the codec.

Examples :

               PT   encoding    media type  clock rate   channels

                    name                    (Hz)

               ___________________________________________________

               0    PCMU        A            8,000       1

               3    GSM         A            8,000       1

               4    G723        A            8,000       1

               8    PCMA        A            8,000       1

               9    G722        A            8,000       1

· The Dynamic Codecs, those whose Payload Type value is from 96 to 127

These are called ‘dynamic codec’ in RFC 3551 (see Tables 4 and 5) as the Payload Type value does not correspond to a static description but “may be defined dynamically through a conference control protocol” as per RFC 3551 section 6.

In IMS-based VoIP networks (VoLTE, VoWiFi, etc...) this “control protocol” is SDP, which is transported via SIP signalling, and allows dynamic definition via the SDP negotiation procedure, performed on a per call basis.

Meaning the receiver cannot understand and interpret a dynamic codec (received in a HI3 packet) on its own. To achieve dynamic codec interpretation the receiver must have previously received the codec description from the sender, which is the Payload Type definition as negotiated in SDP signalling.

Example : in IMS-based VoIP the AMR, AMR-WB and EVS are typical dynamic codec used (see RFC 4867 and 3GPP TS 26.114)

2. Codec list change during IMS-based VoIP calls :

In IMS-based VoIP communication the list of codecs used (static and/or dynamic) may also dynamically change during the call.

In that case a new SDP negotiation is performed during the IMS-based VoIP call and new Payload Type values are agreed. 

For instance the real example below shows a change of RTP payload type in case of eSRVCC handover procedure during a call (SDP new negotiation for RTP legs between ATGW and UE performing Handover). The initial RTP payload type was 116 and then changed to 96 :
1) INVITE sip:+41xxxxxxxxx@ims.mnc00X.mcc228.3gppnetwork.org;user=phone SIP/2.0
SDP attributes of the INVITE message: 
c=IN IP4 198.51.100.12

m=audio 59636 RTP/AVP 116 118 111 110

a=rtpmap:116 AMR-WB/16000/1;a=fmtp:116 mode-change-capability=2; max-red=0;

a=rtpmap:118 AMR/8000/1;a=fmtp:118 mode-change-capability=2; max-red=0;

a=rtpmap:111 telephone-event/16000;a=fmtp:111 0-15;

a=rtpmap:110 telephone-event/8000;a=fmtp:110 0-15;a=sendrecv;a=ptime:20;a=maxptime:40

2) SIP/2.0 200 OK

SDP attributes of the 200 OK message: 
c=IN IP4 198.51.100.12
m=audio 59638 RTP/AVP 116 111
a=rtpmap:116 AMR-WB/16000/1;a=fmtp:116 mode-change-capability=2;max-red=0;

a=rtpmap:111 telephone-event/16000;a=fmtp:111 0-15;a=sendrecv;a=ptime:20;a=maxptime:240

3) Mid-call while preforming eSRVCC a new RTP payload type is brought in the SIP INVITE message from the MSC Server and 200 OK message towards the MSC Server to initiate the eSRVCC session transfer:

INVITE tel:+41xxxxxxxxx SIP/2.0

SDP attributes of the eSRVCC INVITE : 

c=IN IP4 203.0.113.9

m=audio 9974 RTP/AVP 96 97 98 18 8 99 100

a=sendrecv;

a=rtpmap:96 AMR-WB/16000;a=fmtp:96 mode-set=0 1 2;mode-change-period=2;mode-change-capability=2;mode-change-neighbor=1;max-red=0;

a=rtpmap:97 AMR/8000;a=fmtp:97 mode-set=0 2 4 7;mode-change-period=2;mode-change-capability=2;mode-change-neighbor=1;max-red=0;

a=rtpmap:98 AMR/8000;a=fmtp:98 mode-set=7;max-red=0;a=rtpmap:18 G729/8000;a=fmtp:18 annexb=yes;a=rtpmap:8 PCMA/8000;

a=rtpmap:99 telephone-event/16000;a=fmtp:99 0-15;

a=rtpmap:100 telephone-event/8000;a=fmtp:100 0-15;a=maxptime:40

· The attributes of the new lines a= are necessary to decode the new dynamic codec AMR-WB.

3. Actual 33.108 mechanisms and current limitations :

As per 33.108 the HI3 interface transports the RTP packets (with Payload Type corresponding to a static or dynamic value) whereas the HI2 interface transports the Dynamic codec characteristics (in SDP signalling inside the SIP messages). 

The mediation can not deliver the SDP info onto HI2 earlier than the core network does (onto X2) but even if mediation has both info, the LEMF may receive HI3 packets before the SDP description as HI2 and HI3 interfaces may respect different (contradictory) constraints (robustness against rapidity).

The 3 following situations can therefore be encountered :

1. all codecs are known by the LEMF prior to the first HI3 packet :

Simple situation : LEMF has all info available to decode the HI3 

2. some dynamic codecs are not necessarily known by the LEMF before it receives the first HI3 packet but LEMF has no near real time constraints

Off-line situation : LEMF has the possibility to wait for the end of communication, to receive all HI2 and HI3 related info before handling the HI3 interpretation 

3. some dynamic codecs are not known by the receiver when the first HI3 packet is received, and the LEMF needs to comply with near real time constraints

For illustration, in France and Switzerland for instance, the LEMF has a complementary function called "dial-out" with which an authorized investigator can forward intercepted calls to his own phone. This is particularly used in case of on-site observation, especially in terrorism affairs and/or in situations where human life is at stake.

Near real-time situation : LEMF can not comply with its near real time constraint if it does not know the dynamic codec definition when receiving the first corresponding HI3 packet.

The actual 33.108 mechanisms are sufficient to address the Simple and Off-line situations but are not fully compliant to deal with the Near-Real time problematic situation.

4. Potential solutions :

To address the point few solutions can be envisioned :

1. to buffer at LEMF side enough time / enough HI3 packets to wait for the HI2 SDP description

In Switzerland an experimentation consists in buffering the CC until the first valid SDP is received in the IRI. The 200 OK is awaited a few seconds on to know the result of the SDP negotiation. However, if the waiting time is too long a fallback is done on the initial INVITE to see the RTP payload offer. 

The main problem of such a solution is that it is not really compatible with dial-out type of function where near real time is crucial.

2. to define new messages, on HI2 interface, to deliver the HI3 related information (SDP, …) to the LEMF as soon as possible independently of the IRI info (e.g. CCOpen / CCChange / CCClose messages)

Even if SDP description may be delivered quicker to the LEMF the solution is not optimal as the LEMF may still receive HI3 packets before this new HI2 message due to the different nature (and constraints) of HI2 and HI3 transport and application protocols stacks

3. to require the mediation to systematically transcode the dynamic codecs in a well known codec (e.g. G711) in order to ease LEMF HI3 handling. 

In that case the LEMF HI3 has no need to know dynamic codecs but this raises integrity evidence problematic : is the mediation allowed to modify the intercepted result with the risk to alter it ?

4.  to provide the LEMF with the codec description into HI3 packet to make the HI3 autonomous interpretation  possible in all situations

Idea here is to provide the RTP packet with its own codec description inside the same HI3 packet in order to make the SDP delivered as faster as possible to the LEMF and render the HI3 codec interpretation autonomous at LEMF side.

In order to preserve HI3 bandwidth throughput constraints the SDP should not be delivered with every RTP packets but only once, in conjunction with the first one it applies to, each time a codec is defined or changed.

This is the solution implemented in ETSI TS 102232-6 and developed hereafter.

5. New optional solution proposal :

What is proposed here is just to offer a new option, a new alternative in 33.108 in order to help to solve issues that can arise in some countries, some situations, when considered helpful, as it has been done in ETSI TS 102232-6.

Proposed 33.108 ASN.1 impacts (see proposed CR 328 in S3i160299) :

B.12
Contents of Communication (HI3 IMS-based VoIP)

VoIP-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3voip(12)  r13 (13) version-1 (1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

LawfulInterceptionIdentifier, 

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1

National-HI3-ASN1parameters

FROM Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3eps(9) r13 (13) version-1 (1)};

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3voipDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3voip(12) r12(13) version-0 (0)}

Voip-CC-PDU
::= SEQUENCE 

{

 
voipLIC-header

[1] VoipLIC-header, 


payload



[2] OCTET STRING

}

VoipLIC-header ::= SEQUENCE 

{


hi3voipDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP VoIP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


voipCorrelationNumber
[3]
VoipCorrelationNumber, -- Contain s the same contents as the 

                              -- cc parameter contained within an IRI-to-CC-Correlation parameter 

                              -- which is contained in the IMS-VoIP-Correlation parameter in the 

                              -- IRI [HI2]


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[8] ICE-type OPTIONAL,



-- The ICE-type indicates the applicable Intercepting Control Element in which



-- the VoIP CC is intercepted.

...,

payload-description

[9] Payload-description OPTIONAL



-- When used, shall be present only in the first PDU it applies to
}

VoipCorrelationNumber ::= OCTET STRING 

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


combined

(3), -- Indicates that combined CC (i.e., from/to-target)delivery is used.


unknown


(4)

}





ICE-type ::= ENUMERATED {


ggsn


(1),


pDN-GW          (2),

    aGW 


(3),


trGW


(4),


mGW



(5),

    other


(6),


unknown


(7),


 


... ,


mRF



(8)

}





Payload-description ::= SEQUENCE

{


copyOfSDPdescription

[6] OCTET STRING OPTIONAL,



-- Format as per RFC 4566


...

}

END -- OF VoIP-HI3-IMS 

