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Abstract of the contribution: Provides additional description for the solution proposed to support the correlating the CC with IRI messages of IMS VoIP sessions. 
6.X Solution #X Correlation of CC with IRI
6.X.1
Description

This clause describes the Key issue XX of correlating the CC with the IRI. As explained in clause 5.X, the IP addresses and the UDP port numbers exchanged within the SDP offer and answer process are compared to the IP addresses and UDP port numbers of the media packets to establish an association between the IMS session and the media. The Figure X below illustrates the concept (numerical values of IP addresses and port numbers are used in the example): 

In the example, the Intercept Subject is involved in two IMS sessions.  
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Figure X1: Illustrating the concept through the protocol stacks

The example shown in Figure X1 uses the following numbers for IP addresses and the port numbers:  

· VoLTE UE IP address (assigned by the P-GW): 5.10.1.10
· S-GW IP address towards the P-GW (GTP-U tunnel end point): 12.1.1.1
· P-GW IP address towards the S-GW (GTP-U tunnel end point) 5.100.1.1
· IMS-AGW IP address towards the P-GW: 5.175.200.1
· P-CSCF IP address: 5.175.10.1
· Port number used for SIP signalling: 5060
· Port number used for GTP-U tunnel: 2152
· UE port numbers used for RTP streams for IMS session 1:  24000, 24001
· IMS-AGW port numbers used for RTP streams for IMS session 1: 32000, 32001
· UE port numbers used for RTP streams for IMS session 1:  26000, 26001
· IMS-AGW port numbers used for RTP streams for IMS session 1: 36000, 36001.

The two GTP-U tunnels (used for IMS Signalling Bearer and Media Bearer) use the same IP address and port numbers but have two different tunnel identifiers (not shown in the Figure). For the S-GW, the information above the GTP layer is just a pay-load. No processing is done on that information within the S-GW.  

When BBIFF is asked to deliver the packets from the IMS Signalling Bearers to LMISF, it delivers everything above the GTP-U layer. BBIFF does not look into the IMS packets above the GTP-U layer. Similarly, when the BBIFF is asked to deliver the packets from the Media Bearer to the LMISF, it delivers everything above the GTP-U layer. It does not look into the Media packets above the GTP-U layer. However, the BBIFF knows that the Media Bearer and the IMS Signalling Bearer are related through the GTP protocol concepts defined in 3GPP TS 29.274 [Ref 10]. 

LMISF receives the IMS Signalling packets and Media packets from the BBIFF and the Figure Y2 illustrates what LMISF sees from a protocol stack point of view: 
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Figure X2: Protocol Stack related to the Packets delivered to LMISF

As shown in Figure X2, the IP address and UDP port number used to carry the RTP streams match the IP address and UDP port numbers present in the SDP offer and answer that are exchanged using the SIP messages. For example, for IMS session 1, the VoLTE UE includes 5.100.1.10 as the own IP address with 24000 (RTP), 24001 (RTCP) as the own UDP port numbers and receives 5.175.200.1 as the far end IP address with 32000 (RTP), 32001 (RTCP) as the UDP port numbers.  

Once determining that a SIP message involves an Intercept Subject, the LMISF should allocate a Correlation Number and store it locally against that IMS session. When the Media packets are received, the LMISF should examine IP address and UDP port numbers used to carry the RTP streams to determine the associated IMS session. Once a match is made, the LMISF should use the Correlation Number that it had used while delivering the SIP messages to the DF2 as the Correlation Number delivered to the DF3. 

6.X.2
Impacts on existing nodes, interfaces and functionality
The solution identified here does not introduce any new impacts to the network nodes within the VPLMN.  The overall architecture (shown in clause 4) will have to be modified as shown in Figure X3 below:  
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Figure X3: Architectural Change required to support correlation of IRI and CC

6.X.3
Solution evaluation

6.X.3.1 Advantages of proposed solution

Based on the above modified architectural change, the BBIFF will always deliver the packets (IMS signalling and media packets as per the policy established by the LPCF) to the same destination LMISF. The LMISF will perform a deep packet inspection of media packets as well to determine the IMS session to which the media packets correspond to. The LMISF that way will deliver the IRI to DF2 and CC to DF3.  

In addition solving the problem of Correlation issue, this modified architecture has the following additional advantages:

1) BBIFF delivers the packets from both IMS Signalling Bearer and Media Bearer to same destination (i.e., LMISF) in contrast to the current architecture where the packets from the IMS Signalling Bearer are delivered to LMISF and packets from the Media Bearer are delivered to DF3. Delivering to one destination instead of two can be viewed as a simplification to the concept. 

2) With the modified architecture, the LMISF has X2 and X3 interfaces to DF2 and DF3 respectively.  One can make sure that LMISF (being new functional entity) takes the burden of ensuring that the information delivered over X2 and X3 are in the same format as used for other VoIP scenarios (e.g., non-roaming, LBO case). This will ensure that the DF2 and DF3 used for other VoIP call scenarios can be re-used with S8HR as well. In the current concept, BBIFF has the X3 interface to DF3 and with BBIFF simply delivering the Media packets to DF3, it will be burden of DF3 to receive the Media packets in the format that BBIFF delivers. This may impact the DF3. 

3) Unlike HI2 interface requirements defined in TS 33.108 [Ref 4], the US LI regulations require to map the SIP messages to call state events such as “Origination”, “TerminationAttempt”, “Answer”, “Release” etc. While in most of the LI implementations, the DF2 provides the required mapping, there are certain IRI events that are closely coupled with the CC. A few examples are: the sending of CCOpen when the CC delivery begins, the sending  of CCClose when the CC delivery ends, collecting the post-cut through DTMF digits from the content of Intercept Subject and reporting those digits using the message DialedDigitExtraction. With Media packets available, the LMISF will be able to generate those events rather easily. 
4) There is no need to extract the media infromation (e.g., SDP information) from the SIP signalling messages and deliver the same to the BBIFF via LPCF. 
6.X.3.2 Other possibilities

Other possible approaches one can perhaps think of (but, not recommended) are: 

a) DF2 to DF3 Communication based method

b) Deep Packet Inspection at the BBIFF

c) Correlation at the LEMF. 

6.X.3.2.1 DF2 to DF3 Communication based method

In this approach, the BBIFF delivers the media packets to the DF3.  DF2 will supply the Correlation Number along with the Media Identifier to the DF3. 

Even though one could consider having such an approach will do the job, the concept has a few drawbacks: 

· Impacts the DF2 and DF3 and therefore DF2 and DF3 used to provide the LI functions for non-roaming scenarios may not be readily usable.  

· DF3 should be able to determine that the received packets are related to S8HR based VoLTE roaming because it has to do a different processing.  

· DF3 has to perform a deep packet inspection of every Media packet that it receives.

· A new procedure has to be defined if DF3 receives Media packets before it receives the Correlation Number from the DF2. 

· A new procedure has to be defined if DF3 never receives the Correlation Number from the DF2.  

· There can be some stages where the Media information (i.e., SDP) may change during a call and this would bring additional complexity for coordination. 

· DF2 may not know in advance to which DF3 the BBIFF would deliver the Media packets in the event more than one DF3s are deployed in the VPLMN. 

Based on the above facts, this approach is not recommended as a solution.   With a slight deviation, one can perhaps think of LMISF sending the Correlation information to the DF3. Even this approach will have the similar drawbacks as listed above. 

6.X.3.2.2 Deep Packet Inspection at BBIFF

In this approach, LPCF will supply the Correlation Number to be used for the media packets to the BBIFF.  BBIFF performs a deep packet inspection of Media packets to determine the IP address and the port numbers of the RTP streams. When a match is found, BBIFF delivers the Media packets to the DF3 along with the Correlation Number.   

This approach will require the BBIFF to examine every packets of the Media Bearer which is the target of interception. For this to happen, the LMISF has to deliver the media information to the BBIFF via LPCF. A delivery of media information may involve multiple interactions with the BBIFF. Furthermore, the overall strategy of architecture considered within the study is to make the BBIFF (which may well be co-located with the S-GW) functions simple. For that reason, BBIFF delivers all IMS Signalling packets to LMISF and the deep packet inspection of IMS Signalling packets is done at the LMISF. 

Also, S-GW can change during an IMS session due to target’s mobility. Supplying the needed media information to the BBIFF at the new S-GW in time can become an issue. In addition, the BBIFF will have to have a design in place for the Media packets that it sees before it receives the media information from the LMISF (through the LPCF). The same complexity exists when the media information changes during the call.   

Based on the above facts, this approach is not recommended as a solution.   

 6.X.2.3.3 Correlation within the LEMF

In this approach, no correlation is done by the VPLMN. Instead, if the entire Media packets (including the IP address and the port numbers) are sent to the LEMF, then perhaps, the LEMF can do a deep packet inspection and correlate the IRI with the CC. 

This approach is not recommended as a solution since the approach will deviate the S8HR LI solution far from LI solution used for LBO case. The possibility is listed here to mention that it is a possibility.   
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