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7A.3.0
General

-
All SIP messages to or from a target, and all SIP messages executed on behalf of a target for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the target, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the target, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI
-
Observed IMEI
-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

NOTE 1: The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in 3GPP TS 24.229 [49]).
-
All IMS XCAP messages to or from a target for multi-media or supplementary services are intercepted by the AS, or the group of AS in charge to transmit, manipulate and store any IMS XCAP of that target. The data have to be transmitted either “en clair” or encrypted with all elements to let the LEMF decrypt the data. The generated IRI should be sent in any case to DF2. 

 NOTE 2:
The data related to XCAP management and the XCAP documents modification of the target, as supplementary services, or as the 3GPP or OMA presence services (3GPP TS 24 141, OMA Presence SIMPLE specification and IETF RFC 4827), are reported through the DF2. However, these are points are currently not covered: 1) other data (XCAP management and the XCAP documents modification by the target) to be transmitted but related to other multimedia services; 2) the case of XCAP messages that are based on different interfaces than Ut interface; 3) the specific architecture related to encrypted data; 4) Detailed XCAP events, related to authentication. 

-
An intercepted XCAP report sent to DF2 is shown below:

-
Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the XCAP payload (if available)

-
Observed XUI or any other identities (if available)
-
Event Time and Date

-
Network element identifier

-
XCAP Message (the entire elements of the HTTP Header and the XCAP payload),

NOTE 3: 
Void

The interpretation of XCAP messages, such as HTTP request through the Ut interface between the target’s UE and related XCAP server may sometime be insufficient to let the LEA to understand what was modified as directed by the UE, therefore a later HTTP response is needed to understand the success or failure of the request.

Specific Diameter messages, to or from or related to a target, are intercepted by the HSS in charge of that target. The generated IRI should be sent in any case to DF2. Events and IRI are described below:

Such events are

-
Serving System;

-

When IMPU or IMPI is changed in a HSS subscriber record change ;

-
Registration termination 

-
Location information request.
Contents of such IRI report related to HSS sent to DF2, is shown below:

-
Observed SIP URI or Tel URI or IMSI;
-
Observed any other identities (if available);
-
Event Time and Date;
-
Network element identifiers;

-
Network Identifier (if available and only in case of roaming)
-
Target profile or data elements (if available).
“Non-Local ID” interception will be made by S CSCF and for roamer in case by P CSCF. If national regulation required transit interception, IBCF will complement such interception for HI2 and will order CC interception by the TrGW. 

The originating end of the IBCF will have to check for non-local target match, the Req URI from the outgoing SIP message and probably get information on the Operator (s) partner of CSP and/or of NNI interfaces at the egress side.
The terminating end of IBCF will have to check for non-local target match the Req URI of the outgoing message and probably get information on the Operator (s) partner of CSP and/or of NNI interfaces.

An intercepted SIP event that will be sent to DF2 will include if available:

-
Observed SIP URI

-
Observed TEL URI

-
Observed IMEI 

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload (National regulation on IRI Only may require to filter out SMS content)

-
Inter Operator Identifier (IOI) (from P-Charging-Vector header, see clause 4.5.4 of TS 24 229 [49])

-
Transit Inter Operator Identifier (Transit IOI) (from P-Charging-Vector header, see clause 4.5.4A of TS 24 229[49])

-
Portability Number (NP) features (NP protocol parameters inserted in SIP messaging, see clause 4.18.1 TS 23 228[43])

-
Anonymous call information (see clause 5.11.2.1 of TS 23.228 [43])

-
P-Private-Network-Indication header field (see clause 5.10.3.2 of TS 24.229[49])

-
Terminating Identification Presentation (TIP) (see clauses 4.3.2 and 4.3.3 of TS 24.207 [XX])

-
Terminating Identification Restriction (TIR) (see clauses 4.3.2 and 4.3.3 of TS 24.207 [XX])

-
Originating Identification Presentation (OIP) (see clauses 4.3.2 and 4.3.3 of TS 24.207 [XX])

-
Originating Identification Restriction (OIR) (see clauses 4.3.2 and 4.3.3 of TS 24.207 [XX])

*** END OF SECOND MODIFICATION ***
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