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Abstract of the contribution: The concept inferred by solution approach descriptions under Key Issue #1 and Key Issue #2 appear to be different from the general concept inferred by the solution approach description of Key Issue #3. The process flow and flow diagrams in the TR are not aligned with the solution approach description given for Key Issue #3. This paper modifies the solution approach of Key Issue #3 to align it with the process flow diagram as per the discussion results of August 31st meeting.  
*** Change #1 ***
6.1.3
Process Flow for Architectural Approach of baseline
The Figure 6.1.3.1 shows the steps to illustrate the process flow as per solution #1 architecture.  
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Figure 6.1.3.1: Process Flow of S8HR LI Architecture Approach of baseline
1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF. 

2.
LPCF instructs the S-GW/BBIFF to notify whenever the IMS Signalling Bearer for S8HR APN is created (based on GTP-C event), modified, or deleted and deliver the packets of all IMS Signalling Bearers established for S8HR APNs to the LMISF. Here, the LPCF may supply the S8HR APNs to the S-GW/BBIFF.
NOTE: When the S-GW/BBIFF notifies the LMISF when an IMS Signalling Bearer for S8HR APN  is created, modified or deleted, it includes the IMSI value associated with the inbound roamer’s UE. 
3.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to target or not. It simply delivers all packets. 

4.
The LMISF looks for the SIP message within those packets and examines the SIP headers that carry the calling party identity called party identity to verify whether any of those match with the target Identity stored locally. If the SIP message corresponds to a target, then LMISF delivers the SIP message to the DF2. 

5.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [4].   

6.
The LMISF then informs the LPCF about the identity of the IMS Signalling Bearer that is being intercepted. 

7.
LPCF instructs the S-GW/BBIFF to deliver the packets of the Media Bearer linked to that IMS Signalling Bearer to DF3. 

8.
S-GW/BBIFF delivers the Media packets to the DF3. S-GW/BBIFF knows that the Media packets are related to an IMS Signalling Bearer, but does not know which Media packet is related to which IMS session in the event target is involved in multiple sessions. 

9.
DF3 generates and delivers the CC as per TS 33.108 [4] to the LEMF.  

The Figure 6.1.3.2 below illustrates the above steps in a flow diagram format.

. 
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Figure 6.1.3.2: Flow diagram illustrating the process steps (architectural approach of solution #1)

In order to correlate the CC with IRI, LMISF may have to supply the Correlation Number to the S-GW/BBIFF (through the LPCF) and S-GW/BBIFF include that Correlation Number while delivering the media packets to the DF3. When a target is involved in multiple IMS sessions, this approach may be used if the LI requirement is to use the same Correlation Number for all IMS sessions and the associated media packets. Otherwise, either the S-GW/BBIFF will have to analyse the media packets or the enhanced architecture (solution #2) as shown in clause 6.2 will have to be used to have a correct correlation of CC with the IRI.  If the former approach is used, then LMISF may have to send the media information to the S-GW/BBIFF (via LPCF) and this may involve sending of multiple events. 
*** Change #2 ***
6.1.5.1
Approach to key issue #1 – IMEI targeted LI

6.1.5.1.1
General

Using solution #1, two different options are possible:

-
detection of target IMEI in the LMISF and 
-
detection of target IMEI in the S-GW/BBIFF.
6.1.5.1.2
Option 1: Detection of Target IMEI communication in LMISF

The following summarizes the key steps of this approach:
1. The S-GW/BBIFF provides LMISF with bearers carrying IMS signalling over Xia reference point for all inbound roamers where S8HR is deployed.

NOTE: S-GW/BBIFF also notifies the LMISF whenever an IMS Signalling Bearer for S8HR APN is created, modified or deleted. This will allow the LMISF to know the IMSI value associated with the inbound roamer’s UE

2.
The LMISF maintains any changes in IMEI to private user identity or public user identity associations signalled in the retrieved IMS signalling bearers.
3.
LMISF receives over X1_1 interface the request to activate interception based on an IMEI.

4.
LMISF retrieves the IMEI from the associations established in step 1.

5.
If there are no associations matching the targeted IMEI, the LMISF will arm a trigger on IMEI association changes that match the targeted IMEI.

6.
If and when an association matching the IMEI is found or triggered, then LI on the associated identity (e.g. public user identity) is activated.

7.
Any further changes in the targeted IMEI association such as disassociation will trigger a corresponding change to any LI on the associated identity from step 6.

8.
Any detected and retrieved communication matching the associated identity from step 6 on a VoLTE call, the LMISF provides the corresponding SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.

9.
In addition, the LMISF provides the identity association information over Xic interface to the LPCF. This can include the case where an additional bearer for content may be established and require LI reporting.

10.
The LPCF then indicates to the S-GW/BBIFF to start interception of media (content) for the call. The S-GW/BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 interface. 

11.
If LMISF receives the request to stop interception for a target IMEI over X1_1, the LMISF provides the information over Xic interface to the LPCF.

12.
The LPCF then indicates to the S-GW/BBIFF to stop interception of media (content) for the call. The S-GW/BBIFF stops extracting the media for the given bearer.

6.1.5.1.3
Option 2: Detection of IMEI at S-GW/BBIFF

The S-GW/BBIFF can be integrated with the intercept function already defined in S-GW/BBIFF. Xib is used by the S-GW/BBIFF to inform LPCF of presence of a target (e.g establishment of IMS bearer(s)). LPCF then configures the S-GW/BBIFF to deliver traffic to DF3. This option assumes that the VPLMN retrieves the IMEI during the LTE (re-)attach procedure such as for EIR based fraud detection and prevention.

 The following summarizes the key steps of this approach:

1.
LMISF receives over X1_1 interface the request to activate interception for a target IMEI.

2.
The LMISF provides the target IMEI to the LPCF over the Xic interface without any association identity as required for option 1.

3.
The LPCF then indicates to the S-GW/BBIFF the IMEI to the S-GW/BBIFF to start interception of any bearers associated with the IMEI that are used for IMS (signalling and/or content) and directs the S-GW/BBIFF where to deliver each bearer.

4.
The S-GW/BBIFF then delivers (under LPCF direction) the signalling bearers to the LMISF for service processing for delivery to DF2 over the X2 interface and the media bearers to the DF3 over the X3 interface. 

Editor’s Note: Further text may be needed to address correlation between IRI and CC.

*** Change #3 ***
6.1.5.2
Approach to key issue #2 – Tel-URI or SIP-URI targeted LI

Since use of TEL-URI or SIP-URI is the essential element of SIP identifying the calling and called parties, the methods used for identifying, retrieving, and reporting any communication associated with a targeted E.164 number can reuse the methods used for the LI service in the HPLMN as well as the LI service where LBO roaming is deployed in the VPLMN.

The following summarizes the key steps of solution #1's approach:
1. The S-GW/BBIFF provides LMISF withal S8HR bearers carrying IMS signalling over Xia reference point.

NOTE: S-GW/BBIFF also notifies the LMISF whenever an IMS Signalling Bearer for S8HR APN is created, modified or deleted. This will allow the LMISF to know the IMSI value associated with the inbound roamer’s UE
2.
The LMISF receives over X1_1 interface the request to activate interception for a target Tel-URI/SIP-URI.

3.
When a call is established involving the target, the LMISF retrieves the Tel-URI/SIP-URI used for the VoLTE call from the IMS signalling retrieved from the signalling bearers received over Xia reference point.

4.
In case of matching between the Tel-URI/SIP-URI provided as target and the Tel-URI/SIP-URI retrieved for the VoLTE call, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 reference point.

5.
In the case of cc interception, the LMISF triggers the LPCF, via Xic to initiate cc delivery via X3 to the DF3.

6.
If cc is to be provided as part of the LI service, the LPCF then indicates the SG-W/BBIFF to start interception of media (content) for the call. The SG-W/BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 reference point. 

7.
If LMISF receives the request to stop interception for a target Tel-URI/SIP-URI, the LMISF provides the information over Xic reference point to the LPCF.

8. The LPCF then indicates to the S-GW/BBIFF to stop interception of media (content) for the call. The S-GW/BBIFF stops extracting the media for the given bearer.

*** Change #4 ***
6.1.5.3
Approach to key issue #3 – LI targeted S8 GTP selection criteria
For any particular inbound roamer where S8HR is deployed, the S8HR VoLTE bearers are always established to a dedicated IMS APN only used for VoLTE traffic. For roaming purposes, the form of the FQDN of the APN is standardized. Further distinction of the VoLTE signalling bearers' GTP tunnels and voice traffic GTP bearers can be distinguished by their QCI values, which are detailed in TR 23.749 [5].
The LMISF shall receive all S8HR IMS signalling extracted from signalling bearer GTP-U tunnels for all inbound roamers where S8HR is deployed. In addition, the LMISF shall maintain and track all IMS registrations, de-registrations and re-registrations.  Furthermore, the LMISF shall be informed of all IMS GTP-U tunnel tear downs, and shall keep a mapping of IMS identities to GTP-U tunnel ID. The LMISF shall trigger LI on applicable IMS Sessions when LI is activated for a target based on an IMS identity.

The following summarizes the key steps of solution #1's approach:
1.
The S-GW/BBIFF checks every GTP-C session management message to see if any P-GW FQDN matches HPLMNs where S8HR is deployed and the APN is an IMS standardized APN.

2.
If there is a match, then the S-GW checks the Bearer Level QOS to distinguish the IMS signalling bearers from the IMS media (content) bearers.

3.
For VoLTE (IMS) signalling bearers, the following steps occur:

a.
The S-GW/BBIFF sends an indication to the LMISF over the Xia reference point that an IMS signalling bearer (GTP session) has been created, modified or deleted along with both the bearer identity (e.g. TEID) as well as the associated IMSI.



b.
The LIMSF handles the IMS signalling delivered from the S-GW/BBIFF over Xia as follows:

i.
If there is no active LI service targeting the user, then the LMISF retains SIP registration (registrar function) state changes.  The stored registrations will include any observed identity associations between IMS public user identities, private user identities, IMSIs and IMEIs that are available either in related SIP signalling or related EPC signalling in the VPLMN.

ii.
If there is an active LI service targeting the user based on the stored identity associations from step 3di, then the LIMSF reports on the IMS/SIP events to the DF2 over the X2 reference point as occurs at present in the LI service.
iii. When CC interception is required, notifies the LPCF about the bearer identity of the IMS Signalling Bearer so as to instruct the S-GW/BBIFF to deliver the media packets of the GTP bearer linked to the IMS Signalling Bearer. 
4.
For VoLTE (IMS) media/content bearers, the following steps occur:



.

a.
As described in 3b-iii, when the LMISF detects that SIP messages belong to a target and I content is to be delivered to the LEA, then the LMISF will send a notification to the LPCF via the Xic reference point with the bearer identity  of the IMS signalling bearer 
b.
The LPCF sends to the S-GW/BBIFF a TFT rule to activate extraction and delivery ofa a copy of the media traffic on the bearers linked to the IMS Signalling Bearer to the DF3 over X3.

c.
The S-GW/BBIFF starts the delivery of RTP media (content) extracted from the GTP IMS media tunnels to the DF3 via the X3 reference point based on the TFT rules from step 4d.

Editor's Note: SA2's work on DECOR and eDECOR may provide some opportunities for optimizations of this. If this is the case, a description on high level use should be included.

Editor's Note: The issue of what needs to be extracted from the media bearers in DF 3 needs to be established – in essence the bearer identities, which may be IP port/address pairs, the RTP media flow identities within the bearer tunnels, which may be the inner IP port/address pairs, along with the correlation identifier to include in the DF3 delivery to LEAs for the usual DF2/DF3 correlation.

*** Change #5***
6.2.4
Process Flow for Enhanced Architectural Approach
The Figure 6.2.4.1 shows the steps to illustrate the process flow as per enhanced architectural approach: 
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Figure 6.2.4.1: Process Flow of S8HR LI enhanced Architecture Approach

1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF. 

2.
LPCF instructs the S-GW/BBIFF to notify whenever the IMS Signalling Bearer for S8HR APN is created (based on GTP-C event), modified, or deleted and deliver the packets of all IMS Signalling Bearers established for S8HR APNs (Access Point Names) to the LMISF. Here, the LPCF may supply the S8HR APNs to the S-GW/BBIFF 
NOTE: When the S-GW/BBIFF notifies the LMISF when an IMS Signalling Bearer for S8HR APN  is created, modified or deleted, it includes the IMSI value associated with the inbound roamer’s UE. 
3.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to target or not. It simply delivers all packets. 

4.
The LMISF looks for the SIP message within those packets and examines the SIP headers that carry the calling party identity called party identity to verify whether any of those match with the Intercept Subject Identity stored locally. If the SIP message corresponds to target, then LMISF delivers the SIP message to the DF2. 

5.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [4].   

6.
The LMISF then informs the LPCF about the identity of the IMS Signalling Bearer that is being intercepted. 

7.
LPCF instructs the S-GW/BBIFF to deliver the packets of the Media Bearers linked to that IMS Signalling Bearer to LMISF. 

8.
S_GW/BBIFF delivers the Media packets to the LMISF. S-GW/BBIFF knows that the Media packets are related to an IMS Signalling Bearer, but does not know which Media packet related to which IMS session in the event target is involved in multiple sessions. In this approach, S-GW/BBIFF need not know that association. 

9.
LMISF looks at the Media packets that it receives and examines the IP address and the port number associated with the RTP stream. Then, LMISF will determine the associated IMS session comparing the IP address/port number of the RTP stream with the similar information from the IMS session. LMISF delivers the Media packets to DF3 along with the Correlation Number it has used while delivering the SIP messages to DF2. 

10.
DF3 generates and delivers the CC as per TS 33.108 [4] to the LEMF.  

The Figure 6.2.4.2 below illustrates the above steps in a flow diagram format.


[image: image4.emf]S-GW/BBIFF LPCF LMISF DF2 DF3 LEMF ADMF

X1_1: Activate 

Interception

[Tel URI/SIP URI/IMEI 

as Target]

Target Id  

Stored

S8HR APNs

Packets (IMS 

Signalling Bearer 

(S8HR APN))

Examine the SIP 

message from the 

packets

SIP Message Î 

Target?

No 

action

YES

NO

X2: {SIP Message} 

with Correlation 

Number

 HI2: {SIP Message} with 

the Correlation Number

Active Intercept 

(Identity of the 

intercepted IMS 

Signalling 

Bearer)

Deliver packets of 

Media Bearer 

related to the 

identified 

intercepted IMS 

Signalling Bearer 

to LMISF    

Packets (Media  Bearer 

(related to the 

intercepted IMS 

Signalling Bearer)

X3: {Media Packets}

with the Correlation 

Number

HI3: {Media Packets}

with the Correlation 

Number

Deliver packets of 

IMS Signalling 

Bearer related to 

S8HR APNs to 

LMISF

Remember the 

intercepted IMS 

Signalling 

Bearer

Correlate the 

CC with IRI

Correlated


Figure 6.2.4.2: Flow diagram illustrating the process steps per enhanced Architectural Approach

The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling packets.   

*** End of all changes ***
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