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Abstract of the contribution: Add flow diagrams to illustrate the intercept stop procedures
*** Change #1 ***
6.1.3
Process Flow for Architectural Approach of baseline
The Figure 6.1.3.1 shows the steps to illustrate the process flow as per solution #1 architecture.  
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Figure 6.1.3.1: Process Flow of S8HR LI Architecture Approach of baseline
1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF. 

2.
LPCF instructs the S-GW/BBIFF to deliver the packets of all IMS Signalling Bearers established for S8HR APNs to the LMISF. Here, the LPCF may supply the S8HR APNs to the S-GW/BBIFF.

3.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to target or not. It simply delivers all packets. 

4.
The LMISF looks for the SIP message within those packets and examines the SIP headers that carry the calling party identity called party identity to verify whether any of those match with the target Identity stored locally. If the SIP message corresponds to a target, then LMISF delivers the SIP message to the DF2. 

5.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [4].   

6.
The LMISF then informs the LPCF about the identity of the IMS Signalling Bearer that is being intercepted. 

7.
LPCF instructs the S-GW/BBIFF to deliver the packets of the Media Bearer linked to that IMS Signalling Bearer to DF3. 

8.
S-GW/BBIFF delivers the Media packets to the DF3. S-GW/BBIFF knows that the Media packets are related to an IMS Signalling Bearer, but does not know which Media packet is related to which IMS session in the event target is involved in multiple sessions. 

9.
DF3 generates and delivers the CC as per TS 33.108 [4] to the LEMF.  

The Figure 6.1.3.2 below illustrates the above steps in a flow diagram format.

. 
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Figure 6.1.3.2: Flow diagram illustrating the process steps (architectural approach of solution #1)

In order to correlate the CC with IRI, LMISF may have to supply the Correlation Number to the S-GW/BBIFF (through the LPCF) and S-GW/BBIFF include that Correlation Number while delivering the media packets to the DF3. When a target is involved in multiple IMS sessions, this approach may be used if the LI requirement is to use the same Correlation Number for all IMS sessions and the associated media packets. Otherwise, either the S-GW/BBIFF will have to analyse the media packets or the enhanced architecture (solution #2) as shown in clause 6.2 will have to be used to have a correct correlation of CC with the IRI.  If the former approach is used, then LMISF may have to send the media information to the S-GW/BBIFF (via LPCF) and this may involve sending of multiple events. 
The figure 6.1.3.3 shows the steps when an intercept is deactivated during a VoIP session. 
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Figure 6.1.3.3 Flow diagram illustrating the process steps during intercept stop procedures during a VoIP call. 

*** Change #2 ***
6.2.4
Process Flow for Enhanced Architectural Approach
The Figure 6.2.4.1 shows the steps to illustrate the process flow as per enhanced architectural approach: 
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Figure 6.2.4.1: Process Flow of S8HR LI enhanced Architecture Approach

1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF. 

2.
LPCF instructs the S-GW/BBIFF to deliver the packets of all IMS Signalling Bearers established for S8HR APNs (Access Point Names) to the LMISF. Here, the LPCF may supply the S8HR APNs to the S-GW/BBIFF 

3.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to target or not. It simply delivers all packets. 

4.
The LMISF looks for the SIP message within those packets and examines the SIP headers that carry the calling party identity called party identity to verify whether any of those match with the Intercept Subject Identity stored locally. If the SIP message corresponds to target, then LMISF delivers the SIP message to the DF2. 

5.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [4].   

6.
The LMISF then informs the LPCF about the identity of the IMS Signalling Bearer that is being intercepted. 

7.
LPCF instructs the S-GW/BBIFF to deliver the packets of the Media Bearers linked to that IMS Signalling Bearer to LMISF. 

8.
S_GW/BBIFF delivers the Media packets to the LMISF. S-GW/BBIFF knows that the Media packets are related to an IMS Signalling Bearer, but does not know which Media packet related to which IMS session in the event target is involved in multiple sessions. In this approach, S-GW/BBIFF need not know that association. 

9.
LMISF looks at the Media packets that it receives and examines the IP address and the port number associated with the RTP stream. Then, LMISF will determine the associated IMS session comparing the IP address/port number of the RTP stream with the similar information from the IMS session. LMISF delivers the Media packets to DF3 along with the Correlation Number it has used while delivering the SIP messages to DF2. 

10.
DF3 generates and delivers the CC as per TS 33.108 [4] to the LEMF.  

The Figure 6.2.4.2 below illustrates the above steps in a flow diagram format.


[image: image5.emf]S-GW/BBIFF LPCF LMISF DF2 DF3 LEMF ADMF

X1_1: Activate 

Interception

[Tel URI/SIP URI/IMEI 

as Target]

Target Id  

Stored

S8HR APNs

Packets (IMS 

Signalling Bearer 

(S8HR APN))

Examine the SIP 

message from the 

packets

SIP Message Î 

Target?

No 

action

YES

NO

X2: {SIP Message} 

with Correlation 

Number

 HI2: {SIP Message} with 

the Correlation Number

Active Intercept 

(Identity of the 

intercepted IMS 

Signalling 

Bearer)

Deliver packets of 

Media Bearer 

related to the 

identified 

intercepted IMS 

Signalling Bearer 

to LMISF    

Packets (Media  Bearer 

(related to the 

intercepted IMS 

Signalling Bearer)

X3: {Media Packets}

with the Correlation 

Number

HI3: {Media Packets}

with the Correlation 

Number

Deliver packets of 

IMS Signalling 

Bearer related to 

S8HR APNs to 

LMISF

Remember the 

intercepted IMS 

Signalling 

Bearer

Correlate the 

CC with IRI

Correlated


Figure 6.2.4.2: Flow diagram illustrating the process steps per enhanced Architectural Approach

The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling packets.   
The figure 6.2.4.3 shows the steps when an intercept is deactivated during a VoIP session. 
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Figure 6.2.4.3 Flow diagram illustrating the process steps during intercept stop procedures during a VoIP call. 

In this flow,  since both IMS signalling packets and the media packets are delivered to the LMISF, the LMISF will stop generation of IRI and CC immediately after it detects that the interception is deactivated. 
*** End of all changes ***
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