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Discussion
The current version of the 33.827 does not fully address or provide necessary level of detail as to how Retained Data requirements can be met. This contribution improves the Key Issue 9 text in section 5.9, in line with regulatory requirements and provides solution detail for section 6.

***************************Start of first change***************************************************
[bookmark: _Toc442729309][bookmark: _Toc450171194][bookmark: _Toc457262309][bookmark: _Toc457276591]5.9	Key issue #9 – Retained data
[bookmark: _Toc442729310][bookmark: _Toc450171195][bookmark: _Toc457262310][bookmark: _Toc457276592]5.9.1	Description
Regulatory requirements in the country of the VPLMN may require that the VPLMN operator to retain data.
[bookmark: _GoBack]Furthermore, regulatory requirements in the country of the VPLMN may require that the VPLMN operator can generate the retained data without recourse to the HPLMN. In this case, the HPLMN cannot be relied upon to forward information for Retained Data purposes to the VPLMN.  
Retained Data means that the VPLMN operator needs to have the capability to record data that is related to the communication traffic (e.g., location/date/time/duration information, calling and called party identities, etc.) via  VPLMN network nodes, without any reliance on the HPLMN to forward SIP events or call records.
The visited network may be required to store communications metadata for all users. 
NOTE:	This is not in scope forWhile Retained Data is not currently in scope of TSs 33.107 /108, Retained Data sets similar mandatory regulatory on the VPLMN as for LI, in those countries where it is required.  
[bookmark: _Toc442729312][bookmark: _Toc450171197][bookmark: _Toc457262312][bookmark: _Toc457276594]5.9.3	Stage 3 requirements 
No stage 3 requirementsThe VPLMN needs to be able to provide event records containing required information to a Retained Data system, which is external to the network nodes responsible for collection of the information (e.g. LMISF). The node generating the event records is not responsible for retention of those records (except for any short term caching prior to transfer to the Retained Data system).
NOTE:	The both the interface from the VPLMN signalling extraction node to Retained Data system and the format of any event records is out of scope of the present document.
******************************************NEXT CHANGE **********************************************
[bookmark: _Toc450171218][bookmark: _Toc457262361][bookmark: _Toc457276652]6.X	Solution #4 Retained Data Solution supporting ETSI and VPLMN control requirements
[bookmark: _Toc326248710][bookmark: _Toc421821984][bookmark: _Toc442729326][bookmark: _Toc450171219][bookmark: _Toc457262362][bookmark: _Toc457276653]6.X.1	Description
6.X.1.1	Networks supporting VPLMN S8HR LI
This solution fully addresses Key Issue#9 for deployment scenarios where the VPLMN has implemented S8HR LI solutions in clauses 6.1 or 6.2.
LMISF
Retained Data System
X_RD



Figure 6.x.1.1 Simplified Retained Data Architecture
Assuming that all SIP signalling for all inbound S8HR VoLTE users is provided to the LMISF by the BBIFF, then the LMISF has all the basic information required to generate event records for Retained Data purposes.
Figure 6.x.1.1 represents a simplified representation of Retained Data Architecture. The LMISF provides Retained Data Events to the Retained Data System via the X_RD interface. Both the Retained Data System and X_RD are out of scope of the present document.
For all UEs, for each S8HR communication, the LMISF needs to be able to generate an event record associated with the start and end of the communication. In addition where required by national regulations, additional event records may need to be created as a result of modification or changes during the communication. The LMISF can either generate specific records for Retained Data purposes or re-use the X2 event records format used for LI purposes on a separate interface X_RD.  
The Retained Data System is generally responsible managing which specific data elements (e.g. Calling Party ID, Called Party ID and Location information) present in the event records generated by the LMISF for Retained Data purposes, are required and is responsible for discarding any excess information. Where a national regulation requires the LMISF to minimise data present in event records prior to passing to the Retained Data system, that filtering is out of scope 3GPP. Similarly the Retained Data System is responsible for any correlation between S8HR event records and VPLMN access service records. The Retained Data system should have sufficient information to achieve correlation based on the timestamps, IP addresses and media bearer IDs available in the SIP signalling and access level records at the S-GW.

6.X.1.2 Networks not supporting VPLMN S8HR LI
Where a network is not required to provide VPLMN S8HR LI based on solutions in clause 6.1 or 6.2 (e.g. no LI regulatory requirement), the LMISF will not be present and therefore cannot provide DR functionality in clause 6.X.1.1. In this scenario there are three possible solutions;
a) The solutions in clause 6.1 or 6.2 are implemented solely to support Retained Data requirements. In this scenario X2 / HI2 and CC triggering functionality would not be applicable as they are not required for Retained Data purposes.
b) Implement a proprietary Retained Data event record generation capability.
c) If the LMISF is not available and (b) is impractical, then the VPLMN would need to rely on the HPLMN to forward call records for all subscribers.
For (b) to be possible the HPLMN and VPLMN would have to agree to disable confidentiality protection as per the VPLMN S8HR LI requirements to allow access to the SIP. However the proprietary functionality required to provide Retained Data for S8HR in the VPLMN would result in functions nearly identical to the S-GW/BBIFF and LMISF.

[bookmark: _Toc326248711][bookmark: _Toc421821985][bookmark: _Toc442729327][bookmark: _Toc450171220][bookmark: _Toc457262363][bookmark: _Toc457276654]6.X.2	Impacts on existing nodes, interfaces and functionality
In the case of the basic solution described in 6.X.1.1, there are no standardisation impacts on existing 3GPP nodes or interfaces beyond those required by S8HR LI solutions in clauses 6.1 or 6.2.

[bookmark: _Toc326248712][bookmark: _Toc421821986][bookmark: _Toc442729328][bookmark: _Toc450171221][bookmark: _Toc457262364][bookmark: _Toc457276655]6.X.3	Solution evaluation
The solution in 6.X.1.1 requires that the VPLMN has implemented the LMISF, S-GW/BBIFF and LPCF due to LI obligations. Where a CSP is obligated to comply with Retained Data obligations only, the LI solutions in clauses 6.1 & 6.2 would not generally be available, unless implemented in a cut down form specifically for Retained Data purposes.
NOTE: Implementing the LMISF, S-GW/BBIFF and LPCF in a reduced form purely for Retained Data purposes is out of scope of the present document.  
6.X.1.2 option (c) does not allow the VPLMN to fulfil regulatory retained data obligations without reliance on the HPLMN to provide complete and accurate records. Therefore solution 6.x.1.2 (c) while technically implementable would not on its own meet regulatory requirements for national security or evidentially.

***********************End of last change *************************************************


