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Abstract of the contribution: The version 0.3.0, the architectural solution which was in clause 5 in version 0.2.0 has been moved to clause 6. With this move, some of the Key Issues described in clause 5 that were written based off of the architectural solution in clause 6 appear to be out of space. An updated version of 0.3.0 appears to correct this problem, but not in its entirety. Additional reshuffling will be required. This pCR works on clause 5.   

**** Change #1 ****
5.3
Key issue #3 – LI targeted S8 GTP selection criteria
5.3.1
Description

When S8HR is deployed, the VPLMN only has direct visibility to GTP tunnels, not the content of the tunnels.  The VPLMN in effect merely is a router of GTP tunnel packets.  So in order to extract the target’s VoLTE signalling and media traffic for a lawful interception by the VPLMN when S8HR is deployed, the VPLMN needs to identify and select which GTP tunnels actually carry IMS traffic and potentially extract the IMS packet data from the GTP tunnels. IMS signalling and media is carried over separate GTP tunnels. Furthermore, the VPLMN needs to be aware of which GTP tunnels carry traffic associated to the targeted IMS ID.
5.3.2
Architectural requirements
1.
VoLTE GTP tunnels for all inbound roamers in a VPLMN when S8HR is deployed and used for IMS signalling needs to be identifiable and retrievable separately from all other GTP tunnels used by these inbound roamers.

2.
VoLTE GTP tunnels for all inbound roamers targeted for LI service with delivery of content when S8HR is deployed and used for IMS media needs to be identifiable and retrievable separately from all other GTP tunnels used by these inbound roamers.

3. This Key Issue assumes that an LI solution for S8HR approach is based on extracting the packets from IMS Signalling Bearers and Media Bearers. 
5.3.3
Stage 3 requirements 
1.
S8HR VoLTE GTP tunnels shall be detectable by their APN name and by their QCI.
**** Change #2 **** 
5.5
Key issue #5 – Intra-access handover or anchor change impact
5.5.1
Description

There are two types of intra-access handovers that may impact LI:

1.
SGW relocation: SGW relocation may happen any time the visited network deems necessary. It is necessary to ensure that the LI system is able to follow SGW relocations for targeted IMS sessions and for IMS registrations.






2.
MME relocation: MME relocation may happen any time the visited network deems necessary. It is necessary to ensure that the LI system is able to follow MME relocations for targeted IMS sessions and for IMS registrations.

5.5.2
Architectural requirements 
The S-GW relocation procedure, controlled by the MME, will need to be enhanced. 

· 
· 
· .



· 
5.5.3
Stage 3 requirements 

· GTPv2 (Create Session Request/Response) will need to be enhanced. 
· Editor’s Note: This requirement impacts the GTPv2 protocol and needs to be addressed by CT4..


· 
5.5.4
Solution approaches
When S-GW relocation occurs, the information about the IMS signalling interception points may have to be transferred from old S-GW to the new S-GW. 
**** Change #3 **** 
5.8
Key issue #8 – Detecting implicit IMS registrations
5.8.1
Description

Several identities may be registered with one registration event by implicit registrations.
5.8.2
Architectural requirements 
All public identities registered for a UE shall be available at the VPLMN.
5.8.3
Stage 3 requirements 
According to 24.229 [2], subclause 5.4.1.2.2.F, the registered distinct public user identity and its associated set of implicitly registered public user identities is sent to UE from S-CSCF in the "200 (OK)" message. Thus, this information is available in the VPLMN.
5.8.4
Solution approaches
The VPLMN shall track both IMS registration requests as well as the registration responses, in order to be able to make sure all implicitly registered IMS user identities are tracked.

**** Change #4 **** 
5.9
Key issue #9 – Retained data
5.9.1
Description

Regulatory requirements in the country of the VPLMN may require that the VPLMN operator to retain data.  

Retained Data means that the VPLMN operator needs to have the capability to record data that is related to the communication traffic (e.g, location/date/time/duration information, calling and called party identities, etc) via  VPLMN network nodes.

The visited network may be required to store communications metadata for all users. 

NOTE:
This is not in scope for 33.107 /108

5.9.2
Architectural requirements 
All SIP signalling shall be available at the VPLMN.
5.9.3
Stage 3 requirements 
No stage 3 requirements
5.9.4
Solution approaches
With accessibility to all SIP signalling,, the VPLMN will have  all relevant data and can produce the retained data records.

**** Change #5 **** 
5.10
Key issue #10 – Prevention of unwanted use of confidentiality mechanisms
5.10.1
Description

For VoLTE S8HR Roaming use cases, and to comply with some National Obligations, the signalling and media flows of roamer-in must be unencrypted to allow Lawful Interception and Retained Data operations take place in an effective manner. To enforce this, a means under control of the VPLMN must be defined to prevent the Roamer-In to use confidentiality mechanisms (signalling and media) which would result in a VPLMN being out of legal compliance.

5.10.2
Architectural requirements 
VPLMN shall be aware of all traffic on IMS signalling bearers related to inbound roamers and  shall be to able enforce possible operator's policies, such as tearing down of bearers.  
5.10.3
Stage 3 requirements 
IMS signalling needs to remain limited to SIP.



**** Change #6 **** 
5.13
Key issue #13 – Start of interception with ongoing VoLTE call
5.13.1
Description

There may be a requirement for the Operator to allow start of interception for an already established VoLTE call in case the warrant is activated while the target has an ongoing VoLTE call.

5.13.2
Architectural requirements 

Some information from IMS signaling shall be stored in the VPLMN for possible later use in case a VoLTE inbound roamer becomes a target during an ongoing call.
5.13.3
Stage 3 requirements 

No stage 3 requirements



 
**** Change #7 **** 
5.14
Key issue #14 – Correlation of CC with IRI
5.14.1
Description

A VoLTE inbound roamer may be involved in multiple IMS sessions at the same time (e.g., hold). The IRI messages extracted from the IMS Signalling Bearer packets may be associated with any of those IMS sessions. The RTP media packets extracted from the Media Bearer may be associated with any of those IMS sessions. The CC of one IMS session will have to be correlated with the IRI of the same IMS session. The Figure X1 below illustrates the case: 
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Figure 5.14.1.1: VoLTE UE with two IMS sessions

In Figure 5.14.1.1, a VoLTE UE of an inbound roamer is involved in two IMS sessions referred to as IMS Session 1 and IMS Session 2. The IMS signalling packets for both of those IMS sessions flow through the IMS Signalling Bearer. The Media packets of both of those IMS sessions flow through the Media Bearer. For a particular service (e.g., voice), it is assumed that the media characteristics are the same (e.g., QCI = 1) and hence, the Media packets flow through the same Media Bearer (as shown). 

5.14.2
Architectural requirements 

1,
It shall be possible to determine the IMS session to which the SIP messages extracted from the IMS signalling packets corresponds to. 

2.
In the same way, it shall be possible to determine the IMS session to which the media packets extracted from the media bearer correspond to. 

3.
It shall be possible to correlate the CC of an IMS session with the IRI of the same IMS session. 

4.
It shall be possible to deliver the IRI and CC using the HI2 and HI3 defined in TS 33.108 [Ref 4].
5.14.3
Stage 3 requirements 

TS 33.108 [4] defines IMS_VoIP_Correlation to support the correlation of IRI and CC. The S8HR VoLTE IRI messages and VoLTE CC shall be correlated using the IMS_VoIP_Correlation.   

5.14.4
Solution approaches
When the target is involved in multiple IMS sessions, the solution should have a logic that is able to associate the SIP messages with the particular session.  For example, each IMS session can be identified using the Call Identity header present within the SIP messages. The SIP messages that have the same Call Identity value will be treated as the SIP messages of a particular IMS session and hence, will have the same Correlation value.  

When an IMS session is established, the media information is exchanged between the two end points of the media stream (e.g., Target’s UE and IMS-AGW in HPLMN) through the SDP offer and answer process. The media packets (i.e., RTP streams) exchanged between the two end points of the media stream will also have the same media information.  

One method that can be used to establish the correlation between the IRI messages of an IMS session and the CC associated with that IMS session can be to compare the media information exchanged in the SDP offer and answer and the media information present in the media packets. Once the correlation is determined, the IRI messages and the CC can be made to use the same Correlation Number. 

The GTP-U tunnels (used for IMS Signalling Bearer and Media Bearer) are expected to use the same IP address and port numbers but have two different tunnel identifiers. For the S-GW, the information above the GTP layer is just a pay-load. No processing is done on that information within the S-GW.  Therefore, the solution that has to associate the media packets with the IMS session should have access to all information to that payload (i.e., above the GTP-U layer) of both IMS Signalling Bearer and Media Bearer.  

**** End of all changes **** 
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