SA WG3LI Meeting #62BIS	S3i160440
30th-31st August 2016, ETSI, Sophia Antipolis, France	
Source:	NTT DOCOMO
Title:	P-CR on detection of encryption
Document for:	Approval 
Agenda Item:	
Work Item / Release:	FS_LIV8/Rel- 14

Discussion
Section 4 of the draft TR 33.827 contains the following editor's notes on encryption: 
Editor's Note: There needs to be text added illustrating some operator policy options available for detection of unwanted encryption and unsupported media.  There may also need some examination of the applicable TFT rules and whether there are any TFT rule gaps.
Editor's Note: There needs to be a description of detecting and reporting the media plane encryption level (e.g. only only integrity protection).
There are two levels of encryption possible within the IMS framework: signalling and media. 
Signalling plane encryption is negotiated in an IKE exchange and can be detected by analysing the IKE exchange for proposed confidentiality algorithms.
Media plane encryption is negotiated in the SDP exchange and can be detected by looking for the information elements proposing confidentiality protection.
Both, signalling session end points and media plane endpoints are characterized by 4-tupels of source port and IP-address, and destination port and IP-address. The same 4-tupel is described to define service data flows, which is the base of TFT rules. 
Proposal
[bookmark: _GoBack]It is proposed to delete the editor's notes as shown in the following pCR and include possibilities for operator policy options. There are no solutions proposed as the detection option is implementation specific and doesn't require standardization.

[bookmark: _Toc442729318][bookmark: _Toc450171203][bookmark: _Toc457262318][bookmark: _Toc457276600]************************** START OF CHANGES *****************************  
[bookmark: _Toc442729262][bookmark: _Toc450171138][bookmark: _Toc457262245][bookmark: _Toc457276527]4	Assumptions, architecture requirements and protocol requirements
Editor's Note: The issue of proper GPT-U tunnel selection needs to be described.  E.g. APN, FQDN for GTP-U far end point, etc.
Editor's Note:  The issue of extracting specific RTP media flows out of a GTP-U tunnel needs to be described – tunnel de-multiplexing.
Editor's Note: There needs to be an issue added describing content (codec) reporting.
Editor's Note: There needs to be text added illustrating some operator policy options available for detection of unwanted encryption and unsupported media.  There may also need some examination of the applicable TFT rules and whether there are any TFT rule gaps.
Editor's Note: There needs to be a description of detecting and reporting the media plane encryption level (e.g. only only integrity protection).
Editor's Note: There needs to be some text explaining BBIFF impact on S-GW when integrated into the S-GW.
Editor’s Note: A statement or assumption is needed on whether compression of SIP signalling messages (SIGCOMP, as defined in TS 24.229 clause 8.1) can be supported with S8HR approach.

****************************** NEXT CHANGE *********************************  
5.10.4	Solution approaches
LMISF receives a copy of all traffic the IMS signalling bearers belonging to all inbound roamers. Security of IMS signalling relies on IPsec, with an IKE key exchange, which is performed over the IMS signalling bearer. The algorithm negotiation is available to the LMISF, thus the LMISF can detect whether an algorithm with confidentiality protection has been selected. LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by BBIFF. Possible VPLMN policies may be termination of offending SDF or reporting of the policy violation to authorities or OAM. 
If the LMISF detects non-SIP traffic on the signalling bearer, this may be due to non-standardencryption of the SIP signalling traffic. or the IMS signalling bearer being used for non-standard traffic. As this may be considered a billing problem in the VPLMN, there may already be PCRF rules to prevent this kind of traffic. Thus, it is a configuration option in the visited network whether LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by BBIFF. Possible VPLMN policies may be termination of offending SDF or reporting of the policy violation to authorities or OAM.LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by S-GW/BBIFF. 
LMISF is also aware of SIP IEs used for setting up media plane security, i.e. a crypto element in the SDP offer, cf. TS33.328[8xx]. If the LMISF detects such IEs proposing confidentiality protection, LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by S-GW/BBIFF. Possible VPLMN policies may be termination of offending SDF or reporting of the policy violation to authorities or OAM.

************************** END OF CHANGES *****************************  
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