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***************************Start of first change***************************************************
[bookmark: _Toc442729297][bookmark: _Toc450171179][bookmark: _Toc457262293][bookmark: _Toc457276575]5.6	Key issue #6 – Detecting targeted signalling unknown or unrecognized by the VPLMN
[bookmark: _Toc442729298][bookmark: _Toc450171180][bookmark: _Toc457262294][bookmark: _Toc457276576]5.6.1	Description
In addition toA VPLMN's IMS infrastructure is able to recognize and process a particular set of  SIP signalling and signalling elements. By extension, it is assumed that the VPLMN is able to report these SIP signalling and signalling elements to LEAs.  "understood" by the VPLMN With S8HR, Tthere is the possibility SIP/IMS signalling and signalling elements transiting the VPLMN between the UE and HPLMN which is not supported by the VPLMN's IMS/SIP infrastructure.  Examples of these signalling and signalling elements can include:
-	Proprietary extensions to IMS/SIP methods
-	Proprietary information elements in standardized IMS/SIP methods
-	Standardized IMS/SIP methods or headers supported by the HPLMN and UE but not yet supported or recognized by the VPLMN
-	Unrecognized or unknown SIP methods, syntax, semantics or methods usage.
AThe applicable IMS and SIP related standards may define the certain protocol conditions are that are to be treated errors and prevent further normal SIP processing.  AThe applicable IMS and SIP standards may also define the protocol conditions that are to be ignored if unknown or unrecognized elements are encountered and passed unmodified to the next IMS/SIP hop. Deliberate use of these later conditionsIMS and SIP related protocol aspects supported in HPLMN and UEs but not in a VPLMN in implementations is dependent on the following conditions;
-	The UE is able to determine the roaming arrangement (LBO or S8HR) deployed in between the VPLMN and HPLMN and act accordingly or.
-	VPLMNs pass any unknown or unrecognized IMS/SIP signalling elements which are not error conditions to the HPLMN unmodified (LBO deployment).
The VPLMN LI service may need to take these conditions into account by detecting unknown or unrecognized SIP signalling elements as well as potentially taking action when detected. It is expected that operator policy will determine the action to take when one of these conditions is encountered in an S8HR deployment. This can include, but not limited to:
· Reporting the unknown or unrecognized SIP signalling elements to the LEA for analysis.
· Terminating or redirecting the roaming service according to terms of the roaming agreement, if any.
· Logging the unknown or unrecognized SIP signalling elements for further offline analysis and follow-up.
It is assumed that these conditions could be more likely encountered in S8HR arrangements than in LBO arrangements since for LBO there are active IMS network elements in the VPLMN participating in and processing the IMS signalling flows whereas for S8HR there are no IMS network elements in the VPLMN participating in or processing the IMS signalling flows.
Subclause 5.10 deals specifically with SIP information elements used for negotiating encryption. 
[bookmark: _Toc442729299][bookmark: _Toc450171181][bookmark: _Toc457262295][bookmark: _Toc457276577]5.6.2	Architectural requirements 
Any solution needs to provide for VPLMN operator policies to:
-	Specify what constitutes unknown or unrecognized IMS/SIP protocol aspects from an LI service reporting perspective which otherwise would not cause a protocol processing exception.
-	Specify what actions to take when an unknown or unrecognized IMS/SIP protocol aspect is detected.  Possible actions include but not limited to: terminating the IMS bearers; reporting the SIP/IMS protocol aspect to the LEA as an unknown element; logging the element for further offline follow up.
[bookmark: _Toc442729300][bookmark: _Toc450171182][bookmark: _Toc457262296][bookmark: _Toc457276578]5.6.3	Stage 3 requirements 
No specific stage 3 requirement is expected.

***********************End of first change/start of second change***************************************************
6.1.5.6	Approach to key issue #6 - Detecting targeted signalling unknown or unrecognized by the VPLMN
The following summarizes the key steps of this approach:
1.	The LMISF provides the VPLMN operator policy function for detecting unknown or unrecognized IMS/SIP protocol aspects not otherwise given IMS/SIP error treatment for any policy action which alter, log or terminate the voice service by the VPLMN..
2.	The LMISF initiates the action specified by operator policy when an unknown or unrecognized IMS/SIP protocol aspect is detected and not otherwise given an IMS/SIP error treatment.  This can include but not limited to OAM&P element interaction for offline actions, reporting the elements to the LEA and/or initiate PCC controls to terminate any IMS sessions for the user.
3.	For any operator policy of reporting unknown or unrecognized IMS/SIP protocol aspects to the LEA, the DF2 is responsible for this reporting.
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