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Discussion
 This contribution provides conclusions for the Retained Data aspects (Key Issue 9) for S8HR.

***************************Start of first change***************************************************
7.X Retained Data Evaluation
7.X.1	Solution 6.X
Based on Key Issue#9 in clause 5.9, and Retained Data solution in clause 6.X, S8HR can address basic Retained Data regulatory requirements in the VPLMN providing the S8HR VPLMN LI capabilities have been deployed. 
Where the S8HR VPLMN LI capabilities are not available then the VPLMN would need to implement equivalent proprietary capabilities although this would rely on SIP confidentiality protection being switch off as for LI requirements.
However, the ability to comply with Retained Data regulations is limited to that information which can be obtained by the LMISF from SIP messages passing through the S-GW. Since this will only include messages between the UE and P-CSCF, not all information will be available compared to a non-roaming HPLMN single network usage scenario. Through combination with access level information in the VPLMN, the VPLMN should be able to comply with national Retained Data Regulations.
7.X.2	Solution 6.3
The potential solution 3 in clause 6.3 has a number of major drawbacks compared to the approach in 6.X. Solution 3 does not meet the requirement that the VPLMN is in absolute control of Retained Data without reliance on the HPLMN, 
Solution 3 requires the HPLMN to send all SIP messages back to the VPLMN. To do this requires upgrading all of the nodes in the VPLMN and HPLMN which are required to handle this traffic. Furthermore, it has to be assumed that the UE to P-CSCF signalling is protected by IMS confidentiality protection in this scenario. Forwarding the SIP messages back to the S-GW in the VPLMN would have significant security implications and may cause a significant risk to User Privacy. The proposed signalling routing has not been evaluated by 3GPP SA3 for transferring such information securely and breaks the IMS domain independence model. It is also unclear how this would work with Network Slicing or CUPS scenarios being discussed in SA2.
Solution 3 would also require significant additional work in CT groups to ensure that this solution would work reliably in transnational, multi-vendor, multi-operator deployment scenarios.
Solution 6.3 assumes that the S-GW / BBIFF or LMISF would store all SIP messages potentially for 2+ years. Storing the raw SIP would result in significantly more information being stored than is allowed by most national regulations and does not address correlation for Retained Data purposes between S8HR and VPLMN / access layer services. Additionally the storage of such data at the S-GW / LMISF would have significant security and functionality impacts on existing deployments.
**************************************Next Change************************************
8.X Retained Data Conclusions
Based on re-use of the basic S8HR VPLMN LI solutions identified in the present document, S8HR can adequately address Retained Data Requirements. However, GSMA needs to ensure that Roaming Agreements specifically address Retained Data support in an equivalent way to Lawful Interception (eg ensuring Confidentiality of VoLTE SIP messages is disabled).


***********************End of last change *************************************************


