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Discussion

A draft CR is proposed on stage 1 (TS 33.106) to this SA3LI meeting, in order to prepare stage 2 and 3 of such LEAs need, or extension of the concept on Packet Data Multimedia Service / GSN Packet Data services domains, based on public external IP address, some points are proposed:
On stage 2 –TS 33.107- architecture choice

Do we need choice of architecture in the number of 3GPP functions that should have a point of interception? Or is it better to get only one solution, that fulfil LEAs needs with a limited number of ICEs?

There are two main architecture solutions: either the point of interception is near user who is communicating with a non-local number, either it is at the edge, in the node that handles interconnection with external network.
· If we look to minimize the number of point of interception for CS and IMS domain, and avoid issue of private identifier in IMS core, that may be used instead of the non-local number, only node that handle interconnection (signalling/media) to external networks (3GPP TS 23.228) of a 3GPP network, ie transit 3G MSC (GMSC/IWMSC ?), ie MGCF/IM-MGW for CS domain, IBCF/TrGW and IP-SM GW (IP-Short-Message-Gateway, see 3GPP TR 23.824) for IMS domain. As It isn’t studied yet, there is possibility that communication external to an AS and HSS (IMS domain) may involve signalling communication with external networks based on non-local number (to be confirmed). It is recommended in that type of solution that interception is made at the egress (outbound calls) /ingress point (inbound call) of the ICE, in order more information on the type and nature of the external networks that is handle the communication of the target.
· If we look to get extra information (location, access network…), that are not on the target but the user(s) that are communicating with the target may be interesting to make interception at the “non-target” MSC/ S-CSCF or AS level. The main drawbacks are the increase of ICEs that will handle targets list, the interception invocation and the lack of guarantee that all communications will be intercepted, especially if the call is transferred by the local 3GPP network.
On stage 3 – TS 33.108- ASN.1 definition 

As the ASN.1 definitions if annex B, do cover MSISDN ( ASN1:msISDN) but also E164 number (ASN.1: e164-Format) as party (that could be the target), it seems that no specific clause or ASN.1 definitions are needed to cover the interception of non-local number. The interface between DF/MF and LEMF don’t need to be modified with extra fields or level 3 descriptions. 

SA3LI may have to confirm that analysis.

Lawful interception of Non local public IP address.

As non-local number interception may be at this SA3LI accepted at a stage 1 level, it may be interested to check if SA3LI is OK to work in the extension of non-local number to non-local public IP Address.

Due to proportionality needs, is it technically possible to reduce the level of communications with a target identifier not only on non-local IP address, in adding the port or range of port of information? 

Conclusion

For stage 2, as a CR on TS 33.107 may be needed, it is recommended only one solution based only node that handle interconnection (signalling/media) to external networks (3GPP TS 23.228) of a 3GPP network, ie transit 3G MSC (GMSC/IWMSC), ie MGCF/IM-MGW for CS domain, IBCF/TrGW and IP-SM GW (IP-Short-Message-Gateway, see 3GPP TR 23.824) for IMS domain.
For stage 3, it is suggested not make a CR on TS 33.108.

It is recommended to prepare a draft CR on TS 33.106 to extend the concept of non-local number as a target to an identifier as Non local public IP address and a range of port for packet domain, for TWLAN domain (as a sub part of the frozen I WLAN clauses) and for Evolved Packet System.
