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***** Second modification *****

5.1.2
General principles

A 3GPP network shall provide access to the intercepted Content of Communications (CC) and the Intercept Related Information (IRI) of the mobile target and services related to the target (e.g. Call Forwarding) on behalf of Law Enforcement Agencies (LEAs).

A target of a given 3GPP network can be a user subscribed to and operating in that 3GPP network, a user equipment operating in that 3GPP network (which is either the HPLMN or a VPLMN), or a user roaming from another 3GPP network or from any other network capable of using that 3GPP network. The intercepted CC and the IRI can only be delivered for activities on that given 3GPP network.
Interception may be performed in the network access (all or selected APNs) and/or by intercepting a specific service at the application layer (e.g. VoIP).

For interception, there needs to be a means of identifying the target, correspondent and initiator of the communication.  Target identities used for interception for each domain and service are target service and equipment associated with target use or any derived IDs from such elements, that are to be defined in TS 33.107 [9] and TS 33.108 [10]. Examples of these identities are IMSI, MSISDN, NAI, Tel URI, SIP URI, for the target service and IMEI, MAC for the equipment. 

When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements. See subclause 5.7 for additional requirements.

Encryption not provided or managed by the network, e.g. user provided end-to-end encryption, cannot be removed by the network. In the case that the Communication Service Provider (CSP) provides encryption keys to the subscriber or customer but does not provide the encryption itself, the CSP shall provide the keys to the LEA if required by national regulations.

When compression is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decompressed, or compressed with information to make decompression possible.

When encoding is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decoded, or encoded with capability (e.g., codec information) to make decoding possible.

Location Dependent Interception, (LDI) allows a 3GPP network to service multiple interception jurisdictions within its service area. Multiple law enforcement agencies with their own interception areas can be served by the 3GPP network. All the information or rules given for interception within a 3GPP network apply to interception within an Interception Area (IA) when LDI is invoked. A target may be marked in one or more different IAs within the same 3GPP network. Interception is neither required nor prohibited by this standard when LDI is active and the location of the target is unknown or unavailable.
National regulations may require the interception of all communication services originated from or forwarded by any subscriber in the serving network to a target identity that may or may not be belong to the serving network. In the same way, the national requirements may require the interception of all communication services terminated to or forwarded by any subscriber in the serving network originated from a target identity that may or may not belong to the serving network. This target identity when does not belong to the serving network is referred to as “non-local number” of the serving network.
In case of IMS VoIP Service, number is IM Public User Identity (IMPU) or any equivalent routable identity based on E164 such as Tel URI or SIP URI. For CS services, the target identity is an E164 number.

As some operators modify dynamically the calling number into a generic number, it is recommended to limit the number of simultaneous calls in case of interception of “Non Local” subscriber or user.
***** End of modification *****
