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************  CHANGE 1  **************

4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The intercept configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is shown in figure 1g.The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12. 

NOTE 0:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services  (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question. 

When location information of the target is delivered by an ICE, the MF may need to add the civic address associated with the access network point as known by the CSP. The method used to obtain the civic address will depend on the CSP implementation. (e.g., by accessing a remote database). National regulations define whether the civic address needs to be provided.

NOTE 1:
For instance in MBMS a BM-SC and especially content providing server might be operated by different commercial entity than UMTS network.
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1e: WLAN Interworking Intercept configuration
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Figure 1f: IMS Conferencing Intercept configuration
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Figure 1g: VoIP CC Intercept Configuration  

The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. 

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces. These interfaces are specifically defined for LI and are not related to other interfaces/reference points having the same name specified in other 3GPP specifications (such as e.g. X2 interface specified in the e-UTRAN architecture).

Interception at the Gateways is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of communications.

In figure 1a DF3 is responsible for two primary functions:

-
Call Control (Signalling) for the Content of Communication (CC); and

-
Bearer Transport for the CC.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b, 1e, 1f and 1g, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

In figures 1c and 1d the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

Figure 1g shows the CC interception configuration for VoIP. The trigger for the CC interception is provided by a SIP signalling node and identified within the figures as CC Interception Triggering Function.  

NOTE 2:
With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3:
For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b (see also clause 7.A.1). For CC interception of VoIP, see figure 1g.

NOTE 4:
If an operator is required to support "HI1 notification over HI2" [11], the X1_2 interface carries the information coming from the ADMF to the DF2/MF that will be conveyed to the LEMF.

************  CHANGE 2  **************

5.0
General

Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.
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Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:

-
interfaces with all the LEAs that may require interception in the intercepting network;

-
keeps the intercept activities of individual LEAs separate;

-
interfaces to the intercepting network.

Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.

For VoIP CC Interception, the CC Interception Triggering Function and the CC Intercept Function are treated as one 3G ICE from a Lawful Interception administration perspective.

The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI. 

NOTE 1:
Some communication content during a mobility procedure might not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI,  TEL URI, or IMEI. Other identities are not defined in this release. 

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].

NOTE 2:
The NAI might be a temporary ID, therefore the use of MSISDN or IMSI is recommended.

NOTE 3:
 Void 

NOTE 3A:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

The target identities for 3GPP HNB interception can be IMSI, MSISDN, IMEI, or ME Id.  

Use of the HNB ID or the CSG Identity as a target identity is FFS.

In the case of location dependent interception the following network/national options exist:

-
target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

-
target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);

-
location dependent interception is not applicable to CSCF.

NOTE 4:
Void

The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.

NOTE 5:
Void

It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.

Editors' note:
Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

************  CHANGE 3  **************

5.1.1
X1_1-interface

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:

-
target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URI, NAI) (see notes 4, 5, 6);

-
information whether the Content of Communication (CC) shall be provided (see note 1);

-
address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

-
address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

-
IA in the case of location dependent interception.

NOTE 1:
Void

As an option, the filtering whether intercept content of communications and/or intercept related information has to be provided can be part of the delivery functions. (Note that intercept content of communications options do not apply at the CSCF, HLR and AAA server). If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept content of communications and related information has to be provided" for the ICE. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.

NOTE 2:
Void

As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2 may be omitted.
NOTE 3:
Void

As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR and AAA server). In this case the address of DF3 may be omitted.

NOTE 4:
Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE 5:
Void

Interception at the CSCFs is based upon either SIP URI,  TEL URI or IMEI. SIP URI and TEL URI as target identities are not supported by the other ICEs. The related CC interception also shall use the SIP URI,  TEL URI or IMEI.

NOTE 6:
Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not applicable in those cases in these nodes.

NOTE 7:
Void

If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each target identity on which to intercept will need to be sent via separate activation messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAs request activation on the same identity and the ADMF determines that there is an existing activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the 3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent to the 3G ICEs.

In the case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.
************  CHANGE 4  **************

6.0
General

Figure 11 shows an extraction from the reference configuration in figure 1a which is relevant for the invocation of the lawful interception.
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Figure 11: Functional model for Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEMF and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of standardization in this document. The delivery functions are used:

-
to convert the information on the X2-interface to the corresponding information on the HI2-interface;

-
to convert the information on the X3-interface to the corresponding information on the HI3-interface;

-
to distribute the intercept related information to the relevant LEA(s) (based on IAs, if defined);

-
to distribute the intercept content of communications to the relevant LEA(s) (based on IAs, if defined).

For the delivery of the CC and IRI, the 3G MSC Server provides a correlation number and target identity to the DF2 and DF3 which is used to select the different LEAs to which the product shall be delivered.

NOTE:
Void

If interception has been activated for both parties of the call both CC and IRI shall be delivered for each party as separate intercept activity.

The Mc interface between the 3G MSC Server and MGW is used to establish intercept and deliver the bearer to DF3.

For Location Dependent Interception, the location dependency check occurs at the establishment of each call. Subsequent dependency checks for simultaneous calls are not required, but can be a national option.

If a target is marked using an IA in the 3G MSC Server, the 3G MSC Server shall perform a location dependency check at call set-up. Only if the target's location matches the IA then the call is intercepted.

If a target is marked using an IA in the DF2, the DF2 shall perform a location dependency check at reception of the first IRI for the call. Only if the target's location matches the IA for certain LEAs is IRI the relayed to these LEAs. All subsequent IRIs for the call are sent to the same LEAs.

If a target is marked using an IA in the DF3, the DF3 signalling function shall perform a location dependency check at reception of the CC. Only if the target's location matches the IA for certain LEAs is the CC relayed to these LEAs. 

National regulations may require the interception based in the HLR, using the DF2 with a delivery through the HI2 interface.

************  CHANGE 5  **************
6.1
Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection.
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The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE 1:
Void

For data calls it is necessary to provide means for fast call establishment towards the LEMF to help ensure that the beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (MSISDN, IMSI or IMEI, for DF3 internal use only);
-
the target location (if available) or the IAs in case of location dependent interception. 
-
correlation number (IRI <-> CC);

-
direction indication - (Signal from target or signal to target).

NOTE 2:
Void.

Additional information may be provided if required by national laws.

************  CHANGE 6  **************
6.3.5.5
Location Information request

This event will be used to report any location information of the target request activity from any interworking node, such as SMS Centre or IP-SM-GW or GMLC or from a GMSC (case of call transfer or ported number) that are not a part of HPLMN. Typical messages that have to trigger the transfer of information to DF2 are MAP-ANY-TIME-INTERROGATION (clause 8.11.1 of TS 29.009 [61]) or MAP-SEND-ROUTING-INFO (clause 10.1.2 of TS 29.009 [61]) or MAP-SEND-ROUTING-INFO-FOR-SM (clause 12.1 of TS 29.009 [61]), but only in roaming case.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:

	Observed MSISDN 

	Observed IMSI 


	Requesting network identifier (country identifier included)

	Requesting node type

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR id...)


NOTE: 
Void

In addition to the E 164 identity of a location requesting network node, i.e., MT SMS Target Node identity or SMSRouter, the presence of Diameter Name/Realm shall be provided (clause 12.1.4 of TS 29.002 [61]).

************  CHANGE 7  **************
7.0
General

Figure 18 shows the extract from the reference configuration which is relevant for the invocation of the Lawful Interception of the packet data GSN network.
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Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of this specification. The delivery functions are used:

-
to convert the information on the X2-interface to the corresponding information on the HI2 interface;

-
to distribute the intercept related information to the relevant LEA(s);

-
to distribute the intercept product to the relevant LEA(s).

For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered. When the SGSN connects an UE to a S-GW through the S4 interface ([10], see also note 3), the SGSN is not required to provide CC for that communication (see note 4).

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one PDP context.

The correlation number shall be generated by using existing parameters related to the PDP context. 

When the SGSN connects an UE to a S-GW through the S4 interface ([10], see also note 3), the SGSN is not required to provide IRIs for PDP contexts associated with CC and correlation for that communication (see note 4).

NOTE 1:
Void

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.

In case of location dependent interception:

-
for each target, the location dependency check occurs at each Packet Data session establishment or release and at each Routing Area (RA) update to determine permanently the relevant IAs (and deduce, the possible LEAs within these IAs);

-
concerning the IRI:

-
when an IA is left, either a Mobile Station Detach event is sent when changing servicing 3G GSNs, or an RA update event is sent;

-
RA update event is sent to DF2 when changing IAs inside the same servicing 3G SGSN;

-
when a new IA is entered a RA update event is sent to DF2 and, optionally, a "Start of interception with PDP context active" event for each PDP context;

-
concerning the CC, when crossing IAs, the CC is not sent anymore to the DF3 of the old IA but sent to the DF3 of the new IA.

Both in case of location dependent and location independent interception:

"Start of interception with PDP context active" event is sent by the new SGSN if an Inter-SGSN RA update procedure, which involves different PLMNs, takes place for a target, which has at least one active PDP context.

NOTE 2:
An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN" type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received by the SGSN as part of the procedure (see TS 23.060 [10], clause 6.9.1.2.2 and TS 23.003, clause 4.2).

Optionally, it is possible to send "Start of interception with PDP context active" for all cases of inter- SGSN RA update when at least one PDP context is active. 

NOTE 3: S4 is an intra-PLMN reference point between the SGSN and the S-GW.

NOTE 4: Void

When the SGSN connects an UE to a S-GW through the S4 interface, the S-GW shall provide IRI, CC and correlation for the EPS bearer associated to the PDP context, as specified in clause 12.
************  CHANGE 8  **************
7.3.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the 3G GSN or the HLR and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation; 

-
Start of interception with mobile station attached (national option);

-
Start of intercept with PDP context active;

-
PDP context modification;

-
PDP context deactivation;

-
RA update;

-
SMS;

-
Packet Data Header Information.

NOTE:
Void

3G GGSN interception is a national option. Location information may not be available in this case. If interception is performed at the 3G GGSN, then Packet Data Header Information reporting shall also be performed at the 3G GGSN and not at the 3G SGSN.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then both the SGSN and the GGSN shall perform the interception of intercept related information.

When the SGSN connects an UE to a S-GW through the S4 interface ([10]), the SGSN is not required to report events PDP context activation (successful), Start of intercept with PDP context active, PDP context modification, PDP context deactivation; the SGSN shall report unsuccessful PDP context activation event.

The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context modification;

-
PDP context deactivation;

-
Start of interception with PDP context active ,

-
Packet Data Header Information.

The following events are applicable to the HLR:

-
Serving System,

-
HLR subscriber record change; 

-
Cancel location; 

-
Register location; 

-
Location information request..

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from 3G GSN or HLR to DF2, perhaps via a MF in the case of Packet Data Header Information. Available IEs from this set of elements as shown below can be extended in the 3G GSN or HLR, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed IMEI

IMEI of the target,it shall be checked for each activation over the radio interface.

	Event type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Serving System, Packet Data Header Information, Cell and/or RA update, HLR subscriber record change, Cancel location, Register location, Location information request.

	Event date

Date of the event generation in the 3G GSN or the HLR.

	Event time

Time of the event generation in the 3G GSN or the HLR. Timestamp shall be generated relative to GSN or HLR internal clock.

	PDP address

The PDP address of the target . Note that this address might be dynamic. In case the PDP type is IPv4v6, the parameter may carry two IP addresses.

	Access Point Name

The APN of the access point. (Typically the GGSN of the other party).

	Location Information

Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN at the time of event record production. Country and network IDs can be considered as location information.

	Old Location Information

Location Information of the subscriber before Routing Area Update

	PDP Type

The used PDP type.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Failed attach reason

Reason for failed attach of the target.

	Failed context activation reason

Reason for failed context activation of the target .

	IAs

The observed Interception Areas.

	Initiator

The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS.

	SMS Initiator

SMS indicator whether the SMS is MO or MT.

	Deactivation / termination cause

The termination cause of the PDP context.

	QoS

This field indicates the Quality of Service associated with the PDP Context procedure.

	Serving System Address

Information about the serving system (e.g. serving SGSN number or serving SGSN address).

	NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [14], Annex F.

	ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in 3GPP TS 29.060 [37].

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Other update: 

Carrier specific information related to its implementation or subscription process on its HLR


************  CHANGE 9  **************
7.4.6
RA update

For each RA update an update-event with the elements about the new location is generated. New SGSN shall send the event, and the old SGSN may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new SGSN)

	Old Location Information (only for the old SGSN)

	IAs (if applicable)


NOTE:
Once target moves out of the interception area, an RAU event reported by the old SGSN may not be comprehensive since normally, the old SGSN does not receive the new SGSN's RAI, while the new SGSN does receive the old SGSN's RAI from UE with the RAU Request message.

************  CHANGE 10  **************
7A.2.3.2
HSS subscriber record change

This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.

Such events could be mainly triggered by Diameter messages such as:

-
Through Sh interface, Pull Resp in case of command of User-Data-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];

-
Through Sh interface, Update Resp in case of command of Profile-Update-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];

-
Through Sh interface, Subs-Notif Resp in case of command of Subscribe-Notifications-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];

-
Through Sh interface, Notif Resp in case of command of Push Notification-Answer from AS to HSS, see clause A.2 of TS 29.328 [63];

-
Through Cx interface, Update_Subscr_Data Resp in case of command that update the target profile from S-CSCF to HSS. The message may include the elements, such as old and new IMSI or MSISDN/TEL URI/SIP URI or IMEI: see clause A.2 of TS 29.228 [62];

-
Through Cx interface, Push-Profile-Answer This message is sent by the HSS to S-CSCF to update profile on S-CSCF if profile is changed by administrator at HSS: see clause A.2 of TS 29.228 [62];

-
Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[64].

The elements  of table 7A.2.3.2 will be delivered to DF2, if available.

Table 7A.2.3.2: Information Elements for Subscriber Record Change Event

	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	New Observed IMEI (if available)

	Old observed MSISDN 

	Old observed IMSI 

	Old observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.

	Other update: carrier specific.


NOTE: 
The change of IMEI can be detected by the HSS. Automatic Device Detection function clause 7.4 of TS 22.101[62], can cause the IMEI to be notified to HLR especially in case of update location service, clause 8.1.2 TS 29.002 [63].

************  CHANGE 11  **************
7A.3.0
General

-
All SIP messages to or from a target, and all SIP messages executed on behalf of a target for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the target, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the target, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI

-
Observed IMEI

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

NOTE: The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in 3GPP TS 24.229 [49]).

-
All IMS XCAP messages to or from a target for multi-media or supplementary services are intercepted by the AS, or the group of AS in charge to transmit, manipulate and store any IMS XCAP of that target. The data have to be transmitted either “en clair” or encrypted with all elements to let the LEMF decrypt the data. The generated IRI should be sent in any case to DF2. 

Editor’s note: The data related to XCAP management and the XCAP documents modification of the target, as supplementary services, or as the 3GPP or OMA presence services (3GPP TS 24 141, OMA Presence SIMPLE specification and IETF RFC 4827), have to be reported through the DF2. However, these are points for further studies: 1) other data (XCAP management and the XCAP documents modification by the target) to be transmitted but related to other multimedia services; 2) the case of XCAP messages that are based on different interfaces than Ut interface; 3) the specific architecture related to encrypted data; 4) Detailed XCAP events, related to authentication. 

-
An intercepted XCAP report sent to DF2 is shown below:

-
Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the XCAP payload (if available)

-
Observed XUI or any other identities (if available)

-
Event Time and Date

-
Network element identifier

-
XCAP Message (the entire elements of the HTTP Header and the XCAP payload),

The interpretation of XCAP messages, such as HTTP request through the Ut interface between the target’s UE and related XCAP server may sometimes be insufficient to let the LEA to understand what was modified as directed by the UE, therefore a later HTTP response is needed to understand the success or failure of the request.

Specific Diameter messages, to or from or related to a target, are intercepted by the HSS in charge of that target. The generated IRI should be sent in any case to DF2. Events and IRI are described below:

Such events are

-
Serving System;

-

When IMPU or IMPI is changed in a HSS subscriber record change ;

-
Registration termination 

-
Location information request.

Contents of such IRI report related to HSS sent to DF2, is shown below:

-
Observed SIP URI or Tel URI or IMSI;

-
Observed any other identities (if available);

-
Event Time and Date;

-
Network element identifiers;

-
Network Identifier (if available and only in case of roaming)

-
Target profile or data elements (if available).

************  CHANGE 12  **************
7A.3.1.0
General

Mid IMS Session interception functionality applies in addition to other IMS LI functional requirements as defined in section 7A. 

Where LI is activated on a target within a CSCF after an IMS session has already been established the CSCF shall do one of the following;

-
Where the CSCF has stored the media session information which occurred prior to the interception activiation, the CSCF shall provide a “start of interception with IMS session” event message, to the DF2/MF over the X2 interface, including the parameter and information listed in table 7A.3.1, if available.

-
Where the CSCF has not stored media session information which occurred prior to the interception activation, the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing target session. In this case, the event “start of interception with IMS session” is not applicable.

It is a national option whether the CSCF shall be mandated to store the necessary information to support reporting of session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only report SIP messages which occur after the interception is applied and the CSCF is able to identify as related to an ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to national and/or operator requirements.
Table 7A.3.1 Start of interception with established IMS session event

	Observed SIP URI

	Observed TEL URL

	Observed IMEI

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information


NOTE:
Void

The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.

************  CHANGE 13  **************
9.3.2
3GPP WLAN Interworking LI Events and Event Information

The following events are applicable to AAA Server:

-
I-WLAN Access Initiation;

-
I-WLAN re-authentication, 

-
I-WLAN Access Termination;

-
I-WLAN Tunnel Establishment;

-
I-WLAN Tunnel Disconnect;

-
Start of Intercept with I-WLAN Communication Active;

The following events are applicable to the PDG and WAG:

-
I-WLAN Tunnel Establishment;

-
I-WLAN Tunnel Disconnect;

-
Start of Intercept with I-WLAN Communication Active. 

-
Packet Data Header Information.

A set of possible elements as shown below is used to generate the events. Information associated with the events are transmitted from the PDG, WAG or AAA server to DF2.

NOTE:
Void

Some of these parameters apply to the PDG or WAG and some apply to the AAA server. Parameters sent from the PDG, WAG or AAA server is dependent on what is available at the network element. If interception is performed at the PDG, then Packet Data Header Information reporting shall also be performed at the PDG and not at the WAG.

Table 3: Information Events for WLAN Interworking Event Records

	Element
	PDG
	AAA Server

	Observed MSISDN

MSISDN of the target.
	Available, see TS 29.234
	Available, see TS 29.234

	Observed NAI

NAI of the target. 
	Not available
	Available, see TS 29.234

	Observed IMSI

IMSI of the target.
	Available, see TS 24.234
	Available, see TS 29.234

	Event type

Description which type of event is delivered: I-WLAN Access Initiation, I-WLAN Access Termination, I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active, Packet Data Header Information.
	Available from ICE
	Available from ICE

	Event date

Date of the event generation in the PDG or the AAA server.
	Available from ICE
	Available from ICE

	Event time

Time of the event generation in the PDG or the AAA server. Timestamp shall be generated relative to the PDG or AAA server internal clock.
	Available from ICE
	Available from ICE

	WLAN UE Local IP address

The WLAN UE Local IP address of observed party.  The WLAN UE Local IP address field specified in TS 24.234 and IETF RFC 2409, represents the IPv4/IPv6 address of the WLAN UE in the WLAN AN.  It is an address used to deliver the packet to a WLAN UE in a WLAN AN.  Note that this address might be dynamic.
	Available, see TS 24.234 and IETF RFC 2409
	Not available

	WLAN UE MAC address

The WLAN MAC address of the target. Note that this address might be dynamic and the validity of the MAC Address is outside of the scope of 3GPP.
	Not available
	Available, see TS 29.234

	WLAN UE Remote IP address

The WLAN UE Remote IP address of observed party.  The WLAN UE Remote IP address field specified in TS 24.234, represents the IPv4/IPv6 address of the WLAN UE in the network being accessed by the WLAN AN.  It is an address used in the data packet encapsulated by the WLAN UE-initiated tunnel and is the source address used by applications in the WLAN UE.  Note that this address might be dynamic.
	Available, see TS 24.234
	Not available

	WLAN Access Point Name

The W-APN of the access point. 
	Available, see TS 24.234
	Available, see TS 29.234

	WLAN Operator Name

The name of the WLAN operator name serving the target. 
	Not available
	Available, see TS 29.234

	WLAN Location Data

The location of the WLAN serving the target (e.g., string like "coffee shop" or "airport", etc.).
	Not available
	Available, see TS 29.234

	WLAN Location Information

Location Information regarding the WLAN as provided in RADIUS or DIAMETER signalling exchanged with the AAA server. 
	Not available
	Available, see TS 29.234

	Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  In case of the AAA server, the Correlation Number is only used to correlate IRI records.
	Generated for LI by PDG
	Generated for LI by AAA server

	Network Element Identifier

Unique identifier for the element reporting the ICE.
	Generated for LI by PDG
	Generated for LI by AAA server

	Initiator

The initiator of the request either the network or the WLAN UE.
	Generated for LI by PDG
	Generated for LI by AAA server

	NAS IP/IPv6 address

The IP or IPv6 address of the NAS in the WLAN.
	Not available
	Available, see TS 29.234

	Visited PLMN ID

Identity of the visited PLMN to which the user is terminating their WLAN tunnels or through which the user is establishing their WLAN tunnels.
	Not available
	Available, see TS 29.234

	Session Alive Time

The amount of time in seconds during which the target can be registered for WLAN access.
	Not available
	Available, see TS 29.234

	Failed access reason

Provides the reason for why a WLAN access attempt failed ("Authentication Failed").
	Not available
	Available from ICE

	Session termination reason

Provides a reason for why a WLAN access session is terminated.
	Not available
	Available, see TS 29.234

	Failed tunnel establishment reason

Provides a reason for why a WLAN tunnel establishment failed ("Authentication failed" or "Authorization failed").
	Available from ICE
	Available from ICE

	NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks
	Optional available according 23.234 Annex F; defined 29.060 7.7.17
	Not available

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.
	Available from ICE
	Available from ICE

	Destination Port Number

The port number of the destination of the IP packet.
	Available from ICE
	Available from ICE

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).
	Available from ICE
	Available from ICE

	Packet Count 

The number of packets detected and reported (for a particular summary period).
	Available from ICE
	Available from ICE

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)
	Available from ICE
	Available from ICE

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)
	Available from ICE
	Available from ICE

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.
	Available from ICE
	Available from ICE

	Source Port Number

The port number of the source of the IP packet.
	Available from ICE
	Available from ICE

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.
	Available from ICE
	Available from ICE

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  
	Available from ICE
	Available from ICE

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.
	Available from ICE
	Available from ICE


Table 3a: Information Events for WLAN Interworking Event Records - WAG

	Element
	WAG

	Observed MSISDN

MSISDN of the target.
	Available, see 3GPP TS 29.234

	Observed IMSI

IMSI of the target.
	Available, see 3GPP TS 29.234 

	Event type

Description which type of event is delivered: I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active, Packet Data Header Information.
	Available from ICE

	Event date

Date of the event generation in the PDG/WAG or the AAA server.
	Available from ICE

	Event time

Time of the event generation in the PDG/WAG or the AAA server. Timestamp shall be generated relative to the PDG/WAG or AAA server internal clock.
	Available from ICE

	WLAN UE IP address

The WLAN UE IP addess of observed party.  The WLAN UE IP address field contains the IPv4/IPv6 address (specified by 3GPP TS 29.234) of the WLAN UE tunnel endpoint as seen by the WAG.  Note that this address might be dynamic.
	Available, see 3GPP TS 29.234 

	WLAN PDG Tunnel Endpoint IP address

The WLAN PDG Tunnel Endpoint IP address field contains the IPv4/IPv6 address of the PDG (as specified in 3GPP TS 29.234) as seen by the WAG. Note that this address might be dynamic.
	Available, see 3GPP TS 29.234

	WLAN Access Point Name

The W-APN of the access point. 
	Available, see 3GPP TS 29.234



	Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	Generated for LI by WAG

	Network Element Identifier

Unique identifier for the element reporting the ICE.
	Generated for LI by WAG

	NAS IP/IPv6 address

The IP or IPv6 address of the NAS in the WLAN.
	Available, see 3GPP TS 29.234



	Tunnel Protocol

The Tunnel Protocol as defined in the Routing-Policy AVP in 3GPP TS 29.234.
	Available, see 3GPP TS 29.234

	Source Ports

The list or range of source ports as specified in the Routing-Policy AVP provided by the AAA server in 3GPP TS 29.234.
	Available, see 3GPP TS 29.234

	Destination Ports

The list or range of destination ports as specified in the Routing-Policy AVP provided by the AAA server in 3GPP TS 29.234.
	Available, see 3GPP TS 29.234

	Session Alive Time

The amount of time in seconds during which the target can be registered for WLAN access.
	Available, see 3GPP TS 29.234



	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.
	Available from ICE

	Destination Port Number

The port number of the destination of the IP packet.
	Available from ICE

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).
	Available from ICE

	Packet Count 

The number of packets detected and reported (for a particular summary period).
	Available from ICE

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)
	Available from ICE

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)
	Available from ICE

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.
	Available from ICE

	Source Port Number

The port number of the source of the IP packet.
	Available from ICE

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.
	Available from ICE

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  
	Available from ICE

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.
	Available from ICE


************  CHANGE 14  **************
11.2.0
General

The access method for the delivery of IMS conference services intercept content of communication (CC) is based on duplication of packets without modification at the MRFP for conferences that are to be intercepted. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. For a target’s conference call held by the target, the MRFP duplicates the CC for conference call held by the target, in accordance with national regulations.  For a conference call that is the target of interception, the MRFP duplicates the CC for the conference.
NOTE:
Void

There is an issue of combined versus separated delivery. With combined delivery, one method for intercepting the CC would be to create a virtual conference port (not visible to others) through which a copy of the combined CC is passed over the X3 interface (Y conferees means 1 content stream).  With the separated delivery approach, each conferee’s connection to the conference would shall be intercepted and passed over the X3 interface (Y conferees, means Y pairs of bi-directional content streams).
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Figure 11.1: Configuration for interception of IMS Conference Services CC

11.2.1
X3-interface

In addition to the intercepted content of communications, the following information may need to be transferred from the MRFP to the DF3 in order to allow the DF3 to perform its functionality:

-
identity used for interception;

-
correlation number;

NOTE 1:
Void

Information passed between the MRFC and MRFP for correlation shall uniquely identify the mixing of associated media streams for a conference distinct from any other mixing or media handling.  An example is how H.248 uses a context identifier to do this. 

-
the identity of source (i.e., conference party identity) of a media stream;

-
time stamp - optional;

-
direction (incoming or outgoing stream) – optional.

NOTE 2:
When the media is delivered in a mixed format, the identity of the media stream source might be unknown.

************  CHANGE 15  **************
12.2.0
General 

The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity. 

NOTE 1:
Void

Details about information included in the ME Identity and the relationship with IMEI needs to be considered. The term Mobile Equipment Identity is used in this text according to [22] so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.

NOTE 2: 
In case of local breakout the PDN Gateway is in the VPLMN. In this case LI relevant information in the H-PLMN might be available at the H-PCRF.  Interception at the H-PCRF is FFS.

NOTE 3:
In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node. 
NOTE 4:
MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.

As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.

LI in the PDN-GW is a national option.

For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.

The correlation number shall be generated by using existing parameters related to the EPS bearer.

NOTE 5:
void

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.

Location Dependent Interception for EPC is FFS.

************  CHANGE 16  **************
12.3.0
General 

Functional requirements for LI in the MME, S-GW and HSS do not differ from the ones applicable to the case of GTP based S5-S8 interfaces, as specified in clause 12.2 and subclauses.

LI in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on one or more of NAI, MSISDN, IMEI.

For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE:
Void

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.

************  CHANGE 17  **************
12.4.0
General

Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, there are two cases of access to the network through S2a (trusted Non-3GPP access) that require additional consideration.  Specifically, the PDN-GW is the only possible ICE in the 3GPP network in the case of non-roaming (PDN-GW in the HPLMN) and in the case of roaming with local breakout (PDN-GW is located in the VPLMN) Therefore, in these cases, interception at the PDN-GW is required. 

LI based on HSS reporting is a national option. Requirements on the HSS specified in clause7A.2 and subsections apply also to the case in which non-3GPP IP access and 3GPP AAA server are based. Intercept Related Information (Events) are in such case: serving system, subscriber record change, registration termination, and location information request.In case of access to the network through S2a (trusted Non-3GPP access) for roaming without local breakout (PDN-GW in the HPLMN and S-GW in the VPLMN), interception at the PDN-GW is a national option. 

Interception in the S-GW and PDN-GW shall be based on IMSI or NAI.

NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE:
Void

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered for each party as separate intercept activity.

************  CHANGE 18  **************
12.4.3.2
Initial Attach and PDN connection activation procedures with MIPv4 FACoA on S2a

When the Attach or PDN connectivity activation is detected over MIP at the PDN-GW, a MIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Home Address

	Care of Address

	Home Agent Address

	APN


NOTE: 
Void

As the S-GW has no Home Agent function, the event is not applicable to the S-GW. The use of MIPv4 in roaming case requires Local Breakout (PDN-GW in VPLMN), so LI in the PDN-GW is mandatory in order to intercept in this scenario.

************  CHANGE 19  **************
13.1
Provision of Intercepted Content of Communications for 3GPP H(e)NBs

The access method for the delivery of intercepted content of communications (CC) is based on duplication of packets without modification. 

See clause 13.4 for UMTS HNB specifics and 13.5 for HeNB specifics.

NOTE:
In the case where the UE is the target of intercept, from the perspective of the core network, a H(e)NB is treated the same as a NodeB or eNodeB for CC interception purposes (i.e., no additional LI functionality is required).

************  CHANGE 20  **************
E.2
Background

One of the use-cases of IMS-based VoIP service is VoLTE.  The term "VoLTE" is used to refer to an IMS-based VoIP service when EPS (see 3GPP TS 23.401 [22]) happens to be the access network. When EPS is not the access network, the lawful interception capabilities defined in this informative annex applies for any IMS-based VoIP service with the presumption that in those cases the media on the target’s access goes through an IMS-AGW (see 3GPP TS 29.334 [42]) or a PDN-GW (see 3GPP TS 23.401 [22] and 3GPP TS 402 [23]) or a GGSN (UMTS network).  

Note 1: 
Void

Even with the EPS-based access network, the media might still go through the IMS-AGW. And, in this case, a VoLTE shall be treated very similar to any other VoIP service. 

Furthermore, it is presumed that an inter-CSP call enters or leaves an IMS network via an IBCF/TrGW or an MGCF/IM-MGW depending on whether the inter-working CSP network is an IMS-based network or a CS-based network (see 3GPP TS 23.228 [43]). Also, for an IMS roaming scenario, it is presumed that the signalling and media enters or leaves the home CSP through the IBCF/TrGW. 

The figure E.1 illustrates the VoIP configuration considered for the lawful interception capabilities defined in this clause: 
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Figure E.1: IMS-based VoIP Configuration

Note 2: 
The configuration scenario where the media does not go through the GGSN, or PDN-GW or the IMS-AGW is outside the scope of this document. 

Note 3: 
Void

In the remaining part of this informative annex, the PDN-GW/GGSN are shown in one box and is to be read as either the GGSN (UMTS) or the PDN-GW (EPS). 

In figure E.1, the term "media node" is used to denote the network node present on media path and the term "signalling node" is used to denote the network node present on the signalling path.  

The general concepts of VoIP LI is shown in figure E.2
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Figure E.2: General Principles of VoIP Interception

In clause 15, the SIP signalling nodes provide signalling information to the CC Interception Triggering Function.  The CC Interception Triggering Function triggers the CC interception at a media node that implements the CC Intercept Function.

The following functional elements provide the CC Intercept Function in the example call scenarios:

-
PDN-GW/GGSN;

-
IMS-AGW;

-
TrGW;

-
IM-MGW

-
MRF. 

The following functional elements provide the signalling to the CC Intercept Triggering Function:

-
P-CSCF for PDN-GW/GGSN and IMS-AGW;

-
IBCF for TrGW;

-
MGCF for IM-MGW

-
S-CSCF for MRF.

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the CSP network implementation and the call scenario. 

************  CHANGE 21  **************
E.13
Intra-CSP Forwarded Call  with IMS Roaming

Figure E.13 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when an incoming call to a target gets forwarded to another subscriber who is IMS roaming. The target may or may not be IMS roaming. 
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Figure E.13: VoIP lawful interception for a intra-CSP forwarded call  with IMS Roaming  

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing. 

Figure E.13 shows that the IRI interception is done at S-CSCF or AS of the target.  In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. Since the forwarded-to-party is IMS roaming, the CC interception is done at the TrGW. IBCF sends the CC intercept trigger to the TrGW.        

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI). 

NOTE 5: 
Void

If the target is IMS roaming, but not the forwarded-to-party, then the CC interception for an intra-CSP forwarded call is done at the PDN-GW/GGSN (as illustrated in Z.9) or IMS-AGW (as illustrated in Z.8). 

************  END of CHANGES  **************
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