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Abstract of the contribution: Provides an overview of lawful interception scenarios when LBO and S8HR approaches are used as roaming architecture for VoLTE. The text, providing the background information, can be used as an Annex within the TR 33.827. 
At the last meeting (SA3LI#59), a discussion paper was presented on the same topic and at that meeting, the SA3 LI proposal was to resubmit the contents as a pCR with additional LBO scenarios included. This pCR accommodates that proposal. 

Annex X Lawful Interception Scenarios with LBO and S8HR

X.1 Originating Calls
X.1.1 LBO as the Roaming Architecture with Loopback
In this illustration, LBO approach is used as the roaming architecture for VoLTE. The inbound roaming subscriber originates a call and the HPLMN of that subscriber applies the loop-back for the call routing since the called party is not served by that HPLMN.  The call is terminated at another IMS network.  
In the illustration both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.1.1: LBO approach with loopback, interception in VPLMN and HPLMN

In the VPLMN, the P-CSCF provides the interception of IRI messages. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which network node provides the CC interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception.

In the HPLMN, the S-CSCF or AS provides the IRI interception. With the loop back and optimal media routing being employed for the call, the media does not enter the HPLMN and hence, the CC interception in the HPLMN is not possible. The HPLMN sends a CC Unavailability indication to the LEMF that receives the IRI from the HPLMN. 
NOTE 1: The HPLMN may also apply loopback for the call when the call is terminated at the CS domain or at the same VPLMN where the target subscriber is roaming.   

NOTE 2: The loop-back mode is still maintained even if the eventual destination of the call is in the same HPLMN of the called party (e.g., due to the call forwarding scenarios).     
X.1.2 LBO as the Roaming Architecture without Loopback  
In this illustration, LBO approach is used as the roaming architecture for VoLTE. The inbound roaming subscriber originates a call and the HPLMN of that subscriber does not apply the loop-back for the call routing since the called party is served by that HPLMN.  

In the illustration both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.1.2: LBO approach without loopback, interception in VPLMN and HPLMN

In the VPLMN, the P-CSCF provides the interception of IRI messages. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which network node provides the CC interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception.

In the HPLMN, the S-CSCF or AS provides the IRI interception. The TrGW in the HPLMN provides the CC interception. The IBCF in HPLMN sends the CC intercept trigger to the TrGW that performs the CC interception.
NOTE 1: HPLMN will not apply the loop-back for the call when the called party is in the same HPLMN, even if the eventual destination (e.g., call forwarding scenarios) is another IMS network, CS domain or in the same VPLMN wherer the target subscriber is roaming.

X.1.3 LBO as the Roaming Architecture with Home Routing
In this illustration, LBO approach is used as the roaming architecture for VoLTE with home routed traffic. In other words, loopback is not applied irrespective of where the called party is. The inbound roaming subscriber originates a call and the signalling and media are routed to the destination via the HPLMN. In this example, the call is terminated at another IMS network.  

In the illustration both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.1.3: LBO with Home Routing, interception in VPLMN and HPLMN

In the VPLMN, the P-CSCF provides the interception of IRI messages. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which network node provides the CC interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception.

In the HPLMN, the S-CSCF or AS provides the IRI interception. The Ingress TrGW in the HPLMN provides the CC interception. The Ingress IBCF in HPLMN sends the CC intercept trigger to the Ingress rGW that performs the CC interception.

X.1.4 S8HR approach as the Roaming Architecture

In this illustration, S8HR approach is used as the roaming architecture for VoLTE. No IMS network nodes in VPLMN are involved in the handling of calls originated by the roaming subscriber.  The call is terminated at another IMS network.  

In the illustration both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.1.4: S8HR approach for Roaming, interception in VPLMN and HPLMN

In the HPLMN, the S-CSCF or AS provides the IRI interception. The P-CSCF may optionally provide the IRI interception. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which of the two nodes provides the CC interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception.

The current 3GPP LI specifications define that the IRI interception is done at S-CSCF and optionally at the P-CSCF. The CC interception is done at the GGSN or PDN-GW or IMS-AGW or TrGW or the IM-MGW or the MRF depending on the deployment and the call scenario. However, none of the nodes mentioned here are involved in the VPLMN for the handling of the call originated by the target. Therefore, new LI functionalities will have to be defined to address this case. The figure X.1.4 shows that the IRI and CC interception is done in part of the  IP-CAN that belongs to the VPLMN, but how exactly it is done requires some analysis.   

 NOTE 1: With S8HR approach, at the originating end, all calls follow the same signalling and media path. 
X.2 Terminating Calls

X.2.1 LBO as the Roaming Architecture

In this illustration, LBO approach is used as the roaming architecture for VoLTE. The inbound roaming subscriber receives a terminating call. The call is originated from another IMS network.  

In the illustration, both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.2.1: LBO Approach -  interception in VPLMN and HPLMN

In the VPLMN, the P-CSCF provides the interception of IRI messages. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which of the network provides the interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception. 

In the HPLMN, the S-CSCF or AS provides the IRI interception. The Egress TrGW provides the CC interception. The Egress IBCF sends the CC intercept trigger to that Egress TrGW. 

NOTE 1:  With LBO approach, at the terminating end,  all calls follow the same signalling and media path. 
X.2.1 S8HR approach as the roaming architecture

In this illustration, S8HR approach is used as the roaming architecture for VoLTE. No IMS network nodes in VPLMN are involved in the handling of calls terminated to the roaming subscriber.  As in the previous case the call is originated from another IMS network.  

In the illustration, both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure X.2.2: S8HR approach for Roaming, interception in VPLMN and HPLMN

In the HPLMN, the S-CSCF or AS provides the IRI interception. The P-CSCF may optionally provide the IRI interception. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which of the two provide the interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception. 

The current 3GPP LI specifications define that the IRI interception is done at S-CSCF and optionally at the P-CSCF in the HPLMN. The CC interception is done at the GGSN or PDN-GW or IMS-AGW or TrGW or the IM-MGW or the MRF depending on the deployment and the call scenario. However, none of the nodes mentioned here are involved in the VPLMN for the handling of the call terminated to the target. Therefore, new LI functionalities will have to be defined to address this case. The figure X.2.2 shows that the IRI and CC interception is done in the part of the IP-CAN that belongs to the VPLMN, but how exactly it is done requires some analysis.   
NOTE 1: With S8HR approach, at the terminating end,  all calls follow the same signalling and media path. 
X.3 Conclusion

Interception in HPLMN and VPLMN can be done as per the current 3GPP LI specifications when LBO approach is used as the roaming architecture for VoLTE. In certain scenarios, however, the media may not enter the HPLMN and hence, in those cases, the HPLMN will not able to provide the CC interception, A CC unavailability indication will have to be sent to the LEMF.  

Interception in HPLMN can be done as per the current 3GPP LI specifications when S8HR approach is used as the roaming architecture for VoLTE. The HPLMN will have access to IRI and CC in all scenarios. However, the 3GPP LI specifications do not define how the interception of IRI and CC can be done in the VPLMN when S8HR method is used as the roaming architecture for VoLTE.  Additional capabilities will have to be defined to provide the interception in the VPLMN.    
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