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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void

[2]
ETSI ES 201 158 (V1.2.1 April 2002): "Lawful Interception; Requirements for network functions".

[3]
ETSI ES 201 671 (V3.1.1 May 2007): "Handover Interface for the lawful interception of telecommunications traffic".

[4]
Void

[5]
Void

[6]
Void

[7]
3GPP TS 33.106: "3G Security; Lawful Interception Requirements".

[8]
ANSI J-STD-025‑A (April 2003): "Lawfully Authorised Electronic Surveillance".

[9]
 VOID

[10]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".

[11]
3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".

[12]
 Void

[13]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications".

[14]
3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".

[15]
3GPP TS 23.008: "Organization of subscriber data".

[16]
3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".

[17]
3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".

[18]
IETF RFC 1122 (October 1989): "Requirements for Internet Hosts -- Communication Layers".

[19]
IETF RFC 1123 (October 1989): "Requirements for Internet Hosts -- Application and Support".

[20]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[21]
3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[23]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[24]
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".

[25]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".

[26]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".

[27]
Void

[28]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[29]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".

[30]
3GPP TS 23.272: " Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2"
[31]
3GPP TS 22.220: " Service Requirements for Home NodeBs and Home eNodeBs".

[32]
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[33]
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[34]
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[35]
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[36]
IETF RFC 3966 (December 2004): "The Tel URILs for Telephone Numbers ". 

[37]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface". 

[38]
3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

[39]
IETF RFC 791: "Internet Protocol".

[40]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".

[41]
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[42]
3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW); Iq Interface (Stage 3)"

[43]
3GPP TS 23.228: "IP Multimedia Subsystem; Stage 2"

[44]
3GPP TS 23.203: "Policy Charging and Control Architecture"

 [45]
3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 2"

 [46]
3GPP TS 29.162: "Interworking between IM CN subsystem and IP Networks"

[47]
3GPP TS 29.163:"Interworking between IP Multimedia Core Network (CN) subsystem and Circuit Switched (CS) Networks"

[48]
3GPP TS 23.334: "IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface: Procedures descriptions"

[49]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3"

[50]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)"

[51]
3GPP TS 22.468: "Group Communication System Enablers for LTE (GCSE_LTE)"

[52]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2"

[53]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2"

[54]
3GPP TS 23.303: "Proximity based Services; Stage 2".

[55]
3GPP TS 24.623: "Technical Specification Group Core Network and Terminals; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".

[56]
IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[57]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[58]
3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)".

[59]
3GPP TS 32.277: "Telecommunication management; Charging management; Proximity-based Services (ProSe) charging".
[XX]
3GPP TS 29.228: " Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".
[XY]
3GPP TS 29.328: " Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".
[XZ]
3GPP TS 29.273: " Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces ".
[XA]
GSMA IR.61: "Wi-Fi Roaming Guidelines".
[XB]
3GPP TS 29.329: " Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces ".
************  CHANGE 2  **************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function 

B-TID
Bootstrapping Transaction Identifier 

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function 

CSG
Closed Subscriber Group

DF
Delivery Function

DSMIP

Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent 

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface 

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol
IP-SM-GW
IP-Short-Message-Gateway
IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility 

LIPA
Local IP Access

LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function
MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity 

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway 
SR-VCC
Single Radio Voice Call Continuity

TEL URI
"tel" URI, as defined in RFC 3966  [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function

************  CHANGE 3  **************
7A.1
Provision of content of communications

Interception of the content of communications for GSN packet data services is explained in clause 7.2.. Activation and invocation of lawful interception for multi-media service only at the CSCF(s) does not produce interception of content of communications.  Consequently, a separate activation and invocation of lawful interception must occur at a node that has access to the CC (e.g., in case of GPRS / UMTS (PS domain) interception of CC occurs at the GSN).

Interception at the GSN is only possible for a basic call. For the interception of content of communications of IMS-based voice services including CC for forwarded and transferred calls, refer to clause 15. 

************  CHANGE 4  **************
7A.2.X
Provision of IRI with Diameter messages related to HSS
National regulations may require IRI produced by a Delivery Function 2 associated to the HSS.
Intercept Related Information (Events) are listed as follows:
-
Serving System;

-
When IMPU or IMPI is changed in a HSS subscriber record change
-
Registration termination 

-
Location information request.
Table 7A.2.X below shows the set of information that may be associated with the events if available. The events trigger the transmission of the information from the HSS to DF2.
Table 7A.2.X: Information Elements for HSS Event records

	Observed MSISDN or Tel URI or SIP URI

Target Identifier with the MSISDN, Tel URI or SIP URI of the target (if available).

	Observed IMSI


Target Identifier with the IMSI of the target.

	Observed IMEI


Target Identifier with the IMEI of the target (if available).

	Old observed MSISDN or TEL URI or SIP URI of the target (if available)

	Old observed IMSI of the target (if available)

	Old observed IMEI of the target (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Event type


Description which type of event is delivered: Location update, HSS subscriber record change, Serving System,
cancel location, register location, location information request.

	Event date


Date of the event generation in the HSS.

	Event time


Time of the event generation in the HSS.

	Any other IMPU or IMPI

Any IMPU or IMPI that could be in the diameter message to or from the HSS.

	Node id

Number of the MME, SGSN, PGW or AAA, which could be in the diameter message to or from the HSS.

	Network Code (Country Code included) 

In case of roaming, the country code and the network code of the serving network, or of a third network in the 
diameter message to or from the HSS (AVP name such as Visited-PLMN-Id)

	Request direction


Information if the serving node is requesting to the HSS, or requested by the HSS

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Location Information


Location information is the service area identity and/or location area identity that is present at the HSS at the time

of event record production. 


Country and network IDs may be considered as location information.


In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking 
Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 
 
[30].

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP)

	Current-Location AVP

	Requested Domain AVP

	Other update: 


Carrier specific information related to its implementation or subscription process on its HSS.

	Any Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Request direction : Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific of target’s data that are in the intercepted diameter messages

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmetting a diameter message from a network

	Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is included in such request) that are in the different diameter messages related to location request for information (to route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the target.)

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)


7A.2.X.1
Serving system 
The Serving System report event is generated at the HSS, when the HSS has detected that the target has roamed during its registration process. 
Such events could be mainly triggered by Diameter messages such as:
· Through Cx interface, Query and Select Pull in case of command of User-Authorization-Request from I-CSCF to HSS: see clause A.2 of TS 29.228 [XX];
· Through Cx interface, AuthDataReq in case of command of Multimedia-Authentication-Request from S-CSCF to HSS: see clause A.2 of TS 29.228 [XX];
· Through Sh interface, Pull in case of User-Data-Request from AS (with interworking to AS from target) to HSS: see clause A.2 of TS 29.328 [XY].
· Through Cx interface, Server-Assignment-Request in case of command of S-CSCF to HSS (see clause A.2 of TS 29.228 [XX]);
· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).
The elements of table XB will be delivered to the DF2 if available.


Table XB: Information Elements for Serving System Event

 …
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address (AVP name such as Visited-PLMN-Id)

	Any other IMPU or IMPI of the target (if available)


7A.2.X.2
HSS subscriber record change
This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.
Such events could be mainly triggered by Diameter messages such as:
· Through Sh interface, Pull Resp in case of command of User-Data-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];

· Through Sh interface, Update Resp in case of command of Profile-Update-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];
· Through Sh interface, Subs-Notif Resp in case of command of Subscribe-Notifications-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];

· Through Sh interface, Notif Resp in case of command of Push Notification-Answer from AS to HSS, see clause A.2 of TS 29.328 [XY];

· Through Cx interface, Update_Subscr_Data Resp in case of command that update the target profile from S-CSCF to HSS. The message may include the elements, such as old and new IMSI or MSISDN/TEL URI/SIP URI or IMEI: see clause A.2 of TS 29.228 [XX];
· Through Cx interface, Push-Profile-Answer This message is sent by the HSS to S-CSCF to update profile on S-CSCF if profile is changed by administrator at HSS: see clause A.2 of TS 29.228 [XX];
· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].
The elements  of table XC will be delivered to DF2, if available.
Table XC: Information Elements for Subscriber Record Change Event

	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Observed MSISDN 

	Observed IMSI 

	New Observed IMEI (if available)

	Observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Request direction


Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific.


NOTE: 
The change of IMEI can be detected by the HSS. Automatic Device Detection function clause 7.4 of TS 22.101[XX], may require IMEI to be notified to HLR especially in case of update location service, clause 8.1.2 TS 29.002 [XY].
7A.2.X.3
Registration Termination
This event “Registration Termination” will be used to report to DF2 when HSS send to S-CSCF or 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. The event will be triggered by the following Diameter messages:
· Through Cx interface, Registration-Termination-Request from S-CSCF to HSS : see clause A.2 of TS 29.228 [XX];
· Through Cx interface, Registration-Termination- Request from HSS to S-CSCF: see clause A.2 of TS 29.228 [XX];
· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];
· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].
The elements of table XD such as the previous serving system of the target will be delivered to DF2.

Table XD: Information Elements for Registration Terminaison Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites
Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (VPLMN id…) (if available)


7A.2.X.4
Location Information request

This event will be used to report any location information request on the target by a node to HSS. A location information request could be generated by an IP-SM-GW AS (as an SMS Centre) or GMSC or SGSN or MME from another Network through a diameter request transmitted by either an AS or the I CSCF of the home network to the HSS of the target. The event will be triggered by the following Diameter messages:
· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, of table XF will be delivered to DF2, if available.

 Table XF: Information Elements for Location Information Request Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


************  CHANGE 5 **************
7A.3.0
General

-
All SIP messages to or from a target, and all SIP messages executed on behalf of a target for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the target, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the target, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI
-
Observed IMEI
-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

NOTE: The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in 3GPP TS 24.229 [49]).
-
All IMS XCAP messages to or from a target for multi-media or supplementary services are intercepted by the AS, or the group of AS in charge to transmit, manipulate and store any IMS XCAP of that target. The data have to be transmitted either “en clair” or encrypted with all elements to let the LEMF decrypt the data. The generated IRI should be sent in any case to DF2. 

Editor’s note: The data related to XCAP management and the XCAP documents modification of the target, as supplementary services, or as the 3GPP or OMA presence services (3GPP TS 24 141, OMA Presence SIMPLE specification and IETF RFC 4827), have to be reported through the DF2. However, these are points for further studies: 1) other data (XCAP management and the XCAP documents modification by the target) to be transmitted but related to other multimedia services; 2) the case of XCAP messages that are based on different interfaces than Ut interface; 3) the specific architecture related to encrypted data; 4) Detailed XCAP events, related to authentication. 

-
An intercepted XCAP report sent to DF2 is shown below:

-
Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the XCAP payload (if available)

-
Observed XUI or any other identities (if available)
-
Event Time and Date

-
Network element identifier

-
XCAP Message (the entire elements of the HTTP Header and the XCAP payload),

NOTE: 
The interpretation of XCAP messages, such as HTTP request through the Ut interface between the targets’s UE and related XCAP server may sometime be insufficient to let the LEA to understand what was modified as directed by the UE a later HTTP response is needed to understand the success or failure of the request.

Specific Diameter messages, to or from or related to a target, are intercepted by the HSS in charge of that target. The generated IRI should be sent in any case to DF2. Events and IRI are described below:
Such events are
-
Serving System;

-

When IMPU or IMPI is changed in a HSS subscriber record change;

-
Registration termination 

-
Location information request.
Contents of such IRI report related to HSS sent to DF2, is shown below:

-
Observed SIP URI or Tel URI or IMSI;
-
Observed any other identities (if available);
-
Event Time and Date;
-
Network element identifiers;
-
Network Identifier (if available and only in case of roaming)
-
Target profile or data elements (if available).
************  CHANGE 6  **************
12.3.1.0
General
Intercept Related Information (Events) shall be sent at attach/tunnel activation, detach/tunnel deactivation, start of interception with active PMIP tunnel, PMIP session modification, PDN-GW initiated PDN-disconnection, UE requested PDN connectivity, Serving Evolved Packet System, subscriber record change, registration termination, location information request.

LI based on HSS reporting is a national option. Requirements on the HSS specified in section 12.2 and subsections apply also to the case in which S5/S8 interfaces are PMIP based. 

************  CHANGE 7  **************
12.4.0
General

Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, there are two cases of access to the network through S2a (trusted Non-3GPP access) that require additional consideration.  Specifically, the PDN-GW is the only possible ICE in the 3GPP network in the case of non-roaming (PDN-GW in the HPLMN) and in the case of roaming with local breakout (PDN-GW is located in the VPLMN) Therefore, in these cases, interception at the PDN-GW is required. 
LI based on HSS reporting is a national option. Requirements on the HSS specified in clause7A.2 and subsections apply also to the case in which non-3GPP IP access and 3GPP AAA server are based. Intercept Related Information (Events) are in such case: serving system, subscriber record change, registration termination, and location information request. 
In case of access to the network through S2a (trusted Non-3GPP access) for roaming without local breakout (PDN-GW in the HPLMN and S-GW in the VPLMN), interception at the PDN-GW is a national option. 

Interception in the S-GW and PDN-GW shall be based on IMSI or NAI.

NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

12.4.1
Provision of Intercept Related Information

12.4.1.0
General

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2a and s2c, session modification, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW reallocation upon initial attach on s2c, PDN GW initiated resource allocation Deactivation on s2a, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a national option.

12.4.1.1
X2-interface

The following information needs to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.4.1.2 and 12.4.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW/S-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW/S-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

12.4.1.2

Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the S-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;

-
Start of interception with active PMIP tunnel;-
Packet Data Header Information.
The following events are applicable to the PDN-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;
-
Start of interception with active PMIP tunnel;

-
MIP registration/tunnel activation;

-
DSMIP registration/tunnel activation;

-
DSMIP session modification;

-
MIP deregistration/tunnel deactivation;

-
DSMIP deregistration/tunnel deactivation;

-
Start of interception with active MIP tunnel;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation;

-
MIP Resource Allocation Deactivation;

-
Bearer activation;

- 
Bearer deactivation;

-
Bearer modification;

-
Start of interception with active bearer;
-
Packet Data Header Information.
NOTE: Bearer activation, bearer deactivation, bearer modification and start of interception with active bearer are applicable to trusted non-3GPP access when the GTP protocol is used over s2a interface as specified in 3GPP TS 23.402 [23].

The following event is applicable to the HSS, which may be requested by national regulations:


-
Serving Evolved Packet System;

-
Subscriber record change;

-
Registration termination;


-
Location information request.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. In case GTP protocol is used over s2a interface, elements from table 12.2.1.2 are included in the applicable events. If interception is performed at the PDN GW, then Packet Header Information Reporting shall also be performed at the PDN GW and not at the Serving GW.
Table 12.2.1.2: elements included to trusted Non-3GPP access Events
	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target

	Any other IMPU or IMPI (if available) available in the diameter message associated to the target

	Old observed IMSI of the target (if available)

	Old observed MN NAI of the target (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP session modification, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP registration/tunnel activation, DSMIP session modification, MIP deregistration/tunnel deactivation, DSMIP deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving Evolved Packet System, Subscriber record change, Registration termination, Location information request, Packet Data Header Information.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Session modification failure reason

Reason for a failure of a session modification attempt for the target 

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Home address

Contains the UE Home IP address.

	Home Agent address

Contains the IP address of the Home Agent.

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger

Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network [24]

	Location Information

Location information of the target, e.g. 3GPP2-BSID [26]. Provided if available from the PCRF.

	Initiator

The initiator of the procedure, either the network or the UE.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Any Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Request direction : Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific of target’s data that are in the intercepted diameter messages

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmetting a diameter message from a network

	Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is included in such request) that are in the different diameter messages related to location request for information (to route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the target.)

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)


************  CHANGE 8  **************
12.4.3.10
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has roamed. Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).

The elements of table YA will be delivered to the DF2 if available:
Table YA: Information Elements for Serving Evolved Packet Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Any other IMPU or IMPI of the target (if available)

	Logical Function Information

	Visited Network Identifier (for example: AVP name such as Visited-PLMN-Id)


************  CHANGE 9  **************
12.4.3.18
HSS subscriber record change

This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.

Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].

The elements of table YB will be delivered to DF2, if available. 
Table YB: Information Elements for Subscriber Record Change Event
	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Observed MSISDN 

	Observed IMSI 

	New Observed IMEI (if available)

	Observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.

	Other update: carrier specific.


12.4.3.19
Registration Termination

This event “Registration Termination” will be used to report to DF2 when HSS send to 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. The event will be triggered by the following Diameter messages:

· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];

· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The elements of table YC will be delivered to DF2. 
Table YC: Information Elements for Terminaison Request Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (if available)


12.4.3.20
Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is connected to trusted non-3GPP IP access.  A location information request could be generated by an IP-SM-GW AS (as an SMS Centre) or GMSC or SGSN or MME from another Network through a diameter request transmitted by either an AS or the I CSCF of the home network to the HSS of the target. The event will be triggered by the following Diameter messages:

· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, of table YC will be delivered to DF2, if available.
Table YC: Information Elements for Location Information Request Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


************  CHANGE 10  **************
12.5.0
Introduction 
This clause specifies functional requirements applicable to the PDN-GW and HSS. In addition, this clause specifies requirements applicable to the ePDG in case this node is using a GTPv2 based protocol over s2b interface as specified in 3GPP TS 23.402 [23].
The e-PDG not using a GTPv2 based protocol over s2b interface and the AAA server are subjected to all the requirements specified in this document for PDG and AAA server for the case of I-WLAN interworking.

NOTE 1:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

Interception in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on IMSI or NAI. In case of GTPv2 based protocol, interception at the ePDG and PDN-GW shall be based on IMSI.
NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.
For the delivery of the CC and IRI, the PDN-GW and ePDG provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
LI based on HSS reporting is a national option. Requirements on the HSS specified in clause 7A.2 and subsections apply also to the case in which non-3GPP IP access and 3GPP AAA server are based. Intercept Related Information (Events) are serving system, subscriber record change, registration termination, and location information request.
12.5.1
Provision of Intercept Related Information

12.5.1.0
General
Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2b and s2c, detach/tunnel deactivation, session modification, start of interception with active tunnel, Serving Evolved Packet System. 
In case of GTPv2 based s2b, Intercept Related Information shall be sent at attach/bearer activation, detach/bearer deactivation, bearer modification and start of interception with active bearer.
The following event is applicable to the HSS, which is a national option:


-
Serving Evolved Packet System;


-
Subscriber record change;


-
Registration termination;


-
Location information request.

12.5.1.1
X2-interface

The following information needs to be transferred from the PDN-GW, ePDG or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.5.1.2 and 12.5.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

12.5.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW, ePDG or the HSS and can be suppressed in the DF2.

The following events are applicable to the PDN-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;

- 
Start of interception with active PMIP tunnel;

-
DSMIP registration/tunnel activation;

-
DSMIP deregistration/tunnel deactivation;

-
DSMIP session modification;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation ;

-
Packet Header Information 
-
Bearer activation;

-
Bearer deactivation;

-
Bearer modification;

-
Start of interception with active bearer.

The following events are applicable to the ePDG:

-
Bearer activation;

-
Bearer deactivation;

-
Bearer modification:

-
Start of interception with active bearer.
The following events is applicable to the HSS, which is national option:

-
Serving Evolved Packet System;

-
Subscriber record change;


-
Registration termination;


-
Location information request.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. When the GTP protocol is used over the s2b interface, elements from table 12.2.1.2 are included in the applicable events.
Table 12.5.1.2: Elements that are Associated to Events of Untrusted Non-3GPP IP Access Events
	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target.

	Any other IMPU or IMPI (if available) available in the diameter message associated to the target

	Observed IMSI of the target (if available)

	Observed MN NAI of the target (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, Start of interception with active PMIP tunnel, DSMIP registration/tunnel activation, DSMIP deregistration/tunnel deactivation, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, Serving Evolved Packet System, Subscriber record change, Registration termination, Location information request.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Session modification failure reason

Reason for a failure of a session modification attempt for the target 

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	Home Agent address

Contains the IP address of the Home Agent.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger

Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network [24].

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Home address

Contains the UE Home IP address.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Any Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Request direction : Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific of target’s data that are in the intercepted diameter messages

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmetting a diameter message from a network

	Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is included in such request) that are in the different diameter messages related to location request for information (to route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the target.)

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)


************  CHANGE 11  **************
12.5.3.5
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has roamed. Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).

The elements of table ZA will be delivered to the DF2, if available.
Table ZA: Information Elements for Serving Evolved Packet Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Any other IMPU or IMPI of the target (if available)

	Logical Function Information

	Visited Network Identifier (for example, AVP name such as Visited-PLMN-Id)


************  CHANGE 12  **************
12.5.3.15
HSS subscriber record change

This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPI/IMPU/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.
Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].

The elements of table ZB will be delivered to DF2, if available. 
Table ZB: Information Elements for Subscriber Record Change Event
	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Observed MSISDN 

	Observed IMSI 

	New Observed IMEI (if available)

	Observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.

	Other update: carrier specific.


12.5.3.16
Registration Termination

This event “Registration Termination” will be used to report to DF2 when HSS send to 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. 
The event will be triggered by the following Diameter messages:

· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];

· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The following elements of table ZC such as the previous serving system of the target will be delivered to DF2.
Table ZC: Information Elements for Registration Terminaison Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (if available)


12.5.3.17
Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is connected to trusted non-3GPP IP access. A location information request could be generated by an IP-SM-GW AS (as an SMS Centre) or GMSC or SGSN or MME from another Network through a diameter request transmitted by either an AS or the I CSCF of the home network to the HSS of the target. The event will be triggered by the following Diameter messages:

· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements of table ZD, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available.
Table ZD: Information Elements for Location Information Request Event
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


************  END of CHANGES  **************
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