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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.

Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19]. 

Closed access mode: H(e)NB provides services only to its associated CSG members.  A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG Identity.
Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members.  A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.

IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18]

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA). 

Open access mode: H(e)NB operates as a normal NodeB or eNodeB.  A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG Identity.

Other LI specific definitions are given in TS 33.108 [11].

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function 

B-TID
Bootstrapping Transaction Identifier 

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function 

CSG
Closed Subscriber Group

DF
Delivery Function

DSMIP

Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent 

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface 

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol
IP-SM-GW
IP-Short-Message-Gateway
IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility 

LIPA
Local IP Access

LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function
MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity 

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway 
SR-VCC
Single Radio Voice Call Continuity

TEL URI
"tel" URI, as defined in RFC 3966  [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function
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7A
Invocation of Lawful Interception for Packet Data Multi-media Service

7A.1
Provision of content of communications

Interception of the content of communications for GSN packet data services is explained in clause 7.2.. Activation and invocation of lawful interception for multi-media service only at the CSCF(s) does not produce interception of content of communications.  Consequently, a separate activation and invocation of lawful interception must occur at a node that has access to the CC (e.g., in case of GPRS / UMTS (PS domain) interception of CC occurs at the GSN).

Interception at the GSN is only possible for a basic call. For the interception of content of communications of IMS-based voice services including CC for forwarded and transferred calls, refer to clause 15. 
7A.1.A
Decryption for IMS Media Plane Security

This clause describes how the TSP can meet the national requirements in Clause 5.1.2 of TS 33.106 [7] to deliver intercepted communications decrypted when the TSP uses [25] IMS Media Plane Security options. If an ICE, in TSP IMS network using Security options [25], allows interception of Content of Communication in clear then this clause does not apply. 

If Session Description Protocol (SDP) Security Descriptions for Media Streams (SDES) is used, the DF2 shall identify the SDES keys from the SDP offer and SDP answer messages and provide the DF3 with the necessary SDES related parameters.  In this case, the DF3 shall perform the decryption prior to delivery to the LEMF. For the CC delivered to the LEMF in a decrypted form, the DF2 shall remove the SDES keys when present from the SDP offer and SDP answer messages sent to the LEMF over HI2. The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification. 

When SDES is used in end-to-access edge mode, the P-CSCF shall intercept SDES keys from SDP messages and shall deliver them to the DF2.
If a Key Management Service (KMS) and Multimedia Internet KEYing ticket (MIKEY-TICKET) is used, the TSP may use the mechanism as defined in Clause 7A.7.1, which results in the DF2 receiving the sessions keys needed to decrypt the intercepted communications.  Clause 7A.7.1 defines that the DF2 delivers the keys to the LEMF as IRI in order for the LEMF to decrypt the intercepted traffic.  

If the network is to decrypt the content of communications prior to delivery to the LEMF via HI3, the DF2 shall provide the DF3 with the sessions keys as defined in Clause 7A.7.1 instead of to the LEMF.  In this case, the DF3 shall perform the decryption prior to delivery to the LEMF.  The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification.

7A.2
Provision of IRI
7A.2.1
Provision of IRI with SIP messaging
SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI, TEL URI, or IMEI target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.  The enhanced P-CSCF (eP-CSCF) shall adhere to all LI requirements pertaining to the P-CSCF. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in TS 23.228 [43], that only apply to the eP-CSCF are described distinctly.  

WebRTC Web Server Function (WWSF), if provided by the CSP, is an ICE that is used to copy and transmit via the DF to the LEMF the IP address and port used by the target as viewed by the WWSF.  This IP address may be a public or private address depending on how the target accesses the WWSF. 
WebRTC Authorisation Function (WAF), if provided by the CSP, is an ICE that creates a time-stamped authentication event associated with the target including relevant information such as the user’s identity provided to the WAF.   

Further details of the WWSF and WAF are FFS.

Editor’s Note:  The text in this clause related to the WWSF and WAF need to be moved to a more appropriate part of this specification.
For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation.


[image: image1]
Figure 22: Provision of Intercept Related Information for multi-media

7A.2.2
Provision of IRI with XCAP messages
The AS that store the XCAP data of the target shall intercept and transmit to the DF2 any XCAP based messages related to actions by the target, related to the supplementary service and other target’s service settings, defined in 3GPP TS 24.623 [55]:

-
on the Ut interface, 

-
on other interface to any AS with XCAP server capability that uses XCAP protocol. 

The DF2 will encapsulate the information as an IRI to the LEMF. 
NOTE:
The XCAP services separation through XCAP filtering or the application of Operator Policy function for national regulation is outside of the scope of this specification as an implementation issue.

Every successful or unsuccessful IMS supplementary services setting modification management request and response between UEs and IMS service nodes, or from other access to the target’s XCAP servers shall be reported. In case of IRI only, any filtering of XCAP messages based on operator policy or national regulation is for further studies.

NOTE:
Report of events related to target’s XCAP data and resources access by non XCAP protocol are for further studies. 

7A.2.3
Provision of IRI with Diameter messages related to HSS
National regulations may require IRI produced by a Delivery Function 2 associated to the HSS.
Intercept Related Information (Events) are listed as follows:
-
Serving System;

-
HSS subscriber record change;

-
Registration termination 

-
Location information request.
NOTE: 
Such IRI will be only generated when no equivalent information is generated by another LI functions. It is mainly the case for roaming or user profile management activities.
Editor’s Note: The impacts on LI to HSS by LBO and S8HR roaming models are FFS.
Table X below shows the set of information that may be associated with the events if available. The events trigger the transmission of the information from the HSS to DF2.
Table X: Information Elements for HSS Event records

	Observed MSISDN or Tel URI or SIP URI

Target Identifier with the MSISDN, Tel URI or SIP URI of the target (if available).

	Observed IMSI


Target Identifier with the IMSI of the target.

	Observed IMEI


Target Identifier with the IMEI of the target (if available).

	Event type


Description which type of event is delivered: Location update, HSS subscriber record change, Serving System,
cancel location, register location, location information request.

	Event date


Date of the event generation in the HSS.

	Event time


Time of the event generation in the HSS.

	Any other IMPU or IMPI

Any IMPU or IMPI that could be in the diameter message to or from the HSS.

	Node id

Number of the MME, SGSN, PGW or AAA, which could be in the diameter message to or from the HSS.

	Network Code (Country Code included) 

In case of roaming, the country code and the network code of the serving network, or of a third network in the 
diameter message to or from the HSS (AVP name such as Visited-PLMN-Id)

	Request direction


Information if the serving node is requesting to the HSS, or requested by the HSS

	Multiple-Registration-Indication


Information if the target is under multiple registration (AVP name such as Multiple-Registration-Indication)

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Location Information


Location information is the service area identity and/or location area identity that is present at the HSS at the time

of event record production. 


Country and network IDs may be considered as location information.


In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking 
Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 
 
[30].

	Basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target 

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP)

	Current-Location AVP

	Requested Domain AVP

	Other update: 


Carrier specific information related to its implementation or subscription process on its HSS.


7A.2.3.1
Serving system 
The Serving System report event is generated at the HSS, when the HSS has detected that the target has roamed during its registration process. 
Such events could be mainly triggered by Diameter messages such as:
· Through Cx interface, Query and Select Pull in case of command of User-Authorization-Request from I-CSCF to HSS: see clause A.2 of TS 29.228 [XX];
· Through Cx interface, AuthDataReq in case of command of Multimedia-Authentication-Request from S-CSCF to HSS: see clause A.2 of TS 29.228 [XX];
· Through Sh interface, Pull in case of User-Data-Request from AS (with interworking to AS from target) to HSS: see clause A.2 of TS 29.328 [XY].
· Through Cx interface, Server-Assignment-Request in case of command of S-CSCF to HSS (see clause A.2 of TS 29.228 [XX]);
· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).
The elements will be delivered to the DF2 if available:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address (AVP name such as Visited-PLMN-Id)

	Any other IMPU or IMPI of the target (if available)


7A.2.3.2
HSS subscriber record change
This event will be used to report any change of association between IMSI, MSISDN/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.
Such events could be mainly triggered by Diameter messages such as:
· Through Sh interface, Pull Resp in case of command of User-Data-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];

· Through Sh interface, Update Resp in case of command of Profile-Update-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];
· Through Sh interface, Subs-Notif Resp in case of command of Subscribe-Notifications-Answer from HSS to AS, see clause A.2 of TS 29.328 [XY];

· Through Sh interface, Notif Resp in case of command of Push Notification-Answer from AS to HSS, see clause A.2 of TS 29.328 [XY];

· Through Cx interface, Update_Subscr_Data Resp in case of command that update the target profile from S-CSCF to HSS. The message may include the elements, such as old and new IMSI or MSISDN/TEL URI/SIP URI or IMEI: see clause A.2 of TS 29.228 [XX];
· Through Cx interface, Push-Profile-Answer This message is sent by the HSS to S-CSCF to update profile on S-CSCF if profile is changed by administrator at HSS: see clause A.2 of TS 29.228 [XX];
· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].
The elements will be delivered to DF2, if available: 

	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Old observed MSISDN 

	Old observed IMSI 

	New Observed IMEI (if available)

	Old observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target

	Request direction


Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific.


NOTE: 
The change of IMEI can be detected by the HSS. Automatic Device Detection function clause 7.4 of TS 22.101[XX], may require IMEI to be notified to HLR especially in case of update location service, clause 8.1.2 TS 29.002 [XY].
7A.2.3.3
Registration Termination
This event “Registration Termination” will be used to report to DF2 when HSS send to S-CSCF or 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. The event will be triggered by the following Diameter messages:
· Through Cx interface, Registration-Termination-Request from S-CSCF to HSS : see clause A.2 of TS 29.228 [XX];
· Through Cx interface, Registration-Termination- Request from HSS to S-CSCF: see clause A.2 of TS 29.228 [XX];
· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];
· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].
The following elements such as the previous serving system of the target will be delivered to DF2:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites
Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (VPLMN id…) (if available)


7A.2.3.4
Location up date
This event will be used to report a form of update location answer/request message related to the target to or from the HSS. This event “location update” will be used to report to DF2 when there is a change of location in a message, between the HSS and S-CSCF or AS or 3GPP AAA Server. The event will be triggered by the following Diameter messages:
· Through Cx interface, Push-Profile-Request message, from HSS to S-CSCF: see clause A.2 of TS 29.228 [XX];
· Through Sh interface, Push-Notification-Request message from HSS to AS: see clauses A.2 and 7.6.6 of TS 29.328 [XY];
· Through SWx interface, Server-Assignment-Answer, message from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The elements of previous and current serving system ID will be delivered to DF2, if available: 

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 

	Event Type 

	Event Time 

	Event Date

	Network Element Identifier (HSS id...)

	Previous serving system identifier (Previous VPLMN id)

	Current serving system identifier (Current VPLMN id)

	Multiple-Registration-Indication


Information if the target is under multiple registration (AVP name such as 


Multiple-Registration-Indication)

	Current-Location AVP

	Requested Domain AVP

	Any other IMPU or IMPI (if available)


7A.2.3.5
Location Information request
This event will be used to report any location information request on the target by a node to HSS. The event will be triggered by the following Diameter messages:
· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:
	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


7A.3
Multi-media events

7A.3.0
General

-
All SIP messages to or from a target, and all SIP messages executed on behalf of a target for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the target, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the target, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI
-
Observed IMEI
-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

NOTE: The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in 3GPP TS 24.229 [49]).
-
All IMS XCAP messages to or from a target for multi-media or supplementary services are intercepted by the AS, or the group of AS in charge to transmit, manipulate and store any IMS XCAP of that target. The data have to be transmitted either “en clair” or encrypted with all elements to let the LEMF decrypt the data. The generated IRI should be sent in any case to DF2. 

Editor’s note: The data related to XCAP management and the XCAP documents modification of the target, as supplementary services, or as the 3GPP or OMA presence services (3GPP TS 24 141, OMA Presence SIMPLE specification and IETF RFC 4827), have to be reported through the DF2. However, these are points for further studies: 1) other data (XCAP management and the XCAP documents modification by the target) to be transmitted but related to other multimedia services; 2) the case of XCAP messages that are based on different interfaces than Ut interface; 3) the specific architecture related to encrypted data; 4) Detailed XCAP events, related to authentication. 

-
An intercepted XCAP report sent to DF2 is shown below:

-
Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the XCAP payload (if available)

-
Observed XUI or any other identities (if available)
-
Event Time and Date

-
Network element identifier

-
XCAP Message (the entire elements of the HTTP Header and the XCAP payload),

NOTE: 
The interpretation of XCAP messages, such as HTTP request through the Ut interface between the targets’s UE and related XCAP server may sometime be insufficient to let the LEA to understand what was modified as directed by the UE a later HTTP response is needed to understand the success or failure of the request.

Specific Diameter messages, to or from or related to a target, are intercepted by the HSS in charge of that target. The generated IRI should be sent in any case to DF2. Events and IRI are described below:
Such events are
-
Serving System;

-
HSS subscriber record change;

-
Registration termination 

-
Location information request.
Contents of such IRI report related to HSS sent to DF2, is shown below:

-
Observed SIP URI or Tel URI or IMSI;
-
Observed any other identities (if available);
-
Event Time and Date;
-
Network element identifiers;
-
Network Identifier (if available and only in case of roaming)
-
Target profile or data elements (if available).
************  CHANGE 3  **************
12.3
Functional requirements for LI in case of E-UTRAN access and PMIP based S5/S8 interfaces

12.3.0
General 

Functional requirements for LI in the MME, S-GW and HSS do not differ from the ones applicable to the case of GTP based S5-S8 interfaces, as specified in clause 12.2 and subclauses.

LI in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on one or more of NAI, MSISDN, IMEI.

For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

12.3.1
Provision of Intercept Related Information 

12.3.1.0
General
Intercept Related Information (Events) shall be sent at attach/tunnel activation, detach/tunnel deactivation, start of interception with active PMIP tunnel, PMIP session modification, PDN-GW initiated PDN-disconnection, UE requested PDN connectivity, Serving Evolved Packet System, subscriber record change, registration termination, location information request.

LI based on HSS reporting is a national option. Requirements on the HSS specified in section 12.2 and subsections apply also to the case in which S5/S8 interfaces are PMIP based. 

12.3.1.1
X2 interface

The following information needs to be transferred from the PDN-GW to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.3.1.2 and 12.3.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

12.3.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [23].

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

-
PMIP session modification

- 
Start of interception with active PMIP tunnel;

-
PMIP PDN-GW initiated PDN-disconnection;

-
Packet Data Header Information.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed MSISDN

MSISDN of the target.

	Observed IMEI

IMEI  of the target

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP Session modification, Start of interception with active PMIP tunnel, PMIP PDN-GW initiated PDN disconnection.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; it is set to a nonzero value in the case of registration; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the procedure is triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Revocation trigger

Indicates the reason which triggered the PDN-GW initiated PDN-disconnection procedure

	Serving Network

Identifies the serving network the UE is attached to

	DHCP v4 Address Allocation Indication

Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE

	Location Information

Provides, if received from the PCRF, location information of the target.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.


12.3.2
X3-interface

The access method for the delivering of PDN-GW Intercept Product is based on duplication of packets without modification at the PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.


[image: image2]
Figure 12.3.2.1: Configuration for interception of PDN-GW product data
In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.

12.3.3
LI events for E-UTRAN access with PMIP-based S5 or S8

12.3.3.1
Initial E-UTRAN Attach and UE PDN requested connectivity with PMIP-based S5 or S8

When the E-UTRAN Attach or UE requested PDN connectivity is detected at the PMIP based PDN-GW, a PMIP attach/tunnel activation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters

	Serving Network

	DHCPv4 Address Allocation Indication 

	Location information


12.3.3.2
Detach and PDN disconnection for PMIP-based S5/S8

When the Detach or PDN disconnection is detected at the PMIP based PDN-GW, a PMIP detach/tunnel deactivation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	APN

	Additional Parameters

	Failed reason

	Location information


12.3.3.3
Start of interception with active tunnel for PMIP based S5/S8

This event shall be generated by the PDN-GW if interception for a target is started and if the target has an active PMIP tunnel. If more then one connection is active, for each of them an event record is generated. The parameters which are defined for PMIP attach/tunnel activation (see related section) will be sent, if available, by the PDN-GW to the DF2.
12.3.3.4
Dedicated Bearer Procedures for E-UTRAN Access with PMIP-based S5/S8

All the procedures can be intercepted at the S-GW according to the requirements specified for LI in case of GTP based S5/S8. 

PDN-GW is not involved in these procedures, except for the case of PDN-GW initiated PDN-disconnection Procedure.

12.3.3.5
PDN-GW initiated PDN-disconnection Procedure

When a PDN-GW initiated PDN-disconnection procedure is detected, a PMIP PDN-GW initiated PDN-disconnection event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	PDN Address(es)

	Revocation trigger

	Location information


12.3.3.6
PMIP Session modification

When a session modification is detected at the PDN-GW, a PMIP Session modification event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Failed reason

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information


12.3.3.7
Packet Header Information Reporting
12.3.3.7.0
Introduction

Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.3.3.7.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the PDN-GW either directly to DF2 or via another network entity if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Source IP Address

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.3.3.7.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer,  and 

3)
the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)

	Packet Summary Reason


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
12.4
Functional requirements for LI in case of trusted non-3GPP IP access

12.4.0
General

Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, there are two cases of access to the network through S2a (trusted Non-3GPP access) that require additional consideration.  Specifically, the PDN-GW is the only possible ICE in the 3GPP network in the case of non-roaming (PDN-GW in the HPLMN) and in the case of roaming with local breakout (PDN-GW is located in the VPLMN) Therefore, in these cases, interception at the PDN-GW is required. 
LI based on HSS reporting is a national option. Requirements on the HSS specified in clause7A.2 and subsections apply also to the case in which non-3GPP IP access and 3GPP AAA server are based. Intercept Related Information (Events) are in such case: serving system, subscriber record change, registration termination, and location information request. 
In case of access to the network through S2a (trusted Non-3GPP access) for roaming without local breakout (PDN-GW in the HPLMN and S-GW in the VPLMN), interception at the PDN-GW is a national option. 

Interception in the S-GW and PDN-GW shall be based on IMSI or NAI.

NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

12.4.1
Provision of Intercept Related Information

12.4.1.0
General

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2a and s2c, session modification, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW reallocation upon initial attach on s2c, PDN GW initiated resource allocation Deactivation on s2a, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a national option.

12.4.1.1
X2-interface

The following information needs to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.4.1.2 and 12.4.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW/S-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW/S-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

12.4.1.2

Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the S-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;

-
Start of interception with active PMIP tunnel;-
Packet Data Header Information.
The following events are applicable to the PDN-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;
-
Start of interception with active PMIP tunnel;

-
MIP registration/tunnel activation;

-
DSMIP registration/tunnel activation;

-
DSMIP session modification;

-
MIP deregistration/tunnel deactivation;

-
DSMIP deregistration/tunnel deactivation;

-
Start of interception with active MIP tunnel;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation;

-
MIP Resource Allocation Deactivation;

-
Bearer activation;

- 
Bearer deactivation;

-
Bearer modification;

-
Start of interception with active bearer;
-
Packet Data Header Information.
NOTE: Bearer activation, bearer deactivation, bearer modification and start of interception with active bearer are applicable to trusted non-3GPP access when the GTP protocol is used over s2a interface as specified in 3GPP TS 23.402 [23].

The following event is applicable to the HSS, which may be requested by national regulations:


-
Serving Evolved Packet System;

-
Subscriber record change;

-
Registration termination;


-
Location information request.
NOTE: 
Such IRI will be only generated when no equivalent information is generated by another LI functions. It is mainly the case for roaming or user profile management activities. See 7A.2 and its subsections, for the detailed events and their specifications related to trusted non-3GPP IP access.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. In case GTP protocol is used over s2a interface, elements from table 12.2.1.2 are included in the applicable events. If interception is performed at the PDN GW, then Packet Header Information Reporting shall also be performed at the PDN GW and not at the Serving GW.
	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP session modification, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP registration/tunnel activation, DSMIP session modification, MIP deregistration/tunnel deactivation, DSMIP deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving Evolved Packet System, Packet Data Header Information.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Session modification failure reason

Reason for a failure of a session modification attempt for the target 

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Home address

Contains the UE Home IP address.

	Home Agent address

Contains the IP address of the Home Agent.

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger

Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network [24]

	Location Information

Location information of the target, e.g. 3GPP2-BSID [26]. Provided if available from the PCRF.

	Initiator

The initiator of the procedure, either the network or the UE.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.


12.4.2
X3-interface

The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.4.2.1: Configuration for interception of S-GW/PDN-GW product data
n addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE:
location dependent interception for EPC is FFS.

12.4.3
LI events for trusted Non-3GPP IP access

12.4.3.1
Initial Attach and PDN connection activation with PMIPv6 on S2a

When the Attach or PDN connectivity activation is detected over PMIP at the S-GW, PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters

	Location Information


12.4.3.2
Initial Attach and PDN connection activation procedures with MIPv4 FACoA on S2a

When the Attach or PDN connectivity activation is detected over MIP at the PDN-GW, a MIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Home Address

	Care of Address

	Home Agent Address

	APN


NOTE: As the S-GW has no Home Agent function, the event is not applicable to the S-GW. The use of MIPv4 in roaming case requires Local Breakout (PDN-GW in VPLMN), so LI in the PDN-GW is mandatory in order to intercept in this scenario.

12.4.3.3
Initial Attach and PDN connection activation procedures with DSMIPv6 over S2c

When the Attach or PDN connectivity activation is detected over DSMIP at the PDN-GW, a DSMIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Requested IPv6 home prefix

	IHome address

	APN

	Care of Address

	Failed attach reason


12.4.3.4
Detach and PDN disconnection with PMIPv6 on S2a

When a Detach or PDN disconnection is detected over PMIP at the S-GW, PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Logical Function Information

	APN

	Initiator

	Location Information


12.4.3.5
Detach and PDN disconnection with MIPv4 FACoA

When a Detach or PDN disconnection is detected over MIP at the PDN-GW, a MIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Logical Function Information

	Home Address

	Home Agent Address

	Care of address

	Initiator


12.4.3.6
Detach and PDN disconnection with DSMIPv6 on S2c

When a Detach or PDN disconnection is detected over DSMIP at the PDN-GW, a DSMIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Logical Function Information

	Home Address

	Initiator


12.4.3.7
PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, a DSMIP HA Switch event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	HSS/AAA address

	Target PDN-GW address


12.4.3.8
PDN GW initiated Resource Allocation Deactivation with S2a PMIP

When a PDN GW initiated resource allocation deactivation is detected by the S-GW/PDN-GW, a PMIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	Revocation trigger

	UE address info

	Correlation number

	Location Information


12.4.3.9
PDN GW initiated Resource Allocation Deactivation with S2a MIP v4

When a PDN GW initiated resource allocation deactivation is detected, a MIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	Home Address

	Foreign domain address

	Correlation number


12.4.3.10
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has roamed. Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).

The elements will be delivered to the DF2 if available:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Any other IMPU or IMPI of the target (if available)

	Logical Function Information

	Visited Network Identifier (for example: AVP name such as Visited-PLMN-Id)


12.4.3.11 
Start of interception with active tunnel or bearer

When interception is started at the S-GW, PDN-GW and the target has an already active tunnel or bearer, a start of interception with active tunnel/bearer shall be generated. Separate events are defined for the different protocols. The event shall be detected by the same node for which tunnel/bearer activation reporting is applicable and reported with the same parameters required for the specific protocol (PMIP, MIP, DSMIP, GTP) tunnel/bearer activation event, as defined in the related sections. One event shall be sent for each active tunnel/bearer.

12.4.3.12
PMIP session modification

When a session modification is detected at the S-GW/PDN-GW, a PMIP session modification event shall be generated by the S-GW/PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Session modification failure reason

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information


12.4.3.13
DSMIP session modification

When the session modification is detected over DS-MIPv6 at the PDN-GW, a DSMIP session modification event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Session modification failure reason

	Home address

	Care of Address

	APN

	Requested IPv6 Home Prefix


12.4.3.14
Bearer activation
When the Initial attach in WLAN on GTP S2a (TS 23.402 [23]) or the Dedicated bearer activation in WLAN on GTP S2a (TS 23.402 [23]) is detected in the PDN-GW, a Bearer activation event shall be generated. The elements listed in the section 12.2.3.3 will be delivered to the DF2 if available.

12.4.3.15
Bearer deactivation
When the Detach and PDN disconnection in WLAN on GTP S2a (TS 23.402 [23]) or the PDN GW initiated Resource Allocation Deactivation in WLAN on GTP S2 (TS 23.402 [23] is detected in the PDN-GW, a Bearer deactivation event shall be generated. The elements listed in the section 12.2.3.4 will be delivered to the DF2 if available.

12.4.3.16

Bearer modification

When the Network initiated bearer modification in WLAN on GTP S2a (TS 23.402 [23]) is detected in the PDN-GW, a Bearer modification event shall be generated. The elements listed in the section 12.2.3.5 will be delivered by the PDN-GW to the DF2 if available.

12.4.3.17
Packet Header Information Reporting

12.4.3.17.0
Introduction

Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.4.3.17.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the S-GW/PDN-GW either directly to the DF2 or via another network entity if available: 

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.4.3.17.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer,  and 

3)
the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer. 

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to the DF2 or via a MF for each packet flow if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
12.4.3.18
HSS subscriber record change

This event will be used to report any change of association between IMSI, MSISDN/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.

Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].

The elements will be delivered to DF2, if available: 

	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Old observed MSISDN 

	Old observed IMSI 

	New Observed IMEI (if available)

	Old observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target

	Request direction


Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific.


12.4.3.19
Registration Termination

This event “Registration Termination” will be used to report to DF2 when HSS send to 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. The event will be triggered by the following Diameter messages:

· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];

· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The following elements such as the previous serving system of the target will be delivered to DF2:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (if available)


12.4.3.20
Location up date

This event will be used to report a form of update location answer/request message related to the target to or from the HSS. This event “location update” will be used to report to DF2 when there is a change of location in a message, between the HSS and 3GPP AAA Server (or its proxy). The event will be triggered by the following Diameter messages:

· Through SWx interface, Server-Assignment-Answer, message from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The elements of previous and current serving system ID will be delivered to DF2, if available: 

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 

	Event Type 

	Event Time 

	Event Date

	Network Element Identifier (HSS id...)

	Previous serving system identifier (Previous VPLMN id) (if available)

	Current serving system identifier (Current VPLMN id) (if available)

	Multiple-Registration-Indication


Information if the target is under multiple registration (AVP name such as 


Multiple-Registration-Indication)

	Current-Location AVP

	Requested Domain AVP

	Any other IMPU or IMPI (if available)


12.4.3.21
Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is connected to trusted non-3GPP IP access. The event will be triggered by the following Diameter messages:

· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


12.5
Functional requirements for LI in case of untrusted non-3GPP IP access
12.5.0
Introduction 
This clause specifies functional requirements applicable to the PDN-GW and HSS. In addition, this clause specifies requirements applicable to the ePDG in case this node is using a GTPv2 based protocol over s2b interface as specified in 3GPP TS 23.402 [23].
The e-PDG not using a GTPv2 based protocol over s2b interface and the AAA server are subjected to all the requirements specified in this document for PDG and AAA server for the case of I-WLAN interworking.

NOTE 1:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

Interception in the PDN-GW is a national option.

Interception in the PDN-GW shall be based on IMSI or NAI. In case of GTPv2 based protocol, interception at the ePDG and PDN-GW shall be based on IMSI.
NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.
For the delivery of the CC and IRI, the PDN-GW and ePDG provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
LI based on HSS reporting is a national option. Requirements on the HSS specified in clause 7A.2 and subsections apply also to the case in which non-3GPP IP access and 3GPP AAA server are based. Intercept Related Information (Events) are serving system, subscriber record change, registration termination, and location information request.
12.5.1
Provision of Intercept Related Information

12.5.1.0
General
Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2b and s2c, detach/tunnel deactivation, session modification, start of interception with active tunnel, Serving Evolved Packet System. 
In case of GTPv2 based s2b, Intercept Related Information shall be sent at attach/bearer activation, detach/bearer deactivation, bearer modification and start of interception with active bearer.
The following event is applicable to the HSS, which is a national option:


-
Serving Evolved Packet System;


-
Subscriber record change;


-
Registration termination;


-
Location information request.

NOTE: 
Such IRI will be only generated when no equivalent information is generated by another LI functions. It is mainly the case for roaming or user profile management activities. See 7A.2 and its subsections, for the detailed events and their specifications related to untrusted non-3GPP IP access.
12.5.1.1
X2-interface

The following information needs to be transferred from the PDN-GW, ePDG or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.5.1.2 and 12.5.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.

12.5.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW, ePDG or the HSS and can be suppressed in the DF2.

The following events are applicable to the PDN-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;

- 
Start of interception with active PMIP tunnel;

-
DSMIP registration/tunnel activation;

-
DSMIP deregistration/tunnel deactivation;

-
DSMIP session modification;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation ;

-
Packet Header Information 
-
Bearer activation;

-
Bearer deactivation;

-
Bearer modification;

-
Start of interception with active bearer.

The following events are applicable to the ePDG:

-
Bearer activation;

-
Bearer deactivation;

-
Bearer modification:

-
Start of interception with active bearer.
The following events is applicable to the HSS, which is national option:

-
Serving Evolved Packet System;

-
Subscriber record change;


-
Registration termination;


-
Location information request.
NOTE: 
Such IRI will be only generated when no equivalent information is generated by another LI functions. It is mainly the case for roaming or user profile management activities. See 7A.2 and its subsections, for the detailed events and their specifications related to untrusted non-3GPP IP access.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. When the GTP protocol is used over the s2b interface, elements from table 12.2.1.2 are included in the applicable events.
	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target.

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, Start of interception with active PMIP tunnel, DSMIP registration/tunnel activation, DSMIP deregistration/tunnel deactivation, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, Serving Evolved Packet System.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Session modification failure reason

Reason for a failure of a session modification attempt for the target 

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	Home Agent address

Contains the IP address of the Home Agent.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger

Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network [24].

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Home address

Contains the UE Home IP address.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.


12.5.2
X3-interface

The access method for the delivering of PDN-GW and/or ePDG Intercept Product is based on duplication of packets without modification at the intercepting node. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.5.2.1: Configuration for interception of PDN-GW, ePDG product data
In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW and/or ePDG to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.

12.5.3
LI events for untrusted Non-3GPP IP access

12.5.3.1
Initial Attach and PDN connection activation with PMIPv6 on S2b

In the VPLMN, LI shall be done at the ePDG according to LI requirements for I-WLAN; no additional requirement applies to the S-GW for this case.

NOTE:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

When the attach or PDN connectivity activation is detected over PMIP at the PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Logical Function Information

	Network Element Identifier

	Lifetime

	Failed attach reason

	Access Technology Type

	Handoff Indicator

	APN

	UE Address Info

	Additional Parameters


12.5.3.2
Initial attach and PDN connection activation for S2c in untrusted non-3GPP IP access

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN.
NOTE:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

When the attach or PDN connectivity activation is detected over DS-MIPv6 at the PDN-GW, a DSMIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Home address

	Care of Address

	APN

	Requested IPv6 Home Prefix


12.5.3.3
UE/ePDG-initiated Detach Procedure and UE Requested PDN disconnection with PMIP

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional requirement applies to the S-GW for this case.

NOTE:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

When the detach or UE requested PDN disconnection is detected over PMIP at the PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	APN


12.5.3.4
Detach and PDN Disconnection for S2c in Un-trusted Non-3GPP IP access

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN.

When the detach or PDN disconnection is detected over DS-MIPv6 at the PDN-GW, a DSMIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Home address

	Logical Function Information

	Initiator

	Care of Address


12.5.3.5
Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has roamed. Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29 273 [XZ], and clause 5 of GSMA IR.61 [XA]).

The elements will be delivered to the DF2 if available:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Any other IMPU or IMPI of the target (if available)

	Logical Function Information

	Visited Network Identifier (for example, AVP name such as Visited-PLMN-Id)


12.5.3.6 
Start of interception with active tunnel/bearer
When interception is started at the PDN-GW/ePDG and the target has an already active tunnel/bearer, a start of interception with active tunnel/bearer shall be generated. The event shall be detected by the same node for which tunnel/bearer activation reporting is applicable and reported. Separate events are defined for the specific protocol (PMIP, DSMIP, GTP). When the GTP protocol is used for the s2b interface, the event Start of interception with active bearer is applicable as specified in section 12.2.3.6. The parameter applicable to the tunnel activation event,  as defined in the related sections, will be delivered to the DF2 if available. One event shall be sent for each active tunnel.

12.5.3.7
PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, a DSMIP HA Switch event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	HSS/AAA address

	Target PDN-GW address


12.5.3.8
PDN GW initiated Resource Allocation Deactivation with S2b PMIP

When a PDN GW initiated resource allocation deactivation is detected, a PMIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available:
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	Revocation trigger

	UE address info

	Correlation number


12.5.3.9
PMIP session modification

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional requirement applies to the S-GW for this case.

NOTE:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

When a session modification is detected at the PDN-GW, a PMIP session modification event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Session failure modification reason

	Handover indicator


12.5.3.10
DSMIP session modification

In the VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN.
NOTE:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

When the session modification is detected over DS-MIPv6 at the PDN-GW, a DSMIP session modification event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Session failure modification reason

	Home address

	Care of Address

	APN

	Requested IPv6 Home Prefix


12.5.3.11
Packet Header Information Reporting

12.5.3.11.0
General

Packet Header Information Reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

12.5.3.11.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered by the PDN-GW either directly to the DF2 or via another network entity if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Logical Function Information

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.5.3.11.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer,  and 

3)
the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.   

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
12.5.3.12
Bearer activation
When the Attach is handled by the ePDG over the GTP based s2b interface (TS 23.402 [23]), or the Dedicated bearer activation on the GTP based S2b interface (TS 23.402 [23]) is detected by the ePDG, or a Bearer activation is detected at the PDN-GW, a Bearer activation event shall be generated. The elements listed in section 12.2.3.3 will be delivered to the DF2 if available.
12.5.3.13
Bearer deactivation
When the Detach is handled by the ePDG over GTP S2b interface (TS 23.402 [23]), or a Bearer deactivation is detected at the PDN-GW, or the PDN GW initiated Resource Allocation Deactivation is detected by the ePDG on GTP based s2b interface, a Bearer deactivation event shall be generated. The elements listed in section 12.2.3.4 will be delivered to the DF2 if available.
12.5.3.14

Bearer modification

When a Bearer Modification is handled by the ePDG over GTP S2b interface (TS 23.402 [23]), or a Bearer modification is detected at the PDN-GW, a Bearer modification event shall be generated. The elements listed in section 12.2.3.5 will be delivered by the ePDG to the DF2 if available.

12.5.3.15
HSS subscriber record change

This event will be used to report any change of association between IMSI, MSISDN/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.
Such events could be mainly triggered by Diameter messages such as:

· Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29 273[XZ].

The elements will be delivered to DF2, if available: 

	New observed MSISDN or TEL URI or SIP URI 

	New observed IMSI 


	Old observed MSISDN 

	Old observed IMSI 

	New Observed IMEI (if available)

	Old observed IMEI (if available)

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

	Basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target

	Request direction


Information if the serving node is requesting to the HSS, or requested by the 
HSS.

	Other update: carrier specific.


12.5.3.16
Registration Termination

This event “Registration Termination” will be used to report to DF2 when HSS send to 3GPP AAA Server It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. 
The event will be triggered by the following Diameter messages:

· Through SWx interface, Registration-Termination-Request from 3GPP AAA Server to HSS: see clause A of TS 29 273 [XZ];

· Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The following elements such as the previous serving system of the target will be delivered to DF2:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identites

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (if available)


12.5.3.17
Location up date

This event will be used to report a form of update location answer/request message related to the target to or from the HSS. This event “location update” will be used to report to DF2 when there is a change of location in a message, between the HSS and 3GPP AAA Server (or its proxy). 
The event will be triggered by the following Diameter messages:

· Through SWx interface, Server-Assignment-Answer, message from HSS to 3GPP AAA Server: see clause A of TS 29 273 [XZ].

The elements of previous and current serving system ID will be delivered to DF2, if available: 

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 

	Event Type 

	Event Time 

	Event Date

	Network Element Identifier (HSS id...)

	Previous serving system identifier (Previous VPLMN id) (if available)

	Current serving system identifier (Current VPLMN id) (if available)

	Multiple-Registration-Indication


Information if the target is under multiple registration (AVP name such as 


Multiple-Registration-Indication)

	Current-Location AVP

	Requested Domain AVP

	Any other IMPU or IMPI (if available)


12.5.3.18
Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is connected to trusted non-3GPP IP access. The event will be triggered by the following Diameter messages:

· Through Sh interface, User Data Request with content related to update location from AS to HSS, see clause A.2 of 3GPP TS 29.328 [XY] and 3GPP TS 29.329 [XB];
· Through Cx interface, Location Info Request from I CSCF to HSS; see clause A.2 of TS 29.228 [XX].
The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:

	Observed MSISDN or TEL URI or SIP URI

	Observed IMSI 


	Requesting node identifier (I CSCF; AS)

	Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier included), 

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


12.6
Functional requirements for LI in case of Handovers between E-UTRAN and CDMA2000 Accesses.

When an handover is performed from CDMA2000 Access to E-UTRAN, the MME shall intercept the attach event received from the HRPD AN based on IMSI. 

Interception at S-GW and PDN-GW shall be done according to the requirements given in section 12.2 or 12.3 and related subsections, depending on the protocol used over the S5/S8 interface.

12.7
Functional requirements for LI in case of interworking between SGSN and EPS nodes over S4/S12 interfaces

The SGSN and the HSS are subjected to the requirements applicable to these nodes for PS interception, as specified throughout this document.

The S-GW is subjected to the requirements specified in section 12.2 and subsections. The applicable events shall be reported also when received from the SGSN over S4 interface. CC shall be also reported when received over S4/S12 interfaces. The network procedures for which the events applicable to the S-GW, defined in section 12.2 and subsections, are generated when the S-GW is connected over S4/S12 interfaces to a SGSN are defined in [10].

The PDN-GW is subjected to the requirements specified in section 12.2 or 12.3 and related subsections, depending on the protocol used on S5/S8 interfaces, which are applicable also to the case in which the PDN-GW is involved for a target for which a S4 based SGSN is used.

12.8
Functional requirements for LI in case of interworking between SGSN and PDN-GW over Gn/Gp interfaces 

According to [10] and [22] a PDN-GW may provide a Gn/Gp interface for interworking with the SGSN. When this interface is provided, from LI perspective the PDN-GW acts as a GGSN towards the involved SGSN. In this case, in addition to the requirements specified in this clause, all the requirements specified by this document for the GGSN are applicable to the PDN-GW. 

The PDN-GW shall use the same correlation number in records when the PDP context/EPS bearer modification signalling is detected due to the handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa).  After the handover, the PDN-GW shall report the events applicable to the new access and continue to use the same correlation number inside the same PDP context/EPS bearer.

The SGSN is subjected to the requirements applicable to this node for PS interception, as specified throughout this document.

13
Lawful Interception for 3GPP H(e)NBs

13.0
General

Home Node B (HNB) and Home enhanced Node B (HeNB) are jointly referred to as H(e)NB as defined in TS 22.220 [31].  As identified in TS 33.106 [7], lawful interception for 3GPP H(e)NBs can be based on three different targets:  a target accessing a H(e)NB, a target CSG of a H(e)NB, and a target H(e)NB. 

LI for a target CSG is FFS.

LI for a target H(e)NB is FFS.

LI for Local IP Access (LIPA) via a H(e)NB is FFS.
LI based on HSS reporting for 3GPP H(e)NBs is a national option. Requirements on the HSS specified in clause 7A.2 and subsections apply, such as Intercept Related Information (Events) as serving system, subscriber record change, registration termination, and location information request, if these events are not yet covered by other LI functions.
13.1
Provision of Intercepted Content of Communications for 3GPP H(e)NBs

The access method for the delivery of intercepted content of communications (CC) is based on duplication of packets without modification. 

See clause 13.4 for UMTS HNB specifics and 13.5 for HeNB specifics.

Note:  In the case where the UE is the target of intercept, from the perspective of the core network, a H(e)NB is treated the same as a NodeB or eNodeB for CC interception purposes (i.e., no additional LI functionality is required).

13.2
Provision of Intercept Related Information for 3GPP H(e)NBs

13.2.1
X2-interface

The following information needs to be transferred to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, IMEI, MSISDN, ME Id); 

-
events and associated parameters as defined in sections 13.4.3 may be provided;

-
the H(e)NB location (if available);

-
H(e)NB ID;

H(e)NB location information needs to be transferred from the location verifying nodes per TS 33.320 [34]to the DF2 in order to allow the DF2 to perform its functionality.  The manner that the location verifying node provides the DF2 with the H(e)NB location is outside the scope of this document.

The IRI should be sent to DF2 using a reliable transport mechanism.

13.3

3GPP H(e)NB LI Events and Event Information

For a target UE that is attached to any H(e)NB, LI events and messages for 3GPP H(e)NBs defined in this clause shall be reported in addition to the LI events and messages defined in other clauses of this document.  H(e)NB LI events and event information are included in 13.4 for UMTS HNBs and 13.5 for HeNBs.

A set of possible elements as shown below is used to generate the events. Information associated with the events is transmitted from the IRI ICES to DF2.

Table 13: Information Events for H(e)NB Event Records

	Element
	Definition/Usage

	Cause
	Reason for an error or an action

	Context-Id
	Unique identifier for a UE used by the HNB and HNB GW.

	CSG Identity
	Uniquely identifies a CSG within one PLMN.  Note:  Open H(e)NBs do not have associated CSGs.

	CSG List
	Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	Destination cell ID
	Resultant cell ID after handover (HNB ID or PLMN cell ID)

	Event type
	Description which type of event is delivered

	Event date
	Date of the event generation

	Event time
	Time of the event generation.

	Handover Direction


	Identifies if the handover is inbound (from macro network to H(e)NB), outbound (from H(e)NB to macro network) or intra-H(e)NB (between H(e)NBs).  

	H(e)NB Identity
	Uniquely identifies a H(e)NB (i.e., H(e)NB equipment ID and H(e)NB name)

	H(e)NB IP Address
	Reports the location of the H(e)NB used during location verification..

	H(e)NB Location
	When authorized, reports the location of the H(e)NB used during location verification prior to H(e)NB activation.

	IAs
	The observed Interception Areas

	Initiator


	The initiator of an action (e.g., network or specific network entity, target, associate)

	ISP Operator Identity
	Identifies the ISP through which the H(e)NB is connected to the SeGW

	Network Identifier


	Unique identifier for the operator and the element carrying out the LI operations

	Observed MSISDN
	MSISDN of the target.

	Observed IMSI
	IMSI of the target.

	Observed IMEI
	IMEI of the target.  

	Observed ME Id
	ME Id of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface

	Security Gateway IP Address
	The IP Address of the Security Gateway used by the H(e)NB to terminate the tunnel from the H(e)NB

	Source Cell ID
	Original cell ID prior to handover (HNB ID or PLMN cell ID)

	Tunnel Protocol
	The tunnel protocol used between the H(e)NB and the SeGW


Editor’s note:  Identification of which HNB IP Address is reported is needed.
13.4
UMTS Home Node B (HNB)
13.4.0
General

Figures 13-1 shows the reference architectures upon which Lawful Interception for 3GPP HNBs is based.    
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Figure 13-1: 3GPP UMTS HNB Architecture Basis for Lawful Interception

13.4.1
Intercepted Content of Communications for 3GPP UMTS HNBs

Editor’s Note:  This section is a place holder for the scenarios where the target of interception is either a CSG or a HNB.

13.4.2
Intercept Related Information

13.4.2.0
General
Figures 13-2 show the transfer of intercept related information to the DF2. 
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Figure 13-2: Provision of Intercept Related Information for 3GPP UMTS HNB

13.4.2.1
X2-interface

The following information needs to be transferred from the HNB GW to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, IMEI, MSISDN, ME Id); 

-
events and associated parameters as defined in section 13.4.3 may be provided;

-
the HNB location (if available);

-
HNB Identity;

HNB location information needs to be transferred from the location verifying node to the DF2 in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

13.4.3
3GPP UMTS HNB LI Events and Event Information

The following events are applicable at the HNB GW:

-
Target UE Registration to HNB;

-
Target UE De-Registration from HNB;

-
Start of Interception with HNB attached UE;

-
Target UE HNB Handover

A set of possible elements used to generate the events is found in clause 13.3 in Table 13. Information associated with the events is transmitted from the HNB GW to DF2.

13.4.4
Structure of HNB Events

13.4.4.1
Target UE Registration to HNB 

This event reports when a target UE is attempting to register to any HNB.  This event is generated when 

· a HNB GW sends a UE REGISTRATION ACCEPT message towards a target UE, or 

· a HNB GW sends a UE REGISTRATION REJECT message towards a target UE, or 

· a HNB GW receives an SCCP Connection Confirm (CC) or Connection Refused (CREF) messages from the Core Network 

The elements, shown in Table 13a, will be delivered to the DF2, if available.

Table 13a: UE Registration to HNB

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Identifier

	Context-ID (for successful connection)

	H(e)NB Identity

	H(e)NB Location  

	H(e)NB IP Address 

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Cause (of failed connection, e.g., “Refusal Cause” of SCCP CREF)

	CSG Identity (if closed/hybrid HNB)

	CSG List (if closed/hybrid HNB) – See Note 1

	IAs (if applicable)


Note 1:  In a HNB GW, the CSG List is the Access Control List. 

13.4.4.2
Target UE De-Registration from HNB

This event reports a when a target UE is de-registered to any HNB.  This event is generated when 

· a HNB GW receives a UE DE-REGISTER message from the HNB, or 

· a HNB GW receives a RANAP Release Iu Connection Command message from the Core Network 

The elements, shown in Table 13b, will be delivered to the DF2, if available.

Table 13b: UE De-Registration from HNB

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	CSG Identity (if closed or hybrid H(e)NB)

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location  

	Initiator (i.e., HNB or Network)

	Cause (of de-registration action, if known)

	IAs (if applicable)


13.4.4.3
Start of Intercept with HNB attached UE 

This event will be generated if interception for a target UE is started when the target UE has already registered and is receiving service from a HNB.  The elements, shown in Table 13c, will be delivered to the DF2, if available.

Table 13c: Start of Intercept with Target UE active on a HNB 
	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed ME Id

	H(e)NB Identity

	CGS Identity (if closed or hybrid H(e)NB)

	Event Time

	Event Date

	Network Identifier

	H(e)NB IP Address 

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	CSG List (if closed or hybrid HNB) – See Note 1

	H(e)NB Location 

	IAs (if applicable)


Note 1:  In a HNB GW, the CSG List is the Access Control List. 

13.4.4.4
Target UE HNB Handover 

This event reports a when a registered target UE moves from a cell on the serving PLMN to a HNB, from a HNB to a cell on the serving PLMN, or from a HNB to another HNB.  This event is generated when 

· a HNB GW receives an inbound UE relocation trigger (e.g., RANAP Relocation Request message from the Core Network), or 
· a HNB GW receives a HNBAP:  UE RELOCATION COMPLETE message from the Destination HNB (i.e., the “Target HNB” per TS 25.467[33]) , or

· a HNB GW acts as a Iurh proxy and sends a RADIO LINK RESTORE INDICATION message from the “Drift HNB” to the “Serving HNB” per TS 25.467[33]) (i.e., a target UE is involved in a soft handover between HNBs)

The elements, shown in Table 13d, will be delivered to the DF2, if available.

Table 13d: UE Handover

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Identifier

	Context-ID (for successful connection)

	Cause (of failed connection, e.g., “Refusal Cause” of SCCP CREF)

	CSG Identity (if closed/hybrid HNB)

	CSG List (if closed/hybrid HNB) – See Note 1

	Handover Direction

	Source cell ID (HNB ID or PLMN cell ID)

	Destination cell ID (HNB ID or PLMN cell ID)

	IAs (if applicable)


Note 1:  In a HNB GW, the CSG List is the Access Control List. 

The reporting of a soft handover between HNBs that are directly connected and the HNB GW is not involved is FFS.

13.5
Home enhanced Node B (HeNB)
Figure 13-3 show the reference architectures upon which Lawful Interception for 3GPP HeNBs is based.  Per TS 36.300 [32], HeNB GW is optional.  
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Figure 13-3: 3GPP HeNBs Architecture Basis for Lawful Interception

In the case where the UE is the target of intercept, LI functionality is specified in clause 12.

14
Interception of Generic Bootstrapping Architecture (GBA) Secured Communications

14.1
Introduction

The Generic Bootstrapping Architecture (GBA) is defined in the 3GPP TS 33.220 [35]. This section details the stage 2 Lawful Interception architecture and functions that are needed to provide the GBA based application specific encryption keys from the GBA architecture towards the DF2 for a subscriber that is target of interception.
LI based on HSS reporting for Generic Bootstrapping Architecture (GBA) is a national option. Requirements on the HSS specified in clause 7A.2 and subsections apply, such as Intercept Related Information (Events) as subscriber record change, registration termination, and location information request, if these events are not yet covered by other LI functions.
Figure 14.1 shows the LI architecture for the GBA where the BSF provides the events and associated information towards the DF2 over the X2 interface.
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Figure 14.1: GBA Intercept Configuration

14.2
Provision of Content of Communications

The GBA interception provides the application specific cryptographic keys (aka GBA application specific keys) which are used to decrypt the intercepted communication secured using those GBA application specific keys. Interception of the content of communications for GBA secured services is not part of this section and can be achieved via other methods outlined in this specification. The Ua protocol Id and the NAF Id along with the GBA application specific keys will allow the LEMF to decrypt the received intercepted packets. 

Note 1: The details of LI capabilities for GBA in a roaming scenario is for further study.  

Note 2: The delivery by the CSP of intercepted packets in a decrypted form is for further study. 

14.3
Provision of Intercept Related Information

14.3.1
Provision of Intercept Related Information Data Flow

Figure 14.2 shows the transfer of intercept related information to the DF2. If an event related to a target occurs, the BSF shall send the relevant data to the DF2.
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Figure 14.2: Provision of Intercept Related Information

14.3.2
X2-interface

The following information needs to be transferred from the BSF to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clauses 14.3.3 may be provided;

The IRI should be sent to DF2 using a reliable transport mechanism.

14.3.3
GBA LI Events and Event Information

Intercept Related Information (Events) are necessary for the following;

· Bootstrapping

· Query from NAF

· Start of interception with GBA key

A set of possible elements as shown in Table 14.3.1 are used to generate the events.

Table 14.3.1: Information Events for GBA Event Records

	Element

	Observed IMSI

IMSI of the target.

	Observed Other Identity

Other Identity of the target.

	Event type

Description which type of event is delivered: Bootstrapping, Query from NAF, 
Start of interception with GBA key

	Event date

Date of the event generation in the BSF

	Event time

Time of the event generation in the BSF. 

	Network Element Identifier

Unique identifier for the element reporting the BSF.

	B-TID

Bootstrapping transaction identifier, TS 33.220 [35].

	Key lifetime

The lifetime of the key material is set according to the local policy of the BSF, TS 33.220 [35].

	Bootstrapping time

The timestamp of the bootstrapping event.

	Ks_int_NAF

GBA application specific key (internal), if GBA_U has been used, TS 33.220 [35].

	Ks_ext_NAF

GBA application specific key (external), if GBA_U has been used, TS 33.220 [35].

	Ks_NAF

GBA application specific key, if GBA_ME has been used, TS 33.220 [35].

	Ua protocol id

Ua interface security protocol id defined in clause Annex H in TS 33.220 [35].

	NAF_Id

The FQDN of the NAF, concatenated with the Ua security protocol identifier, TS 33.220 [35].


14.4
Structure of GBA Events

14.4.1
Bootstrapping

This event will be generated when the UE triggers a bootstrapping procedure towards the BSF when the UE wants to interact with a NAF. The actual bootstrapping procedure is defined in the TS 33.220 [35], in sections 4.5.2 and in 5.3.2. The information elements shown in Table 14.4.1 table, if available, will be delivered to the DF2, by the BSF.

Table 14.4.1: Bootstrapping
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	B-TID

	Key lifetime

	Bootstrapping time


14.4.2
Query from NAF

The Query from NAF event is generated when the BSF receives an application specific key query from a NAF in order to retrieve GBA based application specific keys and related information. A new event is generated for each individual query events. The information elements shown in Table 14.4.2 will be delivered to the DF2, if available, by the BSF. 

Table 14.4.2: Query from NAF
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Ks_ext_NAF

	NAF_Id

	Ks_int_NAF

	Ks_NAF

	Key lifetime

	Bootstrapping time

	Ua protocol id


14.4.3
Start of Interception with GBA key

For start of interception where GBA application specific key is already in use a Start of Interception with GBA key event is generated. The elements, shown in Table 14.4.3 will be delivered to the DF2, if available, by the BSF. 

Table 14.4.3: Start of Interception with GBA key

	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	B-TID [Note]

	NAF_Id [Note]

	Ks_ext_NAF [Note]

	Ks_int_NAF [Note]

	Ks_NAF [Note]

	Key lifetime [Note]

	Bootstrapping time [Note]

	Ua protocol id [Note]


Note: These are repeated for each GBA application specific key associated with the target. 

15
Invocation of Lawful Interception for IMS-based VoIP

15.1
Overview of VoIP Interception 

The capabilities defined in this clause apply when the interception of content of communications for IMS-based VoIP is to be separated from the interception of content of communication at the packet data network. 

The network nodes, involved in providing the interception of an IMS-based VoIP call, shall be determined based on the deployment configuration and the call scenario. The scenarios where the media transport nodes and signalling nodes are handled by different CSPs are beyond the scope of this standard. 

Note 1: Lawful interception of VoIP as it applies SR-VCC (see 23.237 [46]) is for further study.  

The interception of IRI for a VoIP call shall be done according to 15.3. The interception of VoIP CC shall be done according to 15.2. 
LI based on HSS reporting for IMS-based VoIP is a national option. Requirements on the HSS specified in clause 7A.2 and subsections apply, such as Intercept Related Information (Events) as serving system, subscriber record change, registration termination, and location information request, if these events are not yet covered by other LI functions.

15.2
Provision of Content of Communications 

15.2.0
Overview

As the interception of CC needs to be done at a network node that has access to the voice media, and that interception of CC is required for all targeted calls, including forwarded calls and transferred calls, the CSP needs to support the capability to dynamically trigger CC interception for a call at a network node that has access to the voice media. Depending on the CSP’s network configuration and the call scenario, different network elements will intercept the CC.

The interception and delivery of CC for VoIP may be done at the following functional element: 

1)
PDN-GW/GGSN;

2)
IMS-AGW;

3)
TrGW;

4)
IM-MGW;

5)
MRF. 

Note 2:  Other functional elements may also be applicable in specific deployment scenarios. 
Note 3:  The redirection of target communications to a specific network element purely for LI purposes is undesirable.
The functional elements that provide the signalling to generate the trigger for the CC interception may be any of the following functional elements:  

-
P-CSCF, for PDN-GW/GGSN and IMS-AGW;

-
IBCF for TrGW;

-
MGCF for IM-MGW
-
S-CSCF or AS for MRF. 

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the call scenario. 

Annex E shows scenarios where the use of the above functional elements are applicable. 





15.2.1
General Principles of CC Interception

15.2.1.1
Intercept Trigger

As the interception of IRI and CC is required for all targeted VoIP calls, including forwarded and transferred calls, the CC shall be correlated with the IRI. The CC Interception Triggering Function triggers the CC interception for a call at the CC Intercept Function. The placement of the CC Interception Triggering Function is dependent on CSP network implementation, the call scenario, and the placement of network nodes that have access to the voice media.

The CC Interception Triggering Functions sends a CC intercept trigger to the CC Interception Function to activate CC interception for a call.

The intercept trigger, at the minimum, shall consist of the following: 

-
Correlation Identifier (the mechanics of correlation is for further study);

-
Media Identifier

Editor’s Note: The re-use of the existing reference point or whether to use a new reference point is for further study. 

The Correlation Identifier is used correlate the CC with the corresponding IRI data and is delivered from the CC Intercept Function in the intercepted media packet (i.e., CC) over the X3 interface to the Delivery Function 3. 

The Media Identifier is used to identify the media packets that have to be intercepted. The technique used in defining the Media Identifier is implementation specific. 

The information passed in this CC intercept trigger shall adhere to the security requirements outlined in clause 8.  

15.2.1.2
X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the CC Intercept Function to the Delivery Function 3 in addition to the intercepted media packets:

-
target identity;

-
correlation identifier;

-
time stamp (optional);

-
direction (indicates media is from or to the target) – optional;

Editor’s Note: The use of the target identity for the information passed to the Delivery Function 3 requires further study.

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.  
15.2.2
VoIP CC Interception 

The capabilities defined in this clause apply for the following cases: 

-
When a target originates a call or receives an incoming call – the target’s media passes through the indicated CC Intercept Function.

-
When an incoming call to the target is forwarded, the media of the forwarded call passes through the indicated CC Intercept Function. 

The term "CC Intercept Function" is a generic term used to denote a network function that has access to the voice media of an intercepted call. The term "CC Interception Triggering Function" is a generic term used to denote a network function that provides a trigger to intercept the CC. The examples of CC Intercept Function and CC Interception Triggering Function are listed at the beginning of clause  15.2 

Figure 15.1 illustrates the CC interception at the CC Intercept Function for a basic call. Figure 15.2 illustrates the CC interception at the CC Intercept Function for a forwarded call.
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Figure 15.1: VoIP CC Interception for basic calls

In figure 15.1, the Target is the target and the Other Party is the called party when the target originates a call; and the Other Party is the calling party when the target receives an incoming call. In both cases, the media passes through the CC Intercept Function present on the side of target’s access network.  

In figure 15.2 (below), there is no Target (i.e., target) shown because this is the scenario where an incoming call to a target gets forwarded. The figure 15.2 shows the calling party who originated call and the forwarded-to-party who receives the forwarded call. The media passes through the CC Intercept Function associated with the forwarded-to-party.   
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Figure 15.2: VoIP CC Interception for forwarded calls

The CC Interception Triggering Function sends the CC intercept trigger to the CC Intercept Function according 15.2.1.1.   The CC Intercept Function intercepts media packets for the call (identified based on the Media Identifier information received over the intercept trigger) and delivers the media packets as according to 15.2.1.2. 

Editor’s Note: Exact use of figures 15.1 and 15.2 in call forwarding scenarios needs to be clarified. 

15.2.3
Media Information Associated with the CC

When the media description known through the SDP offer and answer at the IRI ICE is different from the media description known to the CC Intercept Function, then CC Intercept Triggering Function may have to send the media description to the DF2 for reporting to the LEMF. See Annex G for illustrative examples. 

NOTE: In case the CC Intercept Triggering Function is included in the P-CSCF this may be achieved by using the 
X2 interface between the P-CSCF and DF2/MF. 

The media description associated with the CC delivered to the LEMF over HI3 shall also be reported to the LEMF in case it is different from both of the above indicated media descriptions. 
Editor's note: The general method used to report such media description is for further study.

15.2.4
CC Interception in HPLMN with IMS Roaming  
For roaming targets who are physically not in the legal jurisdiction of the home network, depending on the roaming architecture deployed, media of the target may not enter the HPLMN for certain call scenarios. In such situations, based on the national option, the HPLMN served with the intercept order shall do the following: 

-
Perform the interception without the CC and report to the LEMF that the CC is unavailable due to target’s roaming situation. Note that the Evolved Serving System message (when EPS is part of the IP-CAN) also indicates to the LEMF that the target is roaming. 

Editor’s Note: The method used to provide such reporting is for further study.





























15.3
Provision of Intercept Related Information for VoIP

See clause 7.A. 
************  END of CHANGES  **************
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