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1. Introduction
This contribution discusses location services used by operators to provide lawful access location service details to LEA.
It the author’s opinion that references in 22.071 and 23.271 that describe LCS and associated services that it provides to the various clients does not provide enough guidance to vendors for consistent Lawful access services delivered to LEA.
This document looks at 33.106, 33.107, in relationship to 22.071 and 22.271 and looks at areas that may require clarification when these services are used for Lawful Access.
This document then considers the merits of adding text to 33.106, and or 33.107 to help readers of these documents and 22.071 and 23.271 when considering implementations of location clients used by Lawful access services

2. [bookmark: _Toc466352960][bookmark: _Toc472222527][bookmark: _Toc327876244]Discussion
The LCS documents, 22.071 and 23.271 mention Lawful access as a service that could use Location Services and provides hints as to how that might occur, however they do not provide sufficient information.
Specifically, in these documents they do not address well the locating of roamers.  Roamers may be domestic roamers, ie MVNO or wholesalers in the country, or international roamers.  Section 5.1.2 of 33.106 addresses the target as any user equipment using the network. 
Additionally these documents indicate that Lawful access is out of scope of these documents, but the requirements for these service should be in scope for SA3LI, and therefore some discussion should be in 33.106, 33.107
Possible areas to consider:
In 33.106 the following section might require enhancements
3.1	Definitions
A definition on LoCation Services (LCS) may be required
From 23.071
LCS (LoCation Services): LCS is a service concept in system (e.g. GSM or UMTS) standardization. LCS specifies all the necessary network elements and entities, their functionalities, interfaces, as well as communication messages, due to implement the positioning functionality in a cellular network. Note that LCS does not specify any location based (value added) services except locating of emergency calls.
For this document this might be rewritten to add Lawful Access service that is specified in 33.107 
LCS (LoCation Services): LCS is a service concept in system (e.g. GSM, UMTS or UTRAN) standardization. LCS specifies all the necessary network elements and entities, their functionalities, interfaces, as well as communication messages, due to implement the positioning functionality in a cellular network. Note that LCS does not specify any location based (value added) services except locating of emergency calls and Lawful Access Services.

LCS Client: software and/or hardware entity that interacts with a LCS Server for the purpose of obtaining location information for one or more Mobile Stations. LCS Clients subscribe to LCS in order to obtain location information. LCS Clients may or may not interact with human users. The LCS Client is responsible for formatting and presenting data and managing the user interface (dialogue). The LCS Client may reside in the Mobile Station (UE).

Proposal is to add Lawful Access client
LCS Client: software and/or hardware entity that interacts with a LCS Server for the purpose of obtaining location information for one or more Mobile Stations. LCS Clients subscribe to LCS in order to obtain location information. LCS Clients may or may not interact with human users. The LCS Client is responsible for formatting and presenting data and managing the user interface (dialogue). The LCS Client may reside in the Mobile Station (UE). A LCS client may also provide Lawful Access Services

3.3	Abbreviations
There is no LCS nor GMLC described
LCS is mentioned in Section 5.11, do we need to add GMLP (likely a 33.107 term) 

5.1.2	General principles

Location Dependent Interception, (LDI) allows a 3GPP network to service multiple interception jurisdictions within its service area. Multiple law enforcement agencies with their own interception areas can be served by the 3GPP network. All the information or rules given for interception within a 3GPP network apply to interception within an Interception Area (IA) when LDI is invoked. A target may be marked in one or more different IAs within the same 3GPP network. Interception is neither required nor prohibited by this standard when LDI is active and the location of the target is unknown or unavailable.
This might need changes to allow for LCS service that can also provide this capability.
Lawful Access LCS clients can work with LDI and or provide support for LDI
Location Dependent Interception, (LDI) allows a 3GPP network to service multiple interception jurisdictions within its service area. Multiple law enforcement agencies with their own interception areas can be served by the 3GPP network. All the information or rules given for interception within a 3GPP network apply to interception within an Interception Area (IA) when LDI is invoked. A target may be marked in one or more different IAs within the same 3GPP network. Interception is neither required nor prohibited by this standard when LDI is active and the location of the target is unknown or unavailable. There should be no impacts if LCS is used with LDI.

5.11	Location Information

In addition to the 3GPP network derived or verified location information, target location information from Location Services (LCS, as described in 3GPP TS 22.071 [23] and 3GPP TS 23.271 [24]) may be used to provide additional location information to the LEMF if available.

This section might be updated to describe the requirement of a Lawful Access LCS client 
Most of the follow on requirements were duplicates of requirements for a regulatory service for Emergency services found in 22.071 and 23.271.  These reference provided after each requirement.  Copied text highlight.
A new subsection 5.11.1 LoCation Servers LCS
For Lawful Access Services (where required by local regulatory requirements) the following requirements shall be met:
There may be one or more LCS service nodes in use in a network.  The use of Lawful access should not impose service interruptions on targets, nor force targets to LCS nodes.

The Lawful Intercept LCS will use the location information to support various legally required or sanctioned services (22.071 section 1)

For certain authorized LCS client internal to the PLMN, a subscription profile is unnecessary. These clients are empowered to access any defined service that is not barred for an UE subscriber. This permits positioning of Lawful Access Services without the need for pre-subscription (23.271 section 5.4.1.2.2)
Position information shall be provided to the Lawful Access Services function as an authorized LCS client. Target UE authorization checks normally performed for value added services are not applicable (privacy is over-ridden).  The position information shall be provided to the Lawful Access Services function in a secure and reliable manner, such that the location information is neither lost, corrupted, nor made available to any unauthorized third party (22.071 section 4.7)

For Lawful Interception Services (where required by local regulatory requirements), target UEs may be positioned under all circumstances required by local regulatory requirements. The target UE user shall not be notified of any location attempt.(22.071 section 4.8)

For Lawful Access Services (where required by local regulatory requirements), positioning shall be supported for all UEs (i.e. including legacy UEs) where coverage is provided, and also UEs without a SIM/USIM. In such a case, the location of the caller may be determined using the identity associated with the Mobile Equipment (ME) involved in the call. (22.071 section 4.13)

Both “active” and “idle” UEs shall be capable of being positioned. (22.071 section 4.13)

For PLMN operator services, positioning of unauthorized UEs may be provided by the PLMN as required by local regulatory requirements. (22.071 section 4.14)

For Lawful Access Services (where required by local regulatory requirements), the PLMN shall support positioning for unauthorized UEs (i.e. including stolen UEs and UEs without a SIM/USIM). (22.071 section 4.14)
NOTE:	A subscriber is in general identified as an UE containing in it the SIM/USIM associated with the subscriber. In some exceptional cases (e.g., an Emergency call, Lawful Access), an UE without a valid subscription recognized in the PLMN can become a Target UE. (22.071 section 4.14) 

For Lawful Access Services (where required by local regulatory requirements), there are requirement for the PLMN to support periodic location reporting. (22.071 section 4.15)

For Lawful Access Services. (where required by local regulatory requirements) LCS shall support requests for the initial, the current (updated), or the last known position of an ME for a location request; LCS shall support requests for the initial, the current (updated), or the last known position of an ME for an interception service (22.071 section 5.3.1.1)
In some countries a Location request of a target may be required in exigent circumstances, and it may or may not be accompanied by a legal instrument (intercept or warrant order) , but required to be supported by regulations

For Lawful access services (where required by local regulatory requirements), the LCS client may identify a target UE using any one of the following: (22.071 section 6.1)
MSISDN (22.071 section 6.1)
SIP URL(22.071 section 6.1)
IMSI(22.071 section 6.1)
NA-ESRK + (optionally) IMEI, applicable for regions using the ANSI standards(22.071 section 6.1)
IMEI, applicable for regions using the ETSI standards(22.071 section 6.1)
IMEI is used for unauthorized UEs or UEs without SIM/USIM. In regions using ETSI standards it shall be indicated that the use of this identification is triggered by an emergency call. (22.071 section 6.1)
Optional removed based on other IMEI requirements, ie IMS, other text removed that are related specifically to Emergency call
The next section from there describes an Alias, but its not clear where that is captured or if it needs to be for Lawful Access Services
It shall be possible for the target mobile’s user to hide her true identity from the requestor and the LCS client and replace it with an alias. The alias shall be a unique identification that has a one-to-one relationship to the true identity of the subscriber and may be permanent or temporary. The target mobile user shall be able to know her own alias so that she can pass the alias to the LCS client, e.g. when invoking a location-based service.  (22.071 section 6.1)

For Emergency Services and other services (Lawful access, Location request) where required by local regulatory requirements, and for PLMN operator Services, the location request shall be processed with the highest priority level regardless of the barring status of LCS (22.071 Section 7.3)

New requirement: these are in line with section 5.2.1.3 Security in 33.106
A lawful access services location request should be accomplished on the RAT currently in use and cause no services interruptions subject to release dependencies 
The invocation of Lawful Access Interception service should not cause any service interruptions subject to release dependencies

Specific consideration of the attributes for mandated Lawful Access Services (22.071 Appendix B1.1)
Location accuracy and reliability: ( as offered by the network, maybe a reference to z,y,z requirements)
The network should be sufficiently flexible to accommodate evolving enabling mechanisms and service requirements to provide new and improved services. ; (23.271 Section 4.1)

LCS shall be applicable for both circuit switched and packet switched services; (23.271 Section 4.1)
It shall be possible for more than one LCS Client to request and obtain the location of the same target UE at the same time. ; (23.271 Section 4.1)




For 33.107

Additions to this document might include
Add reference for 22.071 and 23.271
2	References
[60]	3GPP TS 22.071 Location Services (LCS); Service description; Stage 1
[61]	3GPP TS 23.271 Functional stage 2 description of Location Services (LCS)

3.1	Definitions
Same discussion for inclusion in 33.106, 
3.2	Abbreviations
Same discussion for inclusion in 33.106

4	Functional architecture

Proposed new text
When location information of the target is delivered by an LCS Server (GMLC) or LCS Client, configuration in figure x is used.

Location is collected in each of the figures, is a new Figure required to support a Location Server?
23.271 provides some help as it point out which functions it get location information from





5	Activation, deactivation and interrogation
5.0	General

Text is required for a LCS Services

The target identities for LCS interception at the HLR, HSS, MME , SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI (SIP URL. IP Address?)
Is a note required to discus LDI in Note 5 with LCS?

[bookmark: _Toc406147958]5.1.1	X1_1-interface
NOTE 4:	Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

Does this Note impact IMEI interception and LCS interception? (Since should be replace with If)
(is this function required for exignet Location Request? No warrant ID)
If required for Location request, may need to elaborate on activation and deactication, ie on return of the location it autmatically deacviates the service.  

We report these events to public (Lawful access without a warrant, and with a warrant (aggregated), the issue here is the warrantless ones (required under law, for exigent requirements (amber Alert, terrorist activity), for identifying a person’s information, ie IMSI, MSISDN, IMEI, Location, IP address) may be handled differently and may or may not be required to be reported through the LEA interface.  The current LEA interface is for a Warrant.  Thus the dimensioning for Operator’s and LEA may change to include Location requests.  This may impact how and what pieces need to be incorporated into 33.107 and 33.106.  Operators still need to account for requests.
.

5.3	Interrogation
5.3.0	General

A note is required.  It may not be applicable to Location request, as the time to report the request the location may have already been completed, race conditions may exist.
Hints that Location request maybe should not be considered as a Warrant event.
This might cause a bunch of issues, with all LEA, changes to doc.

It might also required additional text in 33.106
Adminstraion in countries may require production of Location requests be made public, and or PLMN may make public the number of Location Request it recieves from LEA as part of due dilgence and public awareness.  (this hits at exigent access)

6.3	Provision of Intercept Related Information
6.3.0	General
Intercept Related Information (Events) are necessary at the Begin and End of the call, for all supplementary services during a call and for information which is not call associated. There are call related events and non call related events.

Additional text maybe required for during a call.
Intercept Related Information (Events) are necessary at the Begin and End(Note) of the call, for all supplementary services during a call and for information which is not call associated. There are call related events and non call related events
Note, where required by local regulatory requirements IRI may be required during the Call.

May not be required as 6.3.2 defines Location as a non Call event, and thus can be any time

6.3.2	Structure of the events
Table 1: Information Elements for Circuit Event records

	Location Information
Location information is the service area identity and/or location area identity that is present at the 3G MSC Server
at the time of event record production. 
In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 [30].
Or Location information as provided by a LoCation Server (LCS) Client 3GPP TS 23.271 [61]



[bookmark: _Toc406147986]6.3.4.2	Location update
For location updates a Location update-event is generated, with the new location information. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information



Not clear if any modification or required here for LCS

7.0	General

In case of location dependent interception:
-	for each target, the location dependency check occurs at each Packet Data session establishment or release and at each Routing Area (RA) update to determine permanently the relevant IAs (and deduce, the possible LEAs within these IAs);

If LCS is used, do we need any additional checks, I assume LCS can provide better boundary conditions than a routing area.  (IA Interception Area is likely more LCS related than Routing Area (RA))


-	concerning the IRI:
-	when an IA is left, either a Mobile Station Detach event is sent when changing servicing 3G GSNs, or an RA update event is sent;
-	RA update event is sent to DF2 when changing IAs inside the same servicing 3G SGSN;
-	when a new IA is entered a RA update event is sent to DF2 and, optionally, a "Start of interception with PDP context active" event for each PDP context;
-	concerning the CC, when crossing IAs, the CC is not sent anymore to the DF3 of the old IA but sent to the DF3 of the new IA.

Ideally LCS does not affect this operation

Both in case of location dependent and location independent interception:
"Start of interception with PDP context active" event is sent by the new SGSN if an Inter-SGSN RA update procedure, which involves different PLMNs, takes place for a target, which has at least one active PDP context.
NOTE 2:	An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN" type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received by the SGSN as part of the procedure (see TS 23.060 [10], clause 6.9.1.2.2 and TS 23.003, clause 4.2).
Optionally, it is possible to send "Start of interception with PDP context active" for all cases of inter- SGSN RA update when at least one PDP context is active.

These are likely not covered by LCS, change of PLMN

7.3.2	Structure of the events
The following events are applicable to 3G SGSN
May need to add LCS update

-	RA update;
	LCS request;


Table 2
	Location Information
Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN at the time of event record production.
Or Location information as provided by a LoCation Server (LCS) Client

	Old Location Information
Location Information of the subscriber before Routing Area Update
Or Location information as provided by a LoCation Server (LCS) Client




No changed may be required here, since the ADMF job is to take all this in and then provide something to LEA so the LCS might be the only entry points

Section 12 also need changes
(12.2.3.7	Tracking Area Update)

Or should a new section be added

Section describes how a LCS would handle call flows to provide Location of targets
Some sections in 23.271 are identified for inclusion in 33.107
Copied GBA as reference for discussion, and afterward portions or 23.271 which are of interest to LEA

Location Request
Exigent requests

If an LCS function is used it is a national option on implementation of clients and or functions to be utilized.
If LCS is present;
LCS is activated for all targets
LCS can augment location information from other network elements.


(issue , what will the ADFM send, as the LCS will process some data, that might be delivered to LEA, so a time issue, when a event occurs, the network will report that including location, and then sometime later a more precise location may appear for the same event, so I think we just say that its up to the LEA collection system to correlate the events, real time may see delayed location, as per collections that can be filed and processed later.
ADFM should not filter location events from any element and forward to LEA for processing (unless there are national Options in play)

Do we reference or copy in section 8 from 23.271?

8	General network location procedures
8.1	State description for GMLC
8.1.1	GMLC states
…….

Discussion text
Potentially new text to 33.107
[bookmark: _Toc406148223]18	Interception of Location Server Service
[bookmark: _Toc406148224]18.1	Introduction
The Location Service (LCS) is defined in the 3GPP TS 23.271 [61]. This section details the stage 2 Lawful Interception architecture and functions that are needed to provide the LCS information towards the DF2 for a subscriber that is target of interception.
Figure 18.1 shows the LI architecture for the LCS where the LSC Server or LSC Client provides the events and associated information towards the DF2 over the X2 interface.



Figure 18.1: LCS Intercept Configuration
LCS is not applicable to CC only provides X2 information (no 18.2)
[bookmark: _Toc406148226]18.3	Provision of Intercept Related Information
[bookmark: _Toc406148227]18.3.1	Provision of Intercept Related Information Data Flow
Figure 18.2 shows the transfer of intercept related information to the DF2. If an event related to a target occurs, the LCS shall send the relevant data to the DF2.




Figure 18.2: Provision of Intercept Related Information
[bookmark: _Toc406148228]18.3.2	X2-interface
The following information needs to be transferred from the LCS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in clauses 18.3.3 may be provided;
The IRI should be sent to DF2 using a reliable transport mechanism.
[bookmark: _Toc406148229]18.3.3	LCS LI Events and Event Information
Intercept Related Information (Events) are necessary for the following;
· Location Request
· Immediate 
· Deferred
· Start of Interception
· Interception

Should data stored in an HLR on targets LCS service be sent to LEA?
During an interception or location, accessing the HLR may not be required or advisable (ie roaming subscriber)

How should a LCS request be handled for inter PLMN? If not hidden it may signal to partner LEA of targeting of a subscriber.  
The Subscriber may allow LCS while roaming, in this case targeting could be done, if and only if the LCS is able to hide the requestor, and it follows privacy function set up in the HLR otherwise, this will also signal a targeting attempt, if the visited network is monitoring this activity, it will see one request fail for privacy and one not fail.

A set of possible elements as shown in Table 18.3.1 are used to generate the events.

Section 5 in 23.271 defines flows between Server and Client, and thus provides some guidance on the events
Table 18.3.1: Information Events for LCS Event Records
	Element

	Observed IMSI
IMSI of the target.

	Observed Other Identity
Other Identity of the target.

	Location Immediate request

	Location Deferred Request

	UE Available 

	Change of Area

	Periodic Location

	Event type
Description which type of event is delivered: Start of Interception, Location Request, Interception,

	Event date
Date of the event generation in the LCS

	Event time
Time of the event generation in the LCS. 

	Network Element Identifier
Unique identifier for the element reporting the LCS,; Server, Client?

	Alias

	Location Information

	Old Location information

	IAs

	QoS

	Velocity

	Privacy Options

	Mobile Locate
If the Mobile is using the service, to locate itself, emergency locate, network locate


[bookmark: _Toc406148230]18.4	Structure of LCS Events
[bookmark: _Toc406148231]18.4.1	
This event will be generated (needs text)

The information elements shown in Table 18.4.1 table, if available, will be delivered to the DF2, by the LCS.
Table 18.4.1: 
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	(needs text)

	

	


[bookmark: _Toc406148232]18.4.2	
The     event is generated when the LCS receives

. A new event is generated for each individual query events. The information elements shown in Table 18.4.2 will be delivered to the DF2, if available, by the LCS. 
Table 18.4.2:   
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	 

	

	

	

	

	

	



[bookmark: _Toc406148233]18.4.3	Start of Interception with LCS
For start of interception where LCS  event is generated. The elements, shown in Table 18.4.3 will be delivered to the DF2, if available, by the BSF. 
Table 18.4.3: Start of Interception with LCS
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	

	

	

	

	

	

	

	



Note: These. 

Other comments and a possible liaison to SA2 in regards to 23.271

Inclusion of LCS functionality into 33.106, and 33.107
Request some changes to 23.271 for completeness
From 23.271

4.4	Types of Location Request
Some clarifying text could be suggested

4.4.1	Immediate Location Request
Request for location where the LCS Server replies immediately to the LCS Client with the current location estimate if this could be obtained.

For lawful Access, location request, we may need to expand on precision required

4.4.2	Deferred Location Request
Request for location contingent on some current or future events where the response from the LCS Server to the LCS Client may occur some time after the request was sent.
NOTE:	Deferred Location Request is not supported for E-UTRAN Access in this version of the TS.
Should this be amended or should the LS ask when this will be addressed, and or is it an impact to LEA/ Operators?


4.5	Concurrent Location Requests

4.In support of principles 1, 2 and 3, an entity (e.g. GMLC, MSC, MSC server, SGSN, MME, UE) that receives a new location request (e.g. MT LR, MO LR, NI LR) while already supporting previous location requests for the same target UE may reject the new location request, defer (i.e. queue) the new request, cancel one or more previous requests (where a procedure for cancellation has been defined), allow the new location request to proceed concurrently with and separately from the previous requests if allowed on applicable interfaces or, for the specific cases defined in principle 1, combine the new request with one or more previous requests if this will not impair or affect service support for the new request (e.g. privacy and QoS).
Does the cancel request need to be reported?  It could inform other LEA of locating requests by others

5.In support of principle 
4, LCS Client priority and any other relevant priority information (e.g. UE subscription preferences) should be considered. In particular, location requests associated with emergency services or lawful interception clients should be given priority over other location requests.
5.1LCS access interfaces
For EPS, Location Servers, resident in the same PLMN, may communicate via the SLg interface to their associated MME.
(is MoCn impacted by LCS, and its reporting for LEA?  Charging may be an issue)

5.4.1.2.2	Subscription Subfunction
For certain authorized LCS client internal to the PLMN, a subscription profile is unnecessary. These clients are empowered to access any defined service that is not barred for an UE subscriber. This permits positioning of emergency calls without the need for pre-subscription
This also permits Lawful Access Services.

6	LCS Architecture
Propose to add a note 10 or LEA specific text, that a Location request does not force the UE to change RATS to perform the request.
Do we need a note on MoCN and use of LCS services?
6.1	Schematic functional description of LCS operations
The operation begins with a LCS Client requesting location information for a UE from the LCS server. The LCS server will pass the request to the LCS functional entities in the core network. The LCS functional entities in the core network shall then:
-	verify that the LCS Client is authorized to request the location of the UE or subscriber;
-	verify that LCS is supported by the UE;
-	establish whether it is allowed to locate the UE or subscriber, for privacy or other reasons;
-	establish which network element in the Access Network for GERAN or UTRAN, or EPC for E UTRAN, should receive the Location request; For Lawful Access it shall not force a RAT or service change or any other change that might signal to the target Lawful Access services are invoked.
-	request the Access Network (via the A, Gb or Iu interface) for GERAN or UTRAN, or the E-SMLC (via the SLs interface) for E UTRAN, to provide location information for an identified UE, with indicated QoS;
-	receive information about the location of the UE from the Access Network or E-SMLC and forward it to the Client;
-	send appropriate accounting information to an accounting function.
The Access Network LCS functional entities shall determine the position of the target UE according to TS 36.305 [42] for E-UTRAN, TS 25.305 [1] for UTRAN and TS 43.059 [16] for GERAN.

6.3.2	LCS Clients, LCS applications and Requestors
Do we need something on a Lawful Access LCS Client ID
External applications represent entities (such as Commercial or Emergency services, Lawful Access Services) that make use of location information for operations external to the mobile communications network. External LCS client can be identified by LCS client external ID. The LCS Applications interface to the LCS entities through their Location Client functions (LCF). Location requests from the external LCS clients may be originated by external entities (i.e. Requestor). LCS client should authenticate the Requestor Identity but this is outside the scope of this specification.
LCS client may indicate the type of the Requestor identity in the LCS service request. The type of the Requestor identity can be one of the following:
-	Logical name
-	MSISDN (TS 23.003 [17])
-	E-mail address (RFC 2396 [33])
-	URL (RFC 2396 [33])
-	SIP URL (RFC 3261 [34])
-	IMS public identity (TS 23.228 [35])

The LCS Client, LCS applications and Requestors are outside the scope of the present document.
For Lawful access using LCS see relevant sections in 3GPP TS 33.106 and 3GPP TS 33.107

6.3.3	Gateway Mobile Location Centre, GMLC
Information needed for authorisation, location service requests and location information may be communicated between GMLCs, located in the same or different PLMNs, via the Lr interface. The target UE's privacy profile settings shall always be checked in the UE's home PLMN prior to delivering a location estimate. In order to allow location request from a GMLC outside the HPLMN while having privacy check in the HPLMN, the Lr interface is needed.
(Needed if trying to locate a UE in a roaming network)
The "Requesting GMLC" is the GMLC, which receives the request from LCS client.
The "Visited GMLC" is the GMLC, which is associated with the serving node of the target mobile.
The "Home GMLC" is the GMLC residing in the target mobile's home PLMN, which is responsible for the control of privacy checking of the target mobile.
The Requesting GMLC can be the Visited GMLC, and either one or both of which can be the Home GMLC at the same time.
Text is likely required to support a Lawful access service for an in bound roamer, 
According, the target is in a visited GMLC, all targets, roaming and home, 

6.3.8	Home Location Register, HLR
The HLR contains LCS subscription data and routing information. The HLR is accessible from the GMLC via the Lh interface. For a roaming UE, HLR may be in a different PLMN.
Text may be required to clarify location request to the HLR as it can to the serving PLMN or to another PLMN.  For Lawful access it not clear if a location request can be an issue, ie is the requesting LCS client made available to the Home PLMN in the case the target is on a Visited network and the visited network is doing lawful Access.  Therefore some text maybe required to clarify, that Location of a roamer is subject to national regulations, and any Lawful Access request should be hidden from the Home PLMN by passing the HLR request if its deem to provide information on the service.
I find that vendors treat HLR for the home, and this text indicates it used for both visited and home subscriber and is likely used interchangeably in the document


6.3.12	Pseudonym Mediation Device, PMD
The pseudonym mediation device (PMD) functionality maps or decrypts the pseudonym into the corresponding verinym (i.e. IMSI or MSISDN). PMD functionality may be a standalone network entity or the PMD functionality may be integrated in PPR, GMLC or other network entity. If PMD functionality is not part of GMLC it may be accessed using the Lid interface. The detail of PMD functionality is out of scope, and only the interface between GMLC and PMD functionality is specified in this specification.
Is this captured already or do we need to capture this
6.4	Addressing the target UE for LCS purposes 
6.4.1	Verinyms for the target UE
It shall be possible to address and indicate the target UE using MSISDN and SIP-URI. It may be possible in certain cases to address the target UE using IP address when a static or dynamic IP address (IPv4 or IPv6) has been allocated for the UE. Do we need to add IMEI
In the mobile terminated location request procedures in the PS domain (as well as in the CS domain), the target UE is identified using either MSISDN or IMSI.
NOTE:	It is recognized that IP-addressing of the target UE is only possible when there is an active PDP context established between the target UE and the external LCS client. Using the established PDP context, the LCS client can request the target UE, as identified with the IP address it currently uses, to initiate a Mobile originated location request. The actual signalling exchange between the LCS Client/server and the target UE or the user of the target UE is outside the scope of this specification. The resulting MO-LR is performed as specified in this document
6.4.2	Pseudonyms for the target UE
National regulations require support for the anonymity of the target mobile user in some countries. It shall therefore be possible to address and indicate the target UE using a pseudonym. The pseudonym may be the IMSI or MSISDN of the target UE encrypted e.g. using the public key of the home operator. The address of the network element that issued the pseudonym, i.e. the PMD address, shall either be attached to the pseudonym, if required or this address can be deduced from the pseudonym. The H-GMLC address may also either be attached to the pseudonym or be deduced from the pseudonym. It is outside the scope of this specification how the requestor and the LCS client will receive and handle the pseudonym, but some examples are described in the informative Annex E.
Do we need to add that anonymity is a Home Service and may not be applicable to Mobiles roaming in other nations with other National regulations.  Do we need some clarify text?  Between clients and home GMLC?
6.4.3	Non-dialable callback numbers
US is reviewing non SIM access to e911, this section might change, will it change in Mexico and Canada is unknown.
However is there a requirement for LEA to track, (obtain location) at least access attempts from devices with IMEI identified, even though they cannot access the network?
Note , EIR may tell them to go away  May be required for stolen handset tracking
If required additional text is required.
7.3	MAP Interfaces
The MAP Subscriber Location Report could also be used to send information about location and, if requested and available, velocity of the Target UE (for MO LR) to an external client.
Do we need any text here?  Should location information field in ANS.1 include Velocity?
7.4.1	LCS Authorisation Request
The following attributes are identified for LCS Authorisation Request information flow:
-	Target UE identity, (one or both of MSISDN and IMSI), if needed; Do we need IMEI? Or is there a function that has determined a mapping between IMEI and another Target UE identity?)
-	If PPR contains PMD functionality the LCS Authorisation Request may contain the same information as the LCS Identity request, i.e. the pseudonym of the target UE, if needed.
-	Indication on call/session related MT-LR;
-	LCS Client identity, i.e. LCS client external identity or internal identity;
-	LCS Client type, (i.e. Value added, Emergency, PLMN operator or Lawful interception);
-	LCS Client name, if needed (and type of LCS client name if available);
-	Service type, if needed;
-	Codeword, if needed;
-	Requestor identity, if needed (and type of Requestor identity if available);
-	Type of location, i.e. "current location", "current or last known location" or "initial location";
-	Velocity of the UE, if needed;
-	LCS capability sets of serving nodes, if needed;
-	Location estimate, if needed and available (This is only relevant for LCS Authorisation Request with location estimate);
-	Type of Deferred Location Request, if needed (i.e. UE available, Change of Area or Periodic Location);
-	Geographic area for change of area event, if needed;
-	Parameters for Periodic Location event, if needed (i.e. reporting interval, total number of reports, request for MO-LR short circuit).

May need text re logs associate with Client type and requestor ID

8.1	State description for GMLC
8.1.1.2	INTERROGATION State
In this state, the GMLC has sent an interrogation to the home HLR/HSS of the UE to be located and is awaiting a response giving one or several of the following addresses: the VMSC, MSC Server, SGSN address, MME address and IMSI for this UE
Proposed note.  For Roamers, interrogation of the UE home HLR/HSS is not required or is subject to national regulations  (is this impacted by S8HR?)
8.1.2.1	State Transitions
Figure 8.1: State Transitions in the GMLC
Moving from NULL to INTERROGATION state:
If the GMLC does not know any of the following addresses: VMSC, MSC Server, SGSN, MME, V-GMLC address or IMSI when it receives a location service request from some LCS client, it moves from the NULL state to the INTERROGATION state and sends a request to the UE's home HLR/HSS for the VMSC/ MSC Server/ SGSN /MME/ V-GMLC address and IMSI.
May need some clarifying text for lawful access services, as this does not describe all clients.  Issue is the IMEI, do we need more description, IMEI?  ie a Note 
NOTE:  If the LCS client is used for Lawful Access, the GMLC can by-pass the HLR / HSS request for visited UE if allowed under national regulations, and query any and all of the known VMSC, MSC Server, SGSN, MME, V-GMLC addresses within its domain



9.1.1A	Common MT-LR procedure in PS and CS domain for Emergency MT-LR
This clause describes how an emergency location request may be handled similarly to a normal location request. This method should be restricted to those countries where there is not a national requirement to provide location for callers who are either roaming or making a SIM-less emergency call, or making a non-registered (U)SIM emergency call. It is also appropriate to use this method to provide location for lawful intercept services where allowed by national regulation
4)	In the cases when the R-GMLC did not receive the address of the V-GMLC, or when the V-GMLC address is the same as the R-GMLC address, or when both PLMN operators agree not to use the Lr interface, the R-GMLC does not send the location request to the V-GMLC and the step 6 is skipped. In this case, the R-GMLC sends the location service request message directly to the serving node.
If the R-GMLC received the address of the V-GMLC from the HLR/HSS and the V-GMLC address is different from the R-GMLC address, the R-GMLC sends the location request to the V-GMLC. The location request shall contain one or several of the network addresses of the current SGSN and/or MSC/VLR, the IMSI and MSISDN of the target UE and the privacy override indicator. The V-GMLC first authenticates that the location request is allowed from this GMLC, PLMN or from this country. If not, the positioning request is rejected and an error response is returned. Otherwise, it sets the privacy indicator to "not allowed" and includes it with the POI in the Provide Subscriber Location message.
Confusing, this is locating a target that roaming in another network from the home network. This might be required for S8hr, to deliver e911 ( not related to LCS)


9.1.3	CS-MT-LR without HLR Query
Figure 9.3 illustrates current or last known location requests for an emergency services call, where an emergency services client (i.e., a Public Safety Answering Point) identifies the target UE and the serving GMLC using correlation information that were previously provided to it by the VMSC. In North America, this correlation information is provided by either an NA-ESRK, or an MSISDN and NA-ESRD. In E.U. it is provided through the ISUP/BICC IAM message with location number parameter set to MSC number and the calling party number parameter set to MSISDN. The signalling used to provide the correlation information to the PSAP is out of scope of this TS, but is presumed to occur on the signalling for the call. This allows the requesting V-GMLC to request location from the VMSC without first querying the home HLR of the target UE. This scenario therefore supports location of emergency callers from roamers or SIM-less emergency calls, or non-registered (U)SIM emergency calls, and requires that the initial location, as well as UE and VMSC identifying information had been pushed to the GMLC as per 9.1.5 (or 9.1.5.A for North America). In North America, additional requirements are found in [32].
This is the likely procedure to use for in bound roamers for Lawful Access service
Additional text may be required in the flow in figure 9.3 
2, and 3
9.1.4	CS-MT-LR and PS-MT-LR for a previously obtained location estimate
Every time the location estimate of a target UE subscriber is returned by the RAN to the VMSC, MSC Server or SGSN, the corresponding entity may store the location estimate together with a time stamp. The MSC/MSC server may store this information in the subscriber's MSC server record. Also when the location estimate of a target UE subscriber is returned to the H-GMLC, the H-GMLC may store the location estimate together with the age in the subscriber's record.
The time stamp is the time at which the location estimate is stored at the corresponding entity i.e. after the RAN returns the location estimate to the VMSC, MSC Server or SGSN. The time stamp indicates the "age" of the location estimate.
Additional text may be inserted to allow age for all subscribers, visited/ home

9.1.5A.4	Location Preparation Procedure
In case of a SIM-less emergency call, or a non-registered (U)SIM emergency call, the IMEI shall be included in the message
Should we have it with all requests for lawful access?


9.1.6A	PS-MT-LR without HLR Query
Addition text required for Roaming Subscriber in home network for Lawful Access Service
9.1.7.2	Location Calculation and Release Procedure
4)… . If the UE was not authenticated, the IMEI shall be included
Do we need it all the time for Lawful Access?
9.1.16	EPC-MT-LR without HLR Query
Needs text for Lawful access
 
9.4.5.4	Handover of an IMS Emergency Call with EPS/GPRS Access

Text might be required, if we use the emergency call as part of Lawful access, this section may not apply
11.1	Charging

Text may be required that ensures no charging for location is applied to a visited subscriber back to their PLMN if under law access


On a different topic, where LEA access is offered as a service to other MVNO’s, 
	Charging
(do we need to say something here?  It may be required for audits on a national basis to meet regulatory oversight) could see it used in Wholesale and MVNO (partial))

3. Recommendation
Discuss and determine a go forward position of adding support for Lawful Access via LCS services.
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