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1. Overall Description:
GSMA PSMC and NG requests 3GPP SA3-LI to review the possibility to perform Lawful Interception (LI) in the VPLMN when S8HR is used.

This Liaison Statement acknowledges this request and exhibits the issues introduced by S8HR to perform LI in the VPLMN, and kindly request GSMA NG to consider SA3 LI requirements.

2. Introduction:
It is a consensus within 3GPP SA3-LI that any VoLTE Roaming Architecture must allow implementation of ICE (Interception Control Element) for signalling and content of communication within the serving network. These are generally accepted national LI legal requirements. National regulations may require a VPLMN or a HPLMN to support interception capabilities for VoLTE.  When national regulations require a VPLMN to support interception of VoLTE communications, pushing interception capability back to the HPLMN in practice is not possible.

National regulations may require that separated interception for Voice services be implemented in this context.

SA3-LI acknowledges the coexistence of the two roaming architectures (LBO and S8HR) and has some questions regarding how they may coexist.  That is, can LBO be used for inbound roamers while S8HR be used for outbound roamers and vice versa?  Are there restrictions in how the various roaming architectures can coexist?  For example, if LBO is used for inbound roamers, must LBO also be used for outbound roamers (when used between the same network operators)?  Likewise, if S8HR is used for inbound roamers, must S8HR be used for outbound roamers (when used between the same network operators)?   
3. Confidentiality Protection:
There is currently a strong trend to increase confidentiality against illegal eavesdroppers resulting in a drive to implement further Confidentiality Protection (encryption).

GSMA NG mentions that a bilateral roaming agreement may allow disabling confidentiality protection to support LI for inbound roamers.

If encryption has to be specifically disabled for the Roamer-In identified as a target under interception within VPLMN, this behaviour will not be discrete for corresponding users. This solution is not in line with general legal requirement of non-perceptibility of Interception.

To allow S8HR based LI in the VPLMN, the encryption would have to be globally disabled for Roaming-Out users. This would not be in line with the currently observed trend to improve confidentiality. Furthermore this would rely on each CSP’s bilateral roaming agreements and guaranteeing them to meet the requirement of LI in the VPLMN.
4. The scenario of S8HR Roaming without Confidentiality Protection:
Even with the condition that Confidentiality Protection is not used with S8HR, ICEs implemented within SGW would introduce a huge additional complexity to analyse all SIP messages to identify target messages, to identify parties involved in a call and to make the correlation between signalling & Content of Communication.

Currently, it is not the function of the VPLMN SGW to analyse SIP messages to detect (and/or to prevent) the attempt to use encryption mechanisms (sec-agree in SIP REGISTER or in SDP offer), function to prevent the use of encryption in the context of S8 HR agreement without Confidentiality Protection: Therefore, so an encrypted call may be possible because of a miss -configuration within the HPLMN. The VPLMN has no control over the use of Confidentiality Protection in this scenario.

Further studies, based on SA2 review, may have to be made to be sure that all major information in the flow of a target, like those related to the routing or number resolution of geo-local numbers (such as short code, or premium numbers), will be available to the LEA in order to understand the signalling and the content.

Regarding the retrieving trusted Location information (which currently relies for Mobile IMS VoIP on PANI information: 3GPP 33.107/33.108) that must be provided into IRI (Intercept Related Information), S8HR introduces significant complexity by having to process GTP-C information and correlating it with the GTP-U plane. 

Another complexity to analyse SIP messages may be imposed on the VPLMN if national regulation required to get information on the caller and called parties for any calls made from the VPLMN. The reliability of such system may has to be tested, as national regulations require that the QoS of IRI and CC have to be the same than QoS of the VoLTE service offered to the target. 

It is a legal requirement to implement Separated Voice Services interception that 3GPP S8HR may fulfil but at costs and reliability issues due to the complexity to develop as discrete functions of the SGW. 

So even without Confidentiality Protection, S8 HR makes it significantly difficult to meet the requirement of those national regulations that require interception of VoLTE in a VPLMN for inbound roamers. SA3-LI would like to inform GSMA that the 3GPP IMS Home Routed architecture with LBO allows CSP’s to comply to LI requirements in HPLMN, and in VPLMN with and without Confidentiality Protection. 
5. Retained data:
The Retained Data are national requirements in many countries. There are mainly related to the location information, time and nature of call, the calling or the called parties of VoLTE service. If S8HR is used such information could in theory be extracted by the VPLMN from the non-encrypted call flows by a new function of the SGW.  However as the SGW is not directly party to the CSCF SIP proxy and state transitions, reducing the SIP flows for all roaming users into the equivalent of a CS voice CDR billing record, is likely to be both very complex and very expense.  

Retained data is not formally a 3GPP work item. However ETSI TC-LI has considerable expertise in this area including relating to 3GPP based networks. ETSI TC-LI would need to further study the retained data issues with S8HR and support SA3-LI in identifying any new capabilities which would be required to support DR requirements.
6. Actions:

To GSMA NG:

ACTION: 
SA3 LI analysis is that S8HR poses significant challenges for meeting national regulations that require LI in the VPLMN for VoLTE. For example, the VPLMN will have major difficulties to prohibit encryption and to enforce every GSMA bilateral agreements on that point.  SA3 LI would like GSMA NG to review these challenges and inform SA3LI on how to address these.   Please also address the coexistence questions identified above.
To ETSI TC LI:

ACTION: 
SA3 LI would like to kindly request ETSI TC LI to analyse S8HR impact on Retained Data, to be provided within VPLMN and provide SA3 LI with appropriate guidance on whether or how DR requirement for S8HR could be met.
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