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****** FIRST CHANGE ******

M.1
HI.1 delivery methods preferences:

Based on clause 4.4 of this TS 33.108, some law enforcement agencies want to a have system of management notification of LI system with the Handover interface port 1 (HI1).

The handover interface port 1 (HI1) have to transport specific LI service O&M information from the operator's (NO/AN/SP) administration function to the LEMF. The individual notification parameters shall be coded using ASN.1 and the basic encoding rules (BER). The delivery of HI1 has to be performed directly using the HI2 mechanism, in order to limit and to protect the LI MF and DF in terms of the number of interface to any other CSP’s O&M.

NOTE 1: 
The different O&M models, specially the 3GPP TMF that may apply are for further studies. 

NOTE 2: This annex apply only to LI HI1 solutions as specified on ETSI TS 101 671.

The notification of somes actions performed by the operator on the LI system is requested, only to notify the different elements of the order, except the target’s IDs, which has been manual input in the LI system by the accredited staff of the operator.
If the HI1 is used for notification, it may be used for LI management to send electronic notification to the LEMF in the following cases:
1)
After the activation of lawful interception, 

2)
after the deactivation of lawful interception,

3)
after the modification of an active lawful interception.
NOTE: 
The detailed following points are for further studies and agreements:

-
Broadcast status system.

-
Alarm, especially support for reporting alarm conditions (O&M alarm NNI).

-
An applicative keep-alive system.
The IRI of HI 1 shall include:

-
The OID,

-
Lawful Interception IDentifier (LIID) provided by the LEA, 

-
Network-Identifier.Operator-Identifier, to identify the operator sending such IRI. The value is given by the ministery in charge of electronic communication, 

-
BroadcastArea ID, to identify to which geographical aera apply the interception. A Broadcast Area is used to select the group of NEs (network elements) which an interception applies to. This group may be built on the basis of network type, technology type or geographic details to fit national regulation and jurisdiction. The pre-defined values may be decided by the CSP and the ministery in charge of electronic communication to determinate the specific part of the network or plateform on which the target identity(ies) has to be activated or desactivated. 

-
deliveryInformation which has been decided by the LEA in terms of IP address for HI2 and HI3,
-
liActivatedTime
in Generalized time with UTC format, strictly based on the order or by default the time of input made by the operator,
-
liDeactivatedTime
in Generalized time with UTC format, strictly based on the order,
-
liSetUpTime
the date and time when the warrant is entered into the ADMF. Format to be decided by national regulation. It is recommended to use Generalized time with UTC format, based on the order, or by default the time format decided by national regulation,
-
Type of interception (voice, data, IRI or both IRI and CC),
-
specific threeGPP National-HI1 parameters, if requested by the ministery in charge of electronic communication.

There shall be no direct control over the NO/AP/SP's equipment by the LEA/LEMF. 
As other IRIs, The individual notifications parameters have to be sent to the LEMF as soon as possible with the lowest latency at least once (if available)
The DF 2 will deliver the HI1 notification operation to LEMF.

****** END OF FIRST CHANGE ******
****** SECOND CHANGE ******
M.2
ASN.1 description of LI management notification operation (HI1 interface)

Declaration of ROSE operation "sending-of-HI1-Notification" is ROSE delivery mechanism specific. When using FTP delivery mechanism, data HI1-Operation must be considered.
NOTE:
This annex does not describe an electronic Handover Interface, but HI1 information, which is sent to the LEMF across the HI2 port.
ASN.1 description of LI management notification operation (HI1 interface)

ThreeGPP-HI1NotificationOperations
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi1(0) r12(12)version-1(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS


OPERATION,


ERROR



FROM Remote-Operations-Information-Objects



{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,


TimeStamp,


CommunicationIdentifier,


Network-Identifier,



National-Parameters,



CalledPartyNumber,


IPAddress,



IP-value,



FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version18(18)}; -- Imported from TS 101 671v3.12.1



ICE-type




FROM 




Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) 



lawfulintercept(2) threeGPP(4) hi3eps(9) r8(8) version-0(0)}

-- =============================

-- Object Identifier Definitions

-- =============================

-- LawfulIntercept DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2)}
-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
-- hi1 Domain

threeGPP-hi1NotificationOperationsId OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi1(0) notificationOperations(1)}

threeGPP-hi1OperationId OBJECT IDENTIFIER ::= {threeGPP-hi1NotificationOperationsId version1(1)}

ThreeGPP-sending-of-HI1-Notification OPERATION ::=

{


ARGUMENT
ThreeGPP-HI1-Operation


ERRORS

{Error-ThreeGPP-HI1Notifications}


CODE

global:{threeGPP-hi1NotificationOperationsId version1(1)}

}

-- Class 2 operation. The timer shall be set to a value between 3s and 240s.

-- The timer default value is 60s.

-- NOTE: The value for this timer is to be set on the equipment waiting for the returned message;

-- its value shall be agreed between the NWO/AP/SvP and the LEA, depending on their equipment

-- properties.

other-failure-causes
ERROR ::= {CODE local:0}

missing-parameter

ERROR ::= {CODE local:1}

unknown-parameter

ERROR ::= {CODE local:2}

erroneous-parameter

ERROR ::= {CODE local:3}

Error-ThreeGPP-HI1Notifications ERROR ::=

{


other-failure-causes |


missing-parameter |


unknown-parameter |


erroneous-parameter
…
}

ThreeGPP-HI1-Operation ::= CHOICE

{


liActivated




[1] Notification,


liDeactivated



[2] Notification,


liModified




[3] Notification,


alarms-indicator


[4] Alarm-Indicator,


threeGPP-National-HI1-ASN1parameters
[5] ThreeGPP-National-HI1-ASN1parameters,

…

}

-- ==================

-- PARAMETERS FORMATS

-- ==================

Notification ::= SEQUENCE

{


domainID





[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,


-- This identifier is the LIID identity provided with the lawful authorization for each


-- target.

communicationIdentifier


[2] CommunicationIdentifier OPTIONAL,



-- Only the NO/AP/SP Identifier is provided (the one provided with the Lawful



-- authorization) in CS domain.




timeStamp





[3] TimeStamp,


-- date and time of the report.


threeGPP-National-HI1-ASN1parameters

[5] National-HI1-ASN1parameters OPTIONAL,


target-Information



[6] Target-Information OPTIONAL,


network-Identifier



[7] Network-Identifier OPTIONAL,


-- Same definition of annexes B3, B8, B9, B.11.1. It is recommended to use the same value 



-- than those decided by the CSP and the LEA as the NWO/PA/SvPIdentifier of 



-- communicationIdentifier used in CS domain.   

broadcastStatus




[8] BroadcastStatus OPTIONAL,
…

}

Alarm-Indicator ::= SEQUENCE

{


domainID





[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism


communicationIdentifier


[1] CommunicationIdentifier OPTIONAL,



-- Only the NO/AP/SP Identifier is provided (the one provided with the



-- Lawful authorization)


timeStamp





[2] TimeStamp,



-- date and time of the report.


alarm-information



[3] OCTET STRING (SIZE (1..25)),



-- Provides information about alarms (free format).


lawfulInterceptionIdentifier
[4] LawfulInterceptionIdentifier OPTIONAL,



-- This identifier is the LIID identity provided with the lawful authorization



-- for each target in according to national law


threeGPP-National-HI1-ASN1parameters

[5] National-HI1-ASN1parameters OPTIONAL,

target-Information



[6] Target-Information OPTIONAL,


network-Identifier



[7] Network-Identifier OPTIONAL,

-- the NO/AP/SP Identifier,



-- Same definition as annexes B3, B8, B9, B.11.1

network-Element-Information

[8] OCTET STRING (SIZE (1..256)) OPTIONAL,


-- This identifier may be a network element identifier such an IP address with its IP value,



-- that may not work properly. To be defined between the CSP and the LEA.


iCE-type





[9] ICE-type OPTIONAL, 



-- The ICE-type indicates the applicable Intercepting Control Element of PDU 



-- that may note work properly

…

}

ThreeGPP-National-HI1-ASN1parameters ::= SEQUENCE

{


domainID

[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism.


countryCode

[1] PrintableString (SIZE (2)),



-- Country Code according to ISO 3166-1 [39],



-- the country to which the parameters inserted after the extension marker apply.



-- In case a given country wants to use additional national parameters according to its law,



-- these national parameters should be defined using the ASN.1 syntax and added after the



-- extension marker (...).



-- It is recommended that "version parameter" and "vendor identification parameter" are



-- included in the national parameters definition. Vendor identifications can be



-- retrieved from IANA web site. Besides, it is recommended to avoid



-- using tags from 240 to 255 in a formal type definition.

…

}

Target-Information ::= SEQUENCE

{


communicationIdentifier
[0] CommunicationIdentifier OPTIONAL,



-- Only the NO/AP/SP Identifier is provided (the one provided with the



-- Lawful authorization)


network-Identifier
[1] Network-Identifier OPTIONAL,


-- the NO/PA/SPIdentifier,



-- Same definition of annexes B3, B8, B9, B.11.1

broadcastArea

[2] OCTET STRING (SIZE (1..256)) OPTIONAL,


-- A Broadcast Area is used to select the group of NEs (network elements) which an 


-- interception applies to. This group may be built on the basis of network type, technology 


-- type or geographic details to fit national regulation and jurisdiction. The pre-defined 



-- values may be decided by the CSP and the LEA to determinate the specific part of the 


-- network or plateform on which the target identity(ies) has to be activated or 



-- desactivated. 

targetType


[3] TargetType OPTIONAL,


deliveryInformation
[4] DeliveryInformation OPTIONAL,

liActivatedTime

[5] TimeStamp OPTIONAL,

liDeactivatedTime
[6] TimeStamp OPTIONAL,

liModificationTime
[7] TimeStamp OPTIONAL,


interceptionType
[8] InterceptionType OPTIONAL,

…,

liSetUpTime         [9] TimeStamp OPTIONAL

-- date and time when the warrant is entered into the ADMF
}
TargetType ::= ENUMERATED
{


mSISDN(0),


iMSI(1),


iMEI(2),


e164-Format(3),

nAI(4),

sip-URI(5),

tel-URI(6),


iMPU (7),


iMPI (8),

…

}

DeliveryInformation::= SEQUENCE
{

deliveryNumber 

[0] CalledPartyNumber OPTIONAL,


-- Cicuit swutch LEMF voice delivery E164 number 
      hi2DeliveryIpAddress 
[1] IPAddress OPTIONAL,

-- HI2 address of the LEMF.
      hi3DeliveryIpAddress
[2] IPAddress OPTIONAL,


-- HI2 address of the LEMF
.…

}

InterceptionType ::= ENUMERATED
{

      voiceIriCc(0),
      voiceIriOnly(1),
      dataIriCc(2),
      dataIriOnly(3),

      voiceAndDataCC(4)

      voiceAndDataOnly(5)
…

}

BroadcastStatus ::= ENUMERATED

{


succesfull(0),

-- Example of usage: following a broadcasted command at least the target list of one node with a LI function has 


-- been modified or confirm to include the target id requested by the LEA.

unsuccesfull(1),


-- case of usage: such information could be provided to the LEMF following the impossibility to get a positive confirmation from at least one node with an LI function on the broadcasted command made by the operator’s mediation or the management of mediation.
…

}

END -– end of ThreeGPP-HI1NotificationOperations
****** END OF LAST CHANGE ******
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