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Intellectual Property Rights (style H1)
This clause is always the first unnumbered clause.

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword.

This Special Report (SR) has been produced by {ETSI Technical Committee on Lawful Interception} (TC LI).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "may not", "need", "need not", “will”, “will not”, "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary (style H1)
This unnumbered clause, if present, appears after the "Modal verbs terminology" and before the "Introduction". It is an optional informative element and shall not contain requirements. 

The "Executive summary" is used, if required, to summarize the ETSI deliverable. It contains enough information for the readers to become acquainted with the full document without reading it. It is usually one page or shorter. 

Introduction (style H1)
There is a lot of confusion around implementation of LI for LTE and related services, and the split in work areas between TC LI and SA3 LI. This document proposes to provide guidance to interested parties on what is available, how it may be interpreted and dispel a number of confusing items or myths. It is in the format of an Frequently Asked Questions document. 
This unnumbered clause, if present, appears just before the "Scope". It is an optional informative element and shall not contain requirements.

<PAGE BREAK>

Clause numbering starts hereafter.

Automatic numbering may be used in ETSI deliverables but it is highly recommended to use sequence numbering.
Check http://portal.etsi.org/edithelp/Files/other/EDRs_navigator.chm clauses 2.12.1.1 and 6.9.2 for help.
1
Scope
There is a lot of confusion around implementation of LI for LTE and related services, and the split in work areas between TC LI and SA3 LI. The present document proposes to provide guidance to interested parties on what is available, how it may be interpreted and dispel a number of confusing items or myths. 
The present document is in the format of a set of Frequently Asked Questions and their accompanying answers, contained within a Special Report. An Explanatory Note shall be produced to accompany this document which shall contain some observations based on the questions and answers.

The present document is intended to cover both Lawful Interception and Data Retention.
2
References
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

2.1
Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.
2.2
Informative references

Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references, see clause 6.9.2: "Sequence numbering") (see example).

EXAMPLE:

[i.1]
<Standard Organization acronym>  <document number>: "<Title>".
[i.2]
<Standard Organization acronym>  <document number>: "<Title>".
3
Definitions, symbols and abbreviations (style H1)
Delete from the above heading the word(s) which is/are not applicable, (see clause 2.11 of EDRs).

Definitions and abbreviations extracted from ETSI deliverables can be useful when drafting documents and can be consulted via the Terms and Definitions Interactive Database (TEDDI) (http://webapp.etsi.org/Teddi/).
3.1
Definitions (style H2)
Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement.

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below).

· The terms and definitions shall be presented in alphabetical order.
The following text block applies. More details can be found in clause 2.11.1 of the EDRs.

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

· Use the Normal style.

· The term shall be in bold, and shall start with a lower case letter (unless it is always rendered with a leading capital) followed by a colon, one space, and the definition starting with a lower case letter and no ending full‑stop.

<defined term>: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols (style H2)
Symbols should be ordered alphabetically. Clause numbering depends on applicability.

The following text block applies. More details can be found in clause 2.11.2 of the EDRs.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

· Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.

<1st symbol> [tab]<1st Explanation> (style EW)
<2nd symbol> [tab]<2nd Explanation> (style EW)
<3rd symbol> [tab]<3rd Explanation> (style EX)
3.3
Abbreviations (style H2)
Abbreviations should be ordered alphabetically. Clause numbering depends on applicability.

The following text block applies. More details can be found in clause 2.11.2 of the EDRs.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

· Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.

<1st ACRONYM> [tab]<Explanation> (style EW)
<2nd ACRONYM> [tab]<Explanation> (style EW)
<3rd ACRONYM> [tab]<Explanation> (style EX)
4
Questions and guidance statements
4.1
General solution architecture 
4.1.1
Questions

· “What is new in the EPS/IMS architecture?”
4.1.2
Answers

<< INSERT ETSI REF DIAGRAM AND 3GPP REF DIAGRAM >>

4.2
Applicable international standards
4.2.1
Questions

· “What are the applicable international LI and DR standards?”

· “What are the pros and cons of  the international LI and DR standards”
· “What are the applicable VoLTE standards?”
4.2.2
Answers
<< Should we add a description of the domain of applicability of each standard? >>

Table 1: Pros and cons of international LI standards

	Standard
	Pro
	Cons (or improvements “FFS”)

	3GPP TS 33.107 and TS 33.108
	Include the latest development of 3GPP services, even if features such as ANDSF/WLAN or WebRTC or eRCS/Presence services may have to be standardized in a near future.
	target ID are based on tel URI/SIP URI/IMSI/MSISDN/IMEI/NAI but not on E164 that do prohibit the usage of 3GPP IMS core to be used from Fixed access (ADSL, CMTS, FO…) or the LI of B Number
No applicative keep alive

Descriptions of HI3 content protocol are missing such as MSRP for eRCS… 

	ETSI TS 102 232-5 for VoLTE with ETSI TS 102 232-1
	More LEMF user friendly and resilient system related to HI3 (codec or media information are duplicated)
very large scope of HI3 content that are Joyn compatible
	No location information 
No trigger based on mobile target ID as IMEI or IMSI

	ETSI TS 102 232-7 with TS 102 232-1 (encapsulation of TS 33.108 but limited only for Data mobile)  
	Very low cost LI solution for VoLTE (if no encrypted signaling and contents)
	Some calls are not intercepted (i.e. diverted calls…)
Difficulties to correlate LI made on the CS domain with IMS domain, especially in the call handover.

	J25B (TS 33.108) ATIS 1000678 (mapped and DSR) wireline Voice and ATIS 70005 (Wireless IMS  VoIP/VoLTE) 

	Better management of VoIP delivery solve implementation issue with multivendor nodes as it could be based with PacketCable’s Electronic Surveillance Intra-Network Specification on IMS
	J25 A (CS Voice), but in avoiding some versions of, that do lack some security features
Majority of versions of PacketCable’s Electronic Surveillance Intra-Network Specification on IMS, are lacking security features related to target ID list or Target flow protection


4.3
Nodes and Intercept Access Points
4.3.1
Questions

· “For VoLTE intercept, what are the options for the IAPs and their pros and cons?”

· “For IMS intercept, what are the options for the IAPs and their pros and cons?”

· “Are there geographical implications (eg cross-border)?”

4.3.2
Answers

4.3.2.1
Monitoring in the CSCF, MTAS and MGCF/MGW: pro and cons

Table x:Pros and cons of different monitoring points

	Option
	Pros
	Cons

	LI at the S-GW
	Very cheap solution to monitor at access level  any data usages and subsequently can intercept any “non crypted” call to an IMS core network
	some calls will not be intercepted such as diverted/transferred call 

	CSCF + MGCF / MGW or A-SBC / P-CSCF
	Monitor any usage except those handled by a non 3GPP access to the AS (web access) or WebRTC access (Interfunction plateform between IMS core and WebRTC may be studied and recommended).
	Some eRCS or XCAP contents or some encrypted home routed roaming call will not be intercepted. 

Some up graded solution have to be made in case of encryption such an LI function on Key Manager Server

	MTAS or any AS
	Any signaling related to a specific service will be intercepted whatever the access is used by the target. 


	In the majority of case, it don’t intercept content (depends of the definition of content, as buddy list managed at the XCAP server may be considered as content).

It may not work in case of local roaming break out of VoLTE. It will help to better manage and correlated some duplicated contents, intercept any XCAP (user profile) management, especially supplementary services or target. 

LI at the visited network of XCAP interaction by the target through the Ut Interface can be made at the S PGW level as the rest of data access, if no encrypted such as TLS is activated by home network.

	A mix of solution 2 and 3
	Complete view and information of target’s usages
	Risk of duplication information sent to the LEMF in HI2 

	LI based on MRF
	Lower cost solution for basic call.
	To be completed by another IAP in case of international roaming by LI function in the HSS/ A-SBC/P-CSCF 


4.4
Identities used in IMS and how to target the right identity/identities
4.4.1
Questions

· “What are the right identities?”

· “What translation of identities can be performed to facilitate LI? (eg normalization of numbers, conversion from one ID to another, …)”

· “Is IMSI and IMEI interception possible for IMS?”

· “Is it always possible to determine who initiated an IMS session (or an IMS dialog), and flagging which was targeted?” << NB: The answer to this question may be quite subtle >>

· “How do you define the start, end and duration of a session?”

· “How do you define the direction and context of a session?”

· “Can location information be obtained from IMS?”  << Might need to move location / cell stuff>>
4.4.2
Answers

4.4.2.1
IMEI, IMSI, MS-ISDN, SIP-URI, TEL-URI etc. with TS 33.108 and TS 33.107

Before the implementation of 3GPP 33.108 R.12, LEMFs will have to analyse SIP messages to identify/extract IMEI Instance.

4.4.2.1.1
IMEI

IMEI will be based on Instance ID.  Observed IMEI URN, will be reported as an Instance ID, defined in TS 24.229. It will be encoded as an IMEI URN as defined in TS 23.003, RFC 7254, and RFC 7255. (see 3GPP SA3LI14_165)

4.4.2.1.2
IMSI

IMSI triggered LI may have to be studied. According to 3GPP SA3LI14_169, document made by Sprint:

„The IMSI contained in UE signalling to identify the subscription; and the reporting of IMSI in the IMS SIP signalling events in the IRI (especially in the SIP session establishment transactions).  However the IMSI is not available in the IMS signalling so there is no observed IMSI reporting possible in SIP signalling and there are no events associated with any IMS registration events tied to any Cx signalling (23.228, 29.228, 29.229, & 29.230).“
4.4.2.1.3
SIP URI and TEL URL

Two issues related to SIP URI and TEL URI, according to the same 3GPP document, the SA3LI14_169:

“VoLTE, identities reporting may be an issue where there will be reported both SIP URI and TEL URI in the same LI instance – SIP URI from the target and TEL URI to the target.“

„TEL-URI will never occur per the 3GPP standards.  One example is the Media Description Key is available (table 7.4) since it is not a MT service. Table 7.5 is unknown and may be more dependent on implementations“

Implementation at the MF side could activate MISDN target and at the LEMF side, TEL URI and SIP URI may have to be processed with the MSISDN as a subset.

Standard don’t take into account diameter messages (Diameter CX subscriber info messages of the 3GPP TS 23.228, 29.228, 29.229, & 29.230) at the registration process of the target: are they any need to improve the standard at this level to get trusted information.
4.4.2.2
Party identity / initiating party
Concerns around call direction issues for VOLTE given that various INVITES and media streams go in various directions. Can we find a way to be clear about two things: 

(1) important to know who initiated the whole communication (who decided to call whom); 

(2) which party is the target. 

These parameters need to stay constant throughout session. Each piece of CC or IRI can be matched, either it needs to be marked as “to target/from target” or “called/calling”.
SIP URI and TEL URL are ‘preferred‘ identifiers for targetting, but what about other identifiers?  ETSI TS 102 232-5 currently doesn’t allow for the use of other identifiers as selectors.
4.4.2.3
Handling of user location information

<< THIS WAS ORIGINALLY PLACED IN THIS SECTION BUT IT MAY BE BETTER TO MOVE IT >>
Location information at the access level (EPS/PS) are available in HI2 and may be trusted as they are provided by the network (MME)

Location information is provided with the PANI Header in some sip messages. If the target and the other party are on the same network, the location information of the other party is included. 

Encapsulated SIP messages could/will contain location information for corresponding user of the target (and potentially of the both corresponding VoLTE users if call forward from a target). Filtering of such information may be required by national regulation.

Location information is provided by the UE. Network asserted location information need an upgrade of the IMS system. If a country want to have some trusted value of the cell id, it has either to lock at the LI system at EPC level, but it could request development such architecture based on PCC Based solution provided via Gx/Rx (P-CSCF – PCRF- PDN GW). Such interfaces may not be available at short term.
4.4.2.4
Correlation information for HI2 and HI3
LEMF will have to handle SIP contexts (SDP offer, services tag, Payload Type RTP) to process (to play) CC over HI3. It may induce problem of high performance capacity/complexity of post processing within LEMF. This point may have to be studied. Solutions may exist such as to impose extra processes at the MF/DF side with IRI begin/IRI end as in US standards for any VoLTE call, or to “tag” important SIP messages to help the CC contents.

FFS: Can we learn from T1000678 spec or from TS 101 671? 

<< PERHAPS THE SECTION “The potential extraction of information from SIP to ‘enhance’ the ASN.1 metadata” SHOULD BE MOVED TO THE EXPLANATORY NOTE >>
4.5
Types or categories of IMS 
4.5.1
Questions

· “What is the service definition of VoLTE?”

· “What types of IMS are in use internationally or planned to be used?”

· “What types of IMS service are of relevance to LEAs?” 

4.5.2
Answers

4.5.2.1
VoLTE 

Note: This includes the full range of the IR.92 spec (ie includes SMS and Supplementary Services).

<< ADD IR.92 TO REFERENCES >>

<< ADD VOLTE TO ACRONYMS >>
4.5.2.2
Voice Call continuity
Support of 3GPP Release 10 eSRVCC, subsequently ATCF/ATGW as Interception Point, is recommended to avoid difficulties in correlating two call legs of the same target’s call (one coming from IMS and the other from CS domain) during the handover. The overlap of the two legs may be an issue to look at the implementation. 

Without eSRVCC, LIID will be the only correlation information to correlate the same call before and after Handover PS to CS.
Note: This section covers SRVCC, MMCC, DRVCC, …?
4.5.2.3
ICS 
IMS Centralized Service is defined to make it possible for IMS to act as the single service engine for a VoLTE subscriber regardless of the access to which they are currently attached. Performing the centralization of services into IMS, GSMA IR.64 focuses on two variants, of which access via unchanged MSC/media gateway control function using Customized Application for Mobile Networks Enhanced. Logic home routing is currently the most widely adopted solution. The other solution is ICS with Enhanced MSC Server, which provides an UNI to IMS acting as a SIP user agent on behalf of the circuit-switched user. However, some standardization of LI may have to be made (see Impacts and dependencies on existing CS solutions).
4.5.2.4
Video over LTE
FFS

4.5.2.5
RCS
Nonnative discrimination of SIP IRIs that may have to be studied in standardization:  SIP Joyn/eRCS messages in IRI in addition to SIP VoLTE messages. LEMF will have to discriminate them. (e RCS will induce another issue see clause related to “LI points that may have to be studied or for implementation issues”)

SMS Interception in context of Integrated Messaging with RCS Joyn Blackbird may have to be studied or will anyway an implementation issue even on both side LEMF/DF.
4.5.2.6
Fixed line IMS telephony
FFS
4.5.2.7
IMS over generic access
Note: This covers IMS services over any non-3GPP access.

<<FFS – See 3GPP TS 23.402>>

4.5.2.8
WebRTC to access IMS
4.6
Detailed call/sessions flows and guidance with regard to multi-location or multi-country sessions
4.6.1
Questions

· “Is it possible to enforce the use of clear media and clear signaling in the visiting network possible?”

· “Where is it decided what roaming scenarios are allowed or supported?”

· “Do roamers always go back to their home network for their services?”

· “Is the home network for VoLTE offering the same LI/DR capabilities?”

<< Do we need to clarify whether the visited network is in the same country / jurisdiction or not >>

4.6.2
Answers

4.6.2.1
Roaming
<< Add in details from Gerry’s talk >>

<< In particular, needs to cover in-bound roamers >>

4.6.2.2
LTE to LTE communication

4.6.2.3 
LTE to 3G/PSTN

4.6.2.4
SRVCC

4.6.2.5 
ICS

4.7
Supplementary Services
4.7.1
Questions

· “Does LTE have an influence on the LI / DR delivery of current Supplementary Services?”

· “Does IMS have an influence on whether LEAs can obtain LI / DR information from Supplementary Services (cf to CS SSs)?”

· “Do SSs within IMS behave like traditional CS SSs?

· “Do IMS SSs impact LI / DR?”

· “Will the Supplementary Services change?” (Yes!)

· “What will change?”

· “Which bodies are involved in defining Supplementary Services?”

4.7.2
Answers

FFS

4.7.2.1 VoLTE Supplementary Services

As it is detailed in CS domain, is it interesting to better develop LI of XCAP server? It may induce to process at the MF/DF side and deliver extra information based on:

· Originating Identification Presentation / Restriction, 3GPP TS 24.607

· Terminating Identification Presentation / Restriction, 3GPP TS 24.608

· Communication Hold, 3GPP TS 24.610

· CONFerence Calling, 3GPP TS 24.605

· Communication DIVersion Services, 3GPP TS 24.604 :

· Communication forwarding unconditional

· Communication Forwarding on busy user

· Communication forwarding on no-Reply

· Communication Forwarding on not Logged-In

· Communication Forwarding on Subscriber Not Reachable

· Communication Diversion Notification

· Communication Deflection

· Communication Barring, 3GPP TS 24.611

· Barring of All Outgoing Calls

· Barring of Outgoing International Calls

· Barring of Incoming Calls

· Communication Waiting, 3GPP TS 24.615

· Message Waiting Indication, 3GPP TS 24.606

· Explicit Communication Transfer (Legal LI issue... as it let establish a call between two parties by the target that will release the call...)

· Malicious Call Identification

· Completion of Communications to Busy Subscriber,

· Advice of Charge, 3GPP TS 24.647

· Close User Group, TS 24.654 

· Flexible Alerting, 3GPP TS 24.239 

· However, some supplementary services are already standardized:

· Customized Alerting Tone, 3GPP TS 24.182

· Customized Ringing Signal, 3GPP TS 24.183

4.8
Terminals, LEMF capabilities and E2E issues
<< ADD LEMF AND E2E INTO ACRONYM LIST >>
4.8.1
Questions

· “Should we put all of the responsibility on the LEMF?”

· “Can the responsibility be placed on the LEMF?”

· “What responsibility can / should / will the operator take?”

4.8.2
Answers

FFS: Encryption…
4.9
Correlation
4.9.1
Questions

· “How can different identities for a single party be performed?”

· “How can HI2 and HI3 be correlated?”  << Elsewhere >>

· “How can you correlate different sessions between different accesses (eg CS call and VoLTE call)?”

· << Should cover multiple scenarios eg CSFB, … >>

4.9.2
Answers

FFS

Issues with interaction between the CS and IMS domains
4.10
Codecs, codec changes and other issues affecting voice quality
4.10.1
Questions

· “Are there any issues with interpreting codecs in mid-session interception?”

· “What common codecs are seen?”

· “Are there likely to be codecs beyond the core VoLTE codecs being used in VoLTE?” << Reword >>

· “Are there any proprietary codecs being used?”

· “If proprietary codecs are used then shall / should transcoding be performed by the provider?”

· “If proprietary codecs are used then shall / should appropriate technical details and licences be provided?”

· “Are there any limitations on the codecs which LEAs (can / are prepared to) accept/interpret?”

· “Can the IMS operators limit the codecs which are used?”

4.10.2
Answers

4.10.2.1
Mid-session interception

<< TO DO: Add info from Ralf’s email 27.11.2014 >>

<< Consider adding an observation to the Explanatory Note that Part 5 does not provide clear guidance on mid-session interception >>

In case of LI activation during an established call, there will be no information sent to the LEMF related to the codec.  The LEMF can try to guess the codec and associated information to process the content.  

FFS: One possibility may be for the codec negotiation to be forced during the target call with a risk of detection. (Even if it is not recommended, is it possible?).

4.11
Impacts and dependencies on existing CS solutions
4.11.1
Questions

· “How do we get hold of location information?”

· “How do we present location information?”

· “How do we correlate location information (eg from access to service or vice versa)?”

4.11.2
Answers

4.11.2.1 Double interception << … >>

<< Consider moving to Correlation section >>

Double Interception of the same call will happen due to use of the CS+IMS domain without anchoring all the call through IMS core network. LEMF function will have to manage the double content for examples:

· Without enhanced SR VCC, i.e. without any ATCF/ATGW, LIID will be the only correlation information to correlate the same call before and after handover from LTE radio access to UMTS/GSM radio access. 

· if the AS is modifying the sip message (case of “Terminating Identification Presentation (TIP) and Terminating Identification Restriction (TIR), or of a modification of the phone number identification by the target), you will have LI IAP not only at the pre service level but also the LI IAP will be triggered at outgoing of the AS, based on a post LI process. 

· If a user A (VoLTE) do call a target a B*(subscriber of VOLTE but under 2G/3G coverage): a double interception in CS and IMS domains will be triggered. The standard seems not have managed the point…

· VoIP by 3GPP is standardized however, some e RCS services aren’t. Subsequently, issue may happen at the delivery of intercepted sip messages. eRCS will provide more SIP messages to be process at the LEMF level, especially when target use VoLTE and eRCS at the same time

4.12
De-duplication of content and separations of IP data and over-the-top services
<< Split this section into sub-sections for different call cases e.g. an IMS call captured twice, a call captured in both the IMS and CS, …  >>
4.12.1
Questions

4.12.2
Answers

4.13
Test data
4.13.1
Questions

· “Is it possible to share some test data for IMS?”

· “Could equipment suppliers provide test data?”

4.13.2
Answers

4.14
IP aspects
<< SHOULD WE MOVE THIS SECTION TO ‘IDENTIFIERS…’? >>
4.14.1
Questions

· “Is it possible to determine the IP addresses of the participants (eg target and non-target)?”

4.14.2
Answers

The IP addresses presented in ETSI TS 102 232-5 for a given SIP message will related to the IP endpoints for that IP transport ‘leg’ and therefore it is likely that at least one of the A party and B party IP addresses will not be provided.

4.15
Protocols and formats
4.15.1
Questions

· “What are the key protocols relevant to IMS?”

· “What are the key protocols for each service mention in section 4.5 << SEE ABOVE >>?”

· “What are the key protocols relevant to IMS that LEAs need to be able to interpret?”

· “What are the key protocols relevant to IMS that we need to be able to deliver in IMS intercept?”

· “What are the key protocols relevant to IMS that we need to be able to deliver in VoLTE intercept?”

4.15.2
Answers

4.15.2.1
RTP, RTCP, RTSP

4.15.2.2
SIP

Note: This covers all payload of SIP eg SDP and other MIME bodies.
4.15.2.3
XCAP

4.15.2.4
IMAP

4.15.2.5
MSRP

4.15.2.6
UDPTL

<< BELOW ARE SOME OTHER ‘ANSWERS’ WHICH NEED TO BE DISTRIBUTED WITHIN THE DOCUMENT >>

LI points that may have to be studied or for implementation issues:

· Due to SIP fragmentation due to the automatic length growths of some headers that become extended as they traverse the chain of IMS nodes.

· Due to IMS complexity and the need of multiple IAP, the rate of IRI/second of VoLTE will be multiply by at least three vs the existing rate of legacy system. Performance of the LEMF/DF and FTP/ROSE could be an issue in dimensioning and implementation.  SIP Signalling is an important issue as in addition to the amount of IRI at EPC level, LI system will have to manage not only of VoLTE but also of Joyn/e RCS service as Joyn will dedicate a bearer per Joyn service.

· Due to complexity of the XML document and the access to such information that is used for the configuration of the MMTel services over the XCAP Ut reference point.

· As there are no IMS mechanism, that do exist with legacy control protocol (BICC or ISUP) to protect the new network. Grey area exists on the LI function inter action with IMS protection in case of congestion or signaling load spikes. 
· Diameter or SIP overload control will induce message retransmission, message throttling, and message and application prioritization. LI function and IRI overload may also happen. LI impact studies may have to be made on future SIP overload control system, that will be based on 3GPP TS 24.229 (section 4.12) as it will be based at the AS level.

· Mobile number portability is based on proprietary solution for ENUM (node that is resolving E.164 numbers to a routable SIP URI) that may to be investigated.
· Potential difficulty to deploy a proper LI implementation of some calls forward use case when CF bypasses IMS network. (no anchor mechanism at the IMS to be studied ?) 
· The 3GPP standard don’t impose to anchor the call inside the IMS core even if a PSTN call to VoLTE user that programed a transfer call to a PSTN number: the call may be not detected and not reported to the LEMF.

· The IMS Lawful Intercept X1, X2 and X3 specifications in 3GPP or ETSI are not defined. Furthermore, VoLTE Architecture and baseline 3GPP specifications seems not provide a common standardized solution to interwork with legacy proprietary services (eg: specific numbering to handle portability or prepaid service) that are commonly utilized within Operators CS networks. This leads to prolonged deployment of solutions as IMS/legacy CS vendors and LI vendors must agree on the interfaces to be used within each network deployment. IMS/legacy CS vendors and LI vendors must perform integration on a per network basis to perform interception for its implementation…
· Interaction of CS service (CS MF function) and IMS service (potential different IMS MF).

· Complexity of heterogeneous MF platforms in context of proprietary implementations.
· At least one roaming model that is studied by the GSMA, the Home Routed scenario (P-CSCF within the home network), may induce major problem to intercept at the visited network level, especially if the home IMS order to encrypt VoLTE services. The existing 3GPP TS 33.107 section 7A, which recommend the Access Session Border Controller (P-CSCF/IMS-ALG/IMS—AGW in the visited network, CSFB (?)) as a mandatory points of intercept, do cover others models that let local break out with P-CSCF in the visited network and let VPMN service aware, and can let service based charging

· If the Home Service Routed scenario is chosen by GSMA:
· visited network may be forced to the access control in the visited network to reject LTE attach request in order to do LI. LTE networks could return #15 (no suitable cells in tracking area) The #14 (EPS services not allowed in this PLMN) is not recommended as the UE, that received cause code  #14, will stores the LTE MCC-MNC into its forbidden PMN list stores the LTE MCC-MNC into its forbidden PMN list (or its forbidden PMN for GPRS service list). The UE could even never initiate a Location Update or a GPRS Attach. 
· interception of VoLTE signaling/Media LI only available at EPC level (Data/Packet level) in Visited Network if no encryption is activated or managed by the Home Network.

· GSMA recommends the support of GAA for Ut interface authentication. As an interim solution for systems where Generic Authentication Architecture is not supported, the VoLTE UE and TAS shall support HTTP authentication and TLS as defined in RFC 2617 and IETF RFC 2246 according to ETSI TS 183 038. It does imply to have Interception point at the AS level, that is standardized only in 3GPP version 12.6.0.

· Dynamic codecs: Management of SDP message is key element for the LEMF. LEMF should take care of the last SDP message and implement dynamic mapping properly to process correctly the HI3 and make no assumptions about fixing integer values to represent dynamic payload types They have to be able to process any of the permitted numbers from the dynamic range as described in RFC 3550 and (from AMR codec) RFC 4867.

<< ABOVE ARE SOME OTHER ‘ANSWERS’ WHICH NEED TO BE DISTRIBUTED WITHIN THE DOCUMENT >>
4.16
Topic

4.16.1
Questions

4.16.2
Answers
4.17
Topic

4.17.1
Questions

4.17.2
Answers
4.18
Topic

4.18.1
Questions

4.18.2
Answers
If your document contains figures, tables and/or mathematical formulae, this is the way they shall be prepared:

- Figures shall be prepared in accordance to clauses 7.5.2 and/or 7.1 of the EDRs. The figure number and title shall be below the figure. An explicit figure title is optional. See clause 5.1.5 if you need to include notes to figures.

· Use TF style for the figure number and title.

· Use FL style on the paragraph which contains the figure itself.

· If applicable, the figure number is followed by a colon, a space and the table title.

· Maximum width for figures is 17 cm and maximum height is 22 cm.

· Should you wish to number figures automatically, "Sequence numbering and bookmarking" (see clause 6.9.2 of the EDRs) is highly recommended. 

- Tables shall be prepared in accordance to clause 5.2 of the EDRs. If you have tables in your document, the table number and title shall be above the table itself. An explicit table title is optional.

· Use TH style for the table number and title.

· If applicable, the table number is followed by a colon, a space and the table title.

· Should you wish to number tables automatically, "Sequence numbering and bookmarking" (see clause 6.9.2 of the EDRs) is highly recommended. 

- Mathematical formulae shall be prepared in accordance to clause 5.3 of the EDRs.
Numbers given to the clauses, tables, figures and mathematical formulae of an annex shall be preceded by the letter designating that annex followed by a full-stop (e.g. figure B.1, table C.4). The numbering shall start afresh with each annex. A single annex shall be designated "Annex A".

NOTE:
For an easy application of the ETSI styles download "the ETSI styles toolbar" from editHelp!

 website.

The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, ETSI grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.
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Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Numbers given to the clauses, tables, figures and mathematical formulae of an annex shall be preceded by the letter designating that annex followed by a full-stop. The numbering shall start afresh with each annex. A single annex shall be designated "Annex A".

Clauses in annex A shall be designated "A.1", "A.2", "A.3", etc. (further details in clause 2.12.1 of the EDRs).

· Use the Heading 9 style. Insert a line break ("shift" + ( "enter") between the colon and the title.

· For all annex clause headings use the appropriate Heading styles, starting from Heading 1, e.g. for clause A.1 use Heading 1, for clause A.1.1 use Heading 2. (See clause 6.1, table 8 of the EDRs).
Annex <A>:
Title of annex (style H9)
<Text>.

<PAGE BREAK>

Annex <B>:
Title of annex (style H9)
<Text>.

<B.1>
First clause of the annex (style H1)
<Text>.

<B.1.1>
First subdivided clause of the annex (style H2)
<Text>.
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Abstract Test Suite (ATS) text block

This text should be used for ATSs using either TTCN-2 or TTCN-3. In case:

· TTCN-2 is used: attach the TTCN.MP;

· TTCN-3 is used: attach the TTCN-3 files and other related modules, as well as the HTML documentation of the TTCN-3 files.

Annex <C>:
ATS in TTCN-2 (style H9)
This text shall only be used for ATSs using TTCN version 2 (TTCN-2):

This ATS has been produced using the Tree and Tabular Combined Notation version 2 (TTCN-2) according to ISO/IEC 9646-3 [<i.x>].

<C.1> The TTCN-2 Machine Processable form (TTCN.MP) (style H1)
The TTCN.MP representation corresponding to this ATS is contained in an ASCII file (<any_name>.MP contained in archive <Shortfilename>.ZIP) which accompanies the present document.
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Annex <D>:
ATS in TTCN-3 (style H9)
This text shall only be used for ATSs using TTCN version 3 (TTCN-3):

This ATS has been produced using the Testing and Test Control Notation (TTCN) according to ES 201 873-1 [<i.x>].

Indicated here which parts of the ES 201 873 series and its versions (editions) have been used; also indicate any extensions which have been used.

<D.1>
TTCN-3 files and other related modules (style H1)
The TTCN-3 and other related modules are contained in archive <Shortfilename>.zip which accompanies the present document.

<D.2>
HTML documentation of TTCN-3 files (style H1)
The HTML documentation of the TTCN-3 and other related modules are contained in archive <Shortfilename>.zip, which accompanies the present document.
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Annex <E>:
Bibliography (style H9)
This optional informative clause shall start on a new page and be the last annex of an ETSI deliverable or the last but one if followed by the "Change history/Change request history" annex, if any. The Bibliography shall not contain requirements.

The Bibliography identifies additional reading material not mentioned within the document. Those publications might or might not be publicly available (no check is made by the ETSI Secretariat).

The Bibliography shall include list of standards, books, articles, or other sources on a particular subject which are not referenced in the document.

The Bibliography shall not include references mentioned in the deliverable.
· Use Heading 9 style for the "Bibliography" annex, see clause 2.13 for examples.

· For the listed material use the Normal style or bulleted lists (e.g. B1+), do not use numbered references.

<Publication>: "<Title>".

OR

· <Publication>: "<Title>".
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Annex <F>:
Change History (style H9)
The informative clause shall start on a new page and be the last annex before the "History" clause. It is an optional, informative element and shall not contain requirements.

If it is desired to keep a detailed record of the changes implemented in a new version it is recommended that this is done by inserting a "Change history/Change request" annex, see clause 2.15.

It shall be presented as a table. Apply the normal style format for tables (see clause 5.2.2 of the EDRs).
	Date
	Version
	Information about changes

	October 2011 
	1.1.1
	First publication of the TS after approval by TC SPAN at SPAN#19
(30 September - 2 October 2011; Prague)

	February 2012
	1.2.1
	Implemented Change Requests:

SPAN(12)20_019 Error message information clarifications

SPAN(12)20_033 Revised error message information

SPAN(12)20_046 update of figure 3 clause 9.2

These CRs were approved by TC SPAN#20 (3 - 5 February 2012; Sophia)

Version 1.2.1 prepared by the Rapporteur

	July 2013
	1.3.1
	Implemented Changes:

Correction needed because the previously approved version did not contain the last version of the ASN.1 and XML attachments.

Version 1.3.1 prepared by the Rapporteur
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History (style H1)
This unnumbered clause shall start on a new page and be the last clause of an ETSI deliverable. It is a required informative element and shall not contain requirements.

The "History" identifies the major milestones in the life of an ETSI deliverable through the means of a table. The history box shall be provided by the ETSI Secretariat (all additional information will be removed at the publication stage).
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A few examples:

	Document history

	V0.0.1
	Jan 2008
	Early draft

	V0.0.2
	Feb 2008
	Output of meeting #x

	V0.0.3
	March 2008
	Stable draft, output of conference-call #y

	V0.0.4
	April 2008
	Final draft ready for approval

	V0.0.5
	June 2010
	Clean-up done by editHelp!
e-mail: mailto:edithelp@etsi.org

	V0.0.6
	April 2008
	Pre-Processing done before TB approval
e-mail: mailto:edithelp@etsi.org

	V1.1.1
	July 2013
	Publication
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