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************  CHANGE 1  **************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.

access provider: access provider provides a user of some network with access from the user's terminal to that network.

NOTE 1:
This definition applies specifically for the present document. In a particular case, the access provider and network operator may be a common commercial entity.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.
content of communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logical interface across which the interception measures are requested from network operator / access provider / service provider, and the results of interception are delivered from a network operator / access provider / service provider to a law enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, as a rule clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical access on a case-by-case basis.
interception: action (based on the law), performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility.

NOTE 2:
In the present document the term interception is not used to describe the action of observing communications by a law enforcement agency.

interception configuration information: information related to the configuration of interception.

interception interface: physical and logical locations within the network operator's / access provider's / service provider's telecommunications facilities where access to the content of communication and intercept related information is provided. The interception interface is not necessarily a single, fixed point.

interception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to the relevant national laws and regulations.

intercept related information: collection of information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data and location information.


internal intercepting function: point within a network or network element at which the content of communication and the intercept related information are made available.

internal network interface: network's internal interface between the Internal Intercepting Function and a mediation device.

invocation and operation: describes the action and conditions under which the service is brought into operation; in the case of a lawful interception this may only be on a particular communication. It should be noted that when lawful interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3:
The definition is based on ITU‑T Recommendation X.882 [8], but has been adapted for the special application of lawful interception, instead of supplementary services.
law enforcement agency: organization authorized by a lawful authorization based on a national law to request interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the results of interception relating to a particular target.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications and requiring co-operation from a network operator / access provider / service provider. Typically this refers to a warrant or order issued by a lawfully authorized body.

lawful interception: see interception.

lawful interception identifier: identifier for a particular interception.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).

location information: information relating to the geographic, physical or logical location of an identity relating to an target.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such as a local exchange, higher order switch or service control processor.

network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.

network identifier: internationally unique identifier that includes a unique identification of the network operator, access provider, or service provider and, optionally, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals between defined network termination points by wire, by microwave, by optical means or by other electromagnetic means. 

precision: the number of digits with which a numerical value is expressed, e.g., the number of decimal digits or bits.  Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical value and the respective value in the standard reference system.
quality of service: quality specification of a telecommunications channel, system, virtual channel, computer-telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when used under specific operating conditions.

result of interception: information relating to a target service, including the content of communication and intercept related information, which is passed by a network operator, an access provider or a service provider to a law enforcement agency. Intercept related information shall be provided whether or not call activity is taking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a network related service or services. The information may be established by a network operator, an access provider, a service provider or a network user.

service provider: natural or legal person providing one or more public telecommunications services whose provision consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service provider needs not necessarily run his own network.

SMS: Short Message Service gives the ability to send character messages to phones. SMS messages can be MO (mobile originate) or MT(mobile terminate).

target: person or persons, specified in a lawful authorization, whose telecommunications are to be intercepted.

target identity: technical identity (e.g. the interception's target directory number), which uniquely identifies a target. One target may have one or several target identities.

target service: telecommunications service associated with an target and usually specified in a lawful authorization for interception.

NOTE 4:
There may be more than one target service associated with a single target.

telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system.

************  CHANGE 2  **************

4.3
Functional requirements

A lawful authorization shall describe the kind of information IRI only, or IRI with CC that is required by an LEA, the identifiers for the target, the start and stop time of LI, and the addresses of the LEAs for delivery of CC and/or IRI and further information.

A single target may be the target by different LEAs. It shall be possible strictly to separate these interception measures.

If two targets are communicating with each other, each target is dealt with separately.

************  CHANGE 3  **************

4.4.2
Handover interface port 3 (HI3)

The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the target. However, in case MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328 [54] and CC is presented in encrypted format, the decryption keys and the associated information shall be delivered to the LEMF via appropriate IRI over the HI2.

NOTE 1:
Additional information needed for decryption, e.g. roll-over counter, will be available as part of intercepted CC.

NOTE 2:
In this version of the standard, in case of interception starting on ongoing encrypted communication, some information needed for decryption might not be available.

NOTE 3:
In this version of the standard, immediate rekeying is not supported from the LI perspective.

As the appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

************  CHANGE 4  **************

5.1.1
Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception IDentifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP). It is used within parameters of all HI interface ports.

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operators (NO/AN/SP) and the handling agents at the LEA.

The Lawful Interception IDentifier LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex J). It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall enter for each target identity of the target a unique LIID.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned, relating to each LEA.

************  CHANGE 5  **************

5.1.2.2
Communication Identity Number (CIN) – optional

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g. circuit switched calls).

The communication identity number is a temporary identifier of an intercepted communication, relating to a specific target identity. 

The Communication Identity Number (CIN) identifies uniquely an intercepted communications session within the relevant network element. All the results of interception within a single communications session must have the same CIN. If a single target has two or more communications sessions through the same operator, and through the same network element then the CIN for each session shall be different. 

NOTE:
If two or more target identities, related either to an unique target or to different targets, are involved in the same communication  the same CIN value may be assigned by the relevant network element to the communication sessions of  the different target identities.

************  CHANGE 6  **************

5.3.0
General

The port HI3 shall transport the Content of the Communication (CC) of the intercepted telecommunication service to the LEMF. The Content of Communication shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the target. It may contain voice or data.

A target call has two directions of transmission associated with it, to the target, and from the target. Two communication channels to the LEMF are needed for transmission of the Content of Communication (stereo transmission).

The network does not record or store the Content of Communication.

************  CHANGE 7  **************

6.1.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

************  CHANGE 8  **************

6.1.3
Correlation number

The Correlation Number is unique per PDP context and used for the following purposes:

-
correlate CC with IRI,

-
correlate different IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID.
NOTE:
The Correlation Number is at a minimum unique for each concurrent communication (e.g. PDP context) of a target within a lawful authorization.

************  CHANGE 9  **************

6.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).

************  CHANGE 10  **************

6.5.0
Introduction

The IRI will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a data context, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a data context);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data context information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

Unless other wise noted, the following terminology applies to both GPRS and 3G GSN nodes:

GPRS attach




- also applies to Mobile Station attach

GPRS detach




- also applies to Mobile Station detach

gPRSEvent




- also applies to PDP Context events and Mobile Station events

gPRSCorrelationNumber
- also applies to PDP Context Correlation

gPRSOperationErrorCode
- also applies to PDP Context Operation Error Codes

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 6.1: Mapping between UMTS Data Events and HI2 records type
	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context modification
	CONTINUE

	PDP context activation (unsuccessful)
	REPORT

	Start of interception with mobile station attached (national option)
	REPORT

	Start of interception with PDP context active
	BEGIN or optionally CONTINUE 

	PDP context deactivation
	END

	Location update
	REPORT 

	SMS
	REPORT

	ServingSystem
	REPORT

	Packet Data Header Information
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the GSN or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 6.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target.
	partyInformation (party-identity)

	observed PDP address
	PDP address(es) used by the target. In case of IPv4v6 two addresses may be carried.
	partyInformation

(services-data-information)

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	gPRSevent (when using Annex B.3) or ePSevent (when using Annex B.9)

	event date
	Date of the event generation in the xGSN
	Timestamp

	event time
	Time of the event generation in the xGSN
	

	access point name
	The Access Point Name contains a logical name (see 3GPP TS 23.060 [---TBD---])
	partyInformation

(services-data-information)

	PDP type
	This field describes the PDP type as defined in 3GPP TS 29.060 [17], TS 24.008 [9], TS 29.002 [4]
	partyInformation

(services-data-information)

	initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.
	initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the SGSN at the time of event record production.
	locationOfTheTarget

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target.
	gPRSOperationErrorCode

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target.
	gPRSOperationErrorCode

	network identifier
	Operator ID plus SGSN, GGSN, or HLR address.
	networkIdentifier

	iP assignment
	Observed PDP address is statically or dynamically assigned.
	iP-assignment

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined
	sms-initiator

	serving SGSN number
	An E.164 number of the serving SGSN.
	servingSGSN-Number

	serving SGSN address
	An IP address of the serving SGSN.

In case of S4-SGSN, this may be provided as Diameter id and realm of the serving S4-SGSN connected via S6d interface to the HSS.
	servingSGSN-Address 

servingS4-SGSN-address

	NSAPI
	Network layer Service Access Point Identifier

information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [43].
	nSAPI

	ULI Timestamp
	Indicates the time when the User Location Information was acquired.
	uLITimestamp

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [70])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [68] or Payload Length Field in IPv6 [69])
	packetsize

	packet direction
	Identifies the direction of the intercepted packet (from target or to target)
	packetDirection

	packet header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the target.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary


NOTE:
LIID parameter must be present in each record sent to the LEMF.

************  CHANGE 11  **************

6.5.1
Events and information

6.5.1.0
General

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 6.1  Mapping between GPRS Events and HI2 records type and Annexes B.3 and B.9 Intercept related information (HI2) (see Note). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service. 
NOTE: IRI events and data intercepted by the GPRS and 3G PS nodes may be delivered to the LEMF by using either the HI2 specified in Annex B.3 or the HI2 specified in Annex B.9. The latter option may be preferred when the GPRS and 3G PS nodes are interworking with SAE/EPS nodes, in order to deliver all the IRI events and data intercepted in the Packet based network by using the same HI2.
The communication events described in Table 6.1: Mapping between GPRS Events and HI2 record type and Table 6.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

6.5.1.1
REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

-
the target's mobile station performs a GPRS attach procedure (successful or unsuccessful);

-
the target's mobile station performs a GPRS detach procedure;

-
the target's mobile station is unsuccessful at performing a PDP context activation procedure;

-
the target's mobile station performs a cell, routing area, or combined cell and routing area update;

-
the interception is activated after target's mobile station has successfully performed GPRS attach procedure;

-
optionally when the target's mobile station leaves the old SGSN;

-
optionally when the target's mobile station enters or leaves IA;

-
the target's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;


national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the target's mobile station;

-
the target's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or, when the 3G SGSN receives notification that the target MS successfully received the SMS;


national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the target's mobile station;

-
as a national option, a mobile terminal is authorized for service with another network operator or service provider;

-
packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for a packet-data communication PDP Context.;

-
when packet data summary reporting is performed on an summary basis for a packet-data communication PDP Context.associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:

-
the packet flow starts, 

-
an interim packet summary report is to be provided, or

-
packet flow ends including the case where PDP Context is deactivated.

An interim packet summary report is triggered if:

-
the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds. or

-
a per-intercept configurable count threshold is reached.

Packet Header Information Reporting is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet header information related REPORT record is used to convey packet header information during an active packet-data communication PDP Context.

Note – in the case of IP Fragments, Packet Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.

.

Table 6.3: GPRS Attach REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide GPRS Attach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	failed attach reason
	C
	Provide information about the reason for failed attach attempts of the target.


Table 6.4: GPRS Detach REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide GPRS Detach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.


Table 6.5: PDP Context Activation (unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify either the:

-
static address requested by the target's MS in association with a target-initiated PDP context activation request for unsuccessful PDP context activation requests; or

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS rejects the network-initiated PDP context activation.

	iP assignment
	C
	Provide to indicate observed PDP address is statically or dynamically assigned.

	event type
	C
	Provide PDP Context Activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify either the:

-
packet data network to which the target requested to be connected when the target's mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network); or

-
access point of the packet data network that requested to be connected to the MS when the target's mobile station rejects a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	failed context activation reason
	C
	Provide information about the reason for failed context activation attempts of the target.

	umts QOS
	C
	Provide to identify the QOS parameters.


Table 6.6: Location Information Update REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Location Information Update event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS. This parameter, in case of inter-SGSN RAU, will be sent only by the new SGSN.

	old location information
	O
	Provide (only by the old SGSN), when authorized and if available, to identify the old location information for the target's MS.

	ldi event
	O
	Provide, when authorized, to indicate whether the target is entering or leaving the interception area (only applicable for location dependant interception).


Location Information Update REPORT Record shall be sent in the following cases:

-
when the target's mobile station moves to the new SGSN;

-
optionally when the target's mobile station leaves the old SGSN;

Table 6.7: SMS-MO and SMS-MT Communication REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide SMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	SMS originating address
	O
	Provide to identify the originating and destination address of the

	SMS destination address
	
	SMS message

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	SMS
	C
	Provide, when authorized, to deliver SMS content, including header which is sent with the SMS-service.

	service center address
	C
	Provide to identify the address of the relevant SMS-C server. If SMS content is provided, this parameter is optional.

	SMS initiator
	M
	Indicates whether the SMS is MO, MT, or Undefined.


Table 6.8: Serving System REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	C
	Provide Serving System event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event.

	lawful intercept identifier
	M
	Shall be provided.

	servingSGSN-Number
	C
	Provide to identify the E.164 number of the serving SGSN.

	servingSGSN-Address
	C
	Provide to identify the IP address of the serving SGSN.

	servingS4SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the serving S4‑SGSN.


Table 6.9: Start Of Interception with mobile station attached REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Start Of Interception with mobile station attached event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.


Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:

-
the interception is activated any time after target's mobile station has successfully performed GPRS attach procedure.

Table 6.10: Packet Data Header Information REPORT Record 

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	M
	Provide to identify the:

-
static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.

-
address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	M
	Provide the Packet Data Header Information event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	M
	Provide to identify the packet data network to which the target is connected.

	PDP type
	M
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	network identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 6.11 or on a summary basis.  For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 6.12. 

	NSAPI
	O
	Provided for additional information.


Table 6.11: Contents of per-packet, packet data header information parameter 

	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided.  Identifies the direction of the packet (from target or to target).  

	packet size
	O
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information.  


Table 6.12: Contents of a single summary flow packet data header information parameter 

	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided.  Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided.  Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Provides the period of time during which the packets of a particular packet flow of the summary report were sent or received by the target and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Provides the number of packets detected for a particular packet flow.

	sum of packet sizes
	O
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Provides the reason for the report being delivered to the LEMF (i.e., timeout, count limit, end of session).


6.5.1.2
BEGIN record information

The BEGIN record is used to convey the first event of packet-data communication interception.

The BEGIN record shall be triggered when:

-
successful PDP context activation;

-
the interception of a target's communications is started and at least one PDP context is active. If more than one PDP context is active, a BEGIN record shall be generated for each PDP context that is active;

-
during the inter-SGSN RAU, when the target has at least one PDP context active and the PLNM has changed;

-
the target entered an interception area and has at least one PDP context active.

Table 6.10: PDP Context Activation (successful) BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify one of the following:

-
static address requested by the target's MS, and allocated by the Network for a successful PDP context activation;

-
address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address; or

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	iP assignment
	C
	Provide to indicate observed PDP address is statically or dynamically assigned.

	event type
	C
	Provide PDP Context Activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:

-
packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).

-
access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.


Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the:

-
static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.

-
address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	C
	Provide Start Of Interception With PDP Context Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:

-
packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).

-
access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.


6.5.1.3
CONTINUE record information

The CONTINUE record is used to convey events during an active packet-data communication PDP Context.

The CONTINUE record shall be triggered when:

-
an active PDP context is modified;

-
during the inter-SGSN RAU, when target has got at least one PDP context active, the PLMN does not change and the triggering event information is available at the DF/MF.

In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.

Table 6.12: PDP Context Modification CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	The observed address after modification

Provide to identify the:

-
static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.

-
address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	C
	Provide the PDP Context Modification event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:

-
packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).

-
access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context modification is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.


Table 6.13: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the:

-
static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.

-
address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.

-
address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	C
	Provide the Continue interception with active PDP event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the:

-
packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).

-
access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	Provide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.


6.5.1.4
END record information

The END record is used to convey the last event of packet-data communication.

The END record shall be triggered when:

-
PDP context deactivation.

Table 6.14: PDP Context Deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the PDP address assigned to the target, if available. 

	event type
	C
	Provide PDP Context Deactivation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the target is connected.

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	Provide to indicate whether the PDP context deactivation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEM and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	context deactivation reason
	C
	Provide to indicate reason for deactivation.

	NSAPI
	O
	Provided for additional information.

	ULI Timestamp
	O
	Indicates the time when the User Location Information was acquired.


************  CHANGE 12  **************

6.6
IRI reporting for packet domain at GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [42], is used in the network, then the GGSN shall perform the interception of IRI.

As a national option, in the case where the GGSN is reporting IRI for an target, the target is handed off to another SGSN and the same GGSN continues to handle the content of communications subject to roaming agreements, the GGSN shall continue to report the following IRI of the content of communication:

-
PDP context activation;

-
PDP context deactivation;

-
Start of interception with PDP context active;

-
PDP context modification;

-
Packet Data Header Information.

************  CHANGE 13  **************

6.7
Content of communication interception for packet domain at GGSN

Interception in the GGSN is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [42], is used in the network, then the GGSN shall perform the interception of content of communication.

As a national option, in the case where the GGSN is performing interception of the content of communications, the target is handed off to another SGSN and the same GGSN continues to handle the content of communications subject to roaming agreements, the GGSN shall continue to perform the interception of the content of communication.

************  CHANGE 14  **************

7.1.0
General

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsequent subclauses of 7.1.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the HI2 and HI3. The correlation number provided in the PS domain (SGSN, GGSN) is unique per PDP context and is used to correlate CC with IRI and the different IRI's of one PDP context. However, where separated delivery of IMS based VoIP is required, to ensure that the CC related to an IMS based VoIP call is intercepted and reported separately from other PS domain services while being correlated to the IMS based VoIP IRI, refer to clause 12.
Interception is performed on an IMS identifier(s) associated with the target including identifiers such as IMEI, SIP‑URI and Tel‑URI, ETSI EN 300 356 [30].

************  CHANGE 15  **************

7.1.1
Lawful Interception Identifier(LIID)
For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA: a unique LIID for each target identity of the target; or a single LIID for multiple target identities all pertaining to the same target. 

Note that, in order to simplify the use of the LIID at the LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (IMEI, SIP and TEL URIs) is recommended.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.

************  CHANGE 16  **************

7.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content when SIP message also contains content).

************  CHANGE 17  **************

7.5.1
Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7.1  Mapping between IMS Events and HI2 Records Type and Annexes B.3 and B.9 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7.2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

Table 7.3: SIP-Message REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available).

	observed TEL-URI
	C
	TEL URI of the target (if available).

	observed IMEI 
	C
	IMEI of the target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	If available and not included in the SIP-message.

	correlation
	C
	If applicable for this communication

	SIP message
	M
	The relevant SIP message or SIP message header.

	PANI header information
	O
	P-Access-Network-Access-Info header information in SIP messages; described in TS 24.229 §7.2A.4 [76].  Provided if available and applicable.


If transfer of ticket related information, as specified in 3GPP TS 33.328 [54], is detected by the MF/DF via an intercepted SIP messages analysis during an IMS session, the DF/MF, after extracting and collecting the exchanged tickets and getting the corresponding decryption keys info from the KMS, as specified in 3GPP TS 33.107 [19], shall send a Media Decryption key available IRI REPORT to the LEMF containing the information needed to decrypt the media: 

Table 7.4: Media Decryption key available REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available).

	observed TEL-URI
	C
	TEL URI of the target (if available).

	observed IMEI 
	C
	IMEI of the target (if available).

	event type
	M
	Decryption Keys Available

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	Provided if available

	Correlation
	C
	Provided if available

	mediaDecryption-info.CCKeyInfo. 

cCCSID
	C
	Uniquely map the session key to the SRTP streams to decrypt.

There could be several SRTP streams (audio, video, etc.)  with different decryption keys and salt for a media session. The field reports the value from the CS_ID field in the ticket exchange headers as defined in the IETF RFC 6043 [61]  Provided if available.. 

	mediaDecryption-info. CCKeyInfo.cCDecKey
	C
	Decryption key in both media directions. Provided if available.

	mediaDecryption-info. CCKeyInfo.cCSalt
	C
	Provided if available.

	mediaSecFailureIndication
	O
	May be provided in case of failure


If Start of interception for an already established IMS session event is detected by the MF/DF, the DF/MF shall send a Start of Interception for already established IMS Session IRI REPORT to the LEMF containing the parameters listed  in table 7.5: 

Table 7.5: Start of interception for already established IMS session REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available).

	observed TEL-URI
	C
	TEL URI of the target (if available).

	observed IMEI 
	C
	IMEI of the target (if available).

	event type
	M
	Start of interception for already established IMS session

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	Provided if available

	correlation
	C
	Provided if available

	Sip message header offer
	C
	Provided if available 

	Sip message header answer
	C
	Provided if available

	SDP offer
	C
	Provided if available

	SDP answer
	C
	Provided if available

	PANI header information
	O
	Provided if available and applicable.


Table 7.5: XCAP REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available). It may come from the X 3GPP Asserted Identity Header or the X-3GPP-Intended-Identity of the target described in 3GPP TS 24 623 [77] and 3GPP TS 24 109 [79] or from the XUI which is described in IETF RFC 4825 [80] (if available). It is part of the URI determined by the path selector results

	observed Tel URI
	C
	Tel URI of the target (if available). It may come from the X 3GPP Asserted Identity Header or the X-3GPP-Intended-Identity of the target described in 3GPP TS 24 623 [77] and 3GPP TS 24 109 [79] or from the XUI which is described in IETF RFC 4825 [80] (if available). It is part of the URI determined by the path selector results

	event type
	M
	Shall be provided.Provide XCAP event type (to be defined by further studies).

	event date
	M
	Shall be provided. Provide the date the event is detected.

	event time
	M
	Shall be provided. Provide the time the event is detected.

	IMS event
	M
	Shall be provided. Provide the event information than an event related to XCAP transaction or server.

	Network identifier
	M
	Shall be provided.

	Lawful intercept identifier
	M
	Shall be provided.

	X 3GPP asserted identity
	C
	Information to complement the observed SIP URI or Tel URI (if available) as slight formal differences do happen due to XCAP usage.

	XUI
	C
	Information to complement the observed SIP URI or Tel URI (if available) as slight formal differences do happen due to XCAP usage.

	Correlation
	C
	Provided if available. It correlates the XCAP request to the XCAP response.

	XCAP message
	M
	Shall be provided with either the related XCAP request with the XCAP content, either XCAP response, with the XCAP content.


************  CHANGE 18  **************

8.1.2
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

************  CHANGE 19  **************

8.1.4
Correlation number

The Correlation Number is unique per I-WLAN tunnel and used for the following purposes:

-
correlate CC with IRI (in the PDG),

-
correlate different IRI records within one I-WLAN tunnel (for both PDG and AAA server).

NOTE:
The Correlation Number is at a minimum unique for each concurrent communication (e.g. I-WLAN tunnel) in a specific node (e.g., AAA server or PDG) of an target within a lawful authorization.

************  CHANGE 20  **************

8.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).

************  CHANGE 21  **************

8.5
IRI for I-WLAN

8.5.0
Introduction

The IRI will in principle be available in the following phases of a data transmission:

1.
At I-WLAN access initiation attempt, when the target identity becomes active, at which time packet transmission may or may not occur (at the set up of a I-WLAN tunnel, the target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a I-WLAN tunnel);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data communication information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 8.1: Mapping between I-WLAN Events and HI2 records type
	Event
	IRI Record Type

	I-WLAN Access Initiation
	REPORT

	I-WLAN Access Termination
	REPORT

	I-WLAN Tunnel Establishment (successful)
	BEGIN

	I-WLAN Tunnel Establishment (unsuccessful)
	REPORT

	I-WLAN Tunnel Disconnect
	END

	Start of intercept with I-WLAN Communication Active
	BEGIN or REPORT

	Packet Data Header Information
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

For the event “Start of intercept with I-WLAN Communication Active” reported from a AAA server, this event is reported using a:

· REPORT record to provide an indication that I-WLAN Access Initiation event has already occurred, but there are no tunnels established yet.

· BEGIN record to provide an indication that one or more I-WLAN Tunnels are already established.

Table 8.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (partyIdentiity)

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (partyIdentity)

	observed NAI 
	Target Identifier with the NAI of the target.
	partyInformation (partyIdentity)

	event type
	Description which type of event is delivered: I-WLAN Access Initiation, I-WLAN Access Termination, I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active, Packet Data Header Information, etc. 
	i-WLANevent

	event date
	Date of the event generation in the PDG or AAA server.
	timestamp

	event time
	Time of the event generation in the PDG or AAA server.
	

	WLAN access point name
	The WLAN Access Point Name contains a logical name of the access point (see 3GPP TS 23.060 [---TBD---])
	partyInformation

(services-Data-Information)

	initiator
	This field indicates whether the event being reported is the result of an MS directed action or network initiated action when either one can initiate the action.  
	initiator

	correlation number
	Unique number for each I-WLAN tunnel delivered to the LEMF, to help the LEA, to have a correlation between each I-WLAN tunnel and the IRI. 
	correlationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	WLAN UE Local IP address
	The Local IP address used by the target in a WLAN AN.
	partyInformation

(services-data-information)

	WLAN UE MAC address
	MAC Address of WLAN UE on the WLAN 
	i-WLANInformation

 (wLANMACAddress)

	WLAN Remote IP address 
	It is the IP address of the WLAN UE in the network being accessed by the WLAN UE and is used in the data packet encapsulated by the WLAN UE-initiated tunnel.  In addition, it is the source address used by applications in the WLAN UE. 
	partyInformation

(services-data-information)

	network identifier
	Operator ID plus PDG or AAA server address.
	networkIdentifier

	WLAN Operator name
	This field identifies the WLAN Operator serving the target.
	i-WLANInformation

 (wLANOperatorName)

	WLAN Location Data
	This field identifies the location of the WLAN serving the target.
	i-WLANInformation

(wLANLocationData)

	WLAN Location Information
	This field provides detailed location information about the WLAN serving the target. 
	i-WLANInformation

(wLANLocationInformation)

	NAS IP/IPv6 address
	An IP address of the serving Network Access Server.
	i-WLANInformation

 (nasIPIPv6Address)

	visited PLMN ID
	This field identifies the visited PLMN that will either terminate or tunnel the target's communications to the Home PLMN.
	visitedPLMNID

	session alive timer
	This field identifies the expected maximum duraton of the I-WLAN access being initiated. 
	i-WLANInformation

(sessionAliveTimer)

	failed access reason
	This field gives information about the reason for a failed access initiation attempt of the target.
	i-WLANOperationErrorCode

	session termination reason
	This field identifies the reason for the termination of the I-WLAN access.
	i-WLANOperationErrorCode

	failed tunnel establishment reason
	This field gives information ("Authentication failed" or Authorization failed") about the reason for a failed tunnel establishment of the target.
	i-WLANOperationErrorCode

	tunnel disconnect reason
	This field gives information about the reason for tunnel disconnect of the target. (For Further Study).
	i-WLANOperationErrorCode

	NSAPI
	Network layer Service Access Point Identifier.

Information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [43].
	nSAPI

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [a] or Payload Length Field in IPv6 [b])
	packetsize

	packet direction
	Identifies the direction of the intercepted packet (from target or to target)
	packetDirection

	packet header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the target.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary


NOTE:
LIID parameter must be present in each record sent to the LEMF.

8.5.1
Events and information

8.5.1.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 8.1 Mapping between I-WLAN Events and HI2 records type and Annex B.7 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 8.1: Mapping between I-WLAN Events and HI2 record type and Table 8.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

8.5.1.2
REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

-
the target's WLAN UE performs a (successful or unsuccessful) I-WLAN access initiation procedure (triggered by AAA server);

-
the target’s WLAN UE performs a (successful or unsuccessful) re-authentication (triggered by AAA server);

-
the target's WLAN UE performs a I-WLAN access termination detach procedure (triggered by AAA server);

-
the target's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (triggered by AAA server or PDG);

-
the interception of a target's communications is started and the WLAN UE has already successfully performed a I-WLAN access initiation procedure (triggered by AAA server), but there are no tunnels established;

-
packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for I-WLAN communications;

-
when packet data summary reporting is performed on an summary basis for I-WLAN communications associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:

-
the packet flow starts, 

-
an interim packet summary report is to be provided, or

-
packet flow ends including the case where the I-WLAN interworking tunnel is deactivated.

An interim packet summary report is triggered if:

-
the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds, or

-
a per-intercept configurable count threshold is reached. 

Packet Header Information Reporting is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet header information related REPORT record is used to convey packet header information during active I-WLAN communications.

Note – in the case of IP Fragments, Packet Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.

Table 8.3: I-WLAN Access Initiation REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Initiation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the target.

	WLAN Location Data
	C
	Provide, when available, to identify the WLAN location serving the target.

	WLAN Location Information
	C
	Provide, when available, to identify the location information of the WLAN serving the target.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the target.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the target in the WLAN serving the target.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the target's communications to the Home PLMN.

	session alive time
	C
	Provide, when available, to identify the expected maximum duration of the I-WLAN Access being initiated.

	failed access reason
	C
	Provide information about the reason for failed access initiation attempts of the target.


Table 8.4: I-WLAN Access Termination REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Access Termination event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the target.

	WLAN Location Data
	C
	Provide, when available, to identify the WLAN location serving the target.

	WLAN Location Information
	C
	Provide, when authorized, to identify the location information of the WLAN serving the target.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the target.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the target in the WLAN serving the target.

	session termination reason
	C
	Provide information about the reason for termination of I-WLAN access of the target.


Table 8.5: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record - PDG

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (MS to Network).

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	WLAN UE Local IP address
	C
	Provide, when available, to identify the IP address associated with the target in the WLAN.  

	WLAN UE Remote IP address
	C
	Provide, when available, to identify the IP address associated with the target in the network being accessed by the target.  

	failed I-WLAN tunnel establishment reason
	C
	Provide information about the reason for failed I-WLAN tunnel establishment attempts of the target.


Table 8.6: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record – AAA Server

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (MS to Network).

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	failed I-WLAN tunnel establishment reason
	C
	Provide information about the reason for failed I-WLAN tunnel establishment attempts of the target.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the target's communications to the Home PLMN.


Table 8.7: Start of Intercept With I-WLAN Communication Active REPORT Record – AAA Server

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide Start of Intercept With I-WLAN Communication Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the target.

	WLAN Location Data
	C
	Provide, when available, to identify the WLAN location serving the target.

	WLAN Location Information
	C
	Provide, when available, to identify the location information of the WLAN serving the target.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the target.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the target in the WLAN serving the target.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the target's communications to the Home PLMN.

	session alive time
	C
	Provide, when available, to identify the expected maximum duration of the I-WLAN Access being initiated.


Table 8.8: Packet Data Header REPORT Record 

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Provide the Packet Data Header Information event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	M
	Provide to identify the packet data network to which the target is connected.

	WLAN local IP address
	M
	Provide to identify the IP address associated with the target in the WLAN.  

	WLAN remote IP address
	M
	Provide to identify the IP address associated with the target in the network being accessed by the target for the I-WLAN tunnel.   

	network identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to uniquely identify the I-WLAN interworking communications.delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 8.9 or on a summary basis.  For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 8.10. 

	NSAPI
	O
	Provided for additional information.


Table 8.9: Contents of per-packet, packet data header information parameter

	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided.  Identifies the direction of the packet (from target or to target).  

	packet size
	O
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information.  


Table 8.10: Contents of a single summary flow packet data header information parameter

	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided.  Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided.  Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Provides the period of time during which the packets of a particular packet flow of the summary report were sent or received by the subject and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Provides the number of packets detected for a particular packet flow.

	sum of packet sizes
	O
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Provides the reason for the report being delivered to the LEMF (i.e., timeout, count limit, end of session).


8.5.1.3
BEGIN record information

The BEGIN record is used to convey the first event of I-WLAN interworking communication interception.

The BEGIN record shall be triggered when:

-
there is a successful establishment of an I-WLAN tunnel (triggered by AAA server or PDG);

-
the interception of a target's communications is started and at least one I-WLAN tunnel is established. If more than one I-WLAN tunnel is established, a BEGIN record shall be generated for each I-WLAN tunnel that is established (triggered by AAA server or PDG).

Table 8.8: I-WLAN Tunnel Establishment (successful) BEGIN Record - PDG

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is successful at performing a I-WLAN tunnel establishment procedure.

	network identifier
	M
	Shall be provided.

	WLAN local IP address
	M
	Provide to identify the IP address associated with the target in the WLAN.  

	WLAN remote IP address
	M
	Provide to identify the IP address associated with the target in the network being accessed by the target for the I-WLAN tunnel. 

	correlation number
	C
	Provide to allow correlation of CC and IRI and the correlation of IRI records.  

	lawful intercept identifier
	M
	Shall be provided.

	NSAPI
	O
	Provided for additional information.


Table 8.9: I-WLAN Tunnel Establishment (successful) BEGIN Record – AAA Server

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is successful at performing a I-WLAN tunnel establishment procedure.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to allow correlation of IRI records.  

	lawful intercept identifier
	M
	Shall be provided.

	visited PLMN ID
	C
	Provide to identify the visited PLMN, if available.


Table 8.10: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record - PDG

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Start Of Interception With I-WLAN Communication Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is successful at performing a I-WLAN tunnel establishment procedure.

	network identifier
	M
	Shall be provided.

	WLAN local IP address
	M
	Provide to identify the IP address associated with the target in the WLAN.  

	WLAN remote IP address
	M
	Provide to identify the IP address associated with the target in the network being accessed by the target for the I-WLAN tunnel.   

	correlation number
	C
	Provide to allow correlation of CC and IRI and the correlation of IRI records.

	lawful intercept identifier
	M
	Shall be provided.

	NSAPI
	O
	Provided for additional information.


Table 8.11: Start Of Interception (with I-WLAN Tunnel Established) BEGIN Record – AAA Server

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Start Of Interception With I-WLAN Communication Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target requested to be connected when the target's WLAN UE is successful at performing a I-WLAN tunnel establishment procedure.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to allow correlation of IRI records.  

	lawful intercept identifier
	M
	Shall be provided.

	visited PLMN ID
	C
	Provide to identify the visited PLMN, if available.

	WLAN Operator Name
	C
	Provide, when available (at the time of event generation), to identify the WLAN operator serving the target.  

	WLAN Location Data
	C
	Provide, when available (at the time of event generation), to identify the WLAN location serving the target.

	WLAN Location Information
	C
	Provide, when available (at the time of event generation), to identify the location information of the WLAN serving the target.

	NAS IP/IPv6 address
	C
	Provide, when available (at the time of event generation), to identify the address of the NAS serving the target.

	WLAN UE MAC address
	C
	Provide, when available (at the time of event generation), to identify the MAC address of the target in the WLAN serving the target.

	session alive time
	C
	Provide, when available (at the time of event generation), to identify the expected maximum duration of the I-WLAN Access being initiated.


8.5.1.4
END record information

The END record is used to convey the last event of packet-data communication.

The END record shall be triggered when:

-
I-WLAN tunnel disconnect occurs (triggered by the AAA server or the PDG).

Table 8.12: I-WLAN Tunnel Disconnect END Record - PDG

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Disconnect event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target is connected.

	initiator
	C
	Provide to indicate whether the I-WLAN tunnel disconnection is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	WLAN local IP address
	M
	Provide to identify the IP address associated with the target in the WLAN.  

	WLAN remote IP address
	M
	Provide to identify the IP address associated with the target in the network being accessed by the target for the I-WLAN tunnel.   

	correlation number
	C
	Provide to allow correlation of CC and IRI and the correlation of IRI records.  

	lawful intercept identifier
	M
	Shall be provided.

	NSAPI
	O
	Provided for additional information.


Table 8.13: I-WLAN Tunnel Disconnect END Record – AAA Server

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Disconnect event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the target is connected.

	initiator
	C
	Provide to indicate whether the I-WLAN tunnel disconnection is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	correlation number
	C
	Provide to allow correlation of IRI records.  

	lawful intercept identifier
	M
	Shall be provided.
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9.1
Identifiers

9.1.1
Overview

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interface (HI2). The identifiers are defined in the subsections below.

The MBMS LI solution in this section provides an IRI solution for MBMS only. CC interception is provided by transport bearer level interception functionality e.g. GSNs. The Correlation Number is unique per target MBMS service and MBMS session and is used to correlate different IRI records within one MBMS service and MBMS session.

9.1.2
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification to point to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

9.1.3
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID. 

9.1.4
Correlation number

The Correlation Number is unique per target MBMS service and MBMS session. The correlation number is used for the following purposes:

· Correlate different IRI records within one MBMS service and MBMS session.

NOTE: Correlation only applies to MBMS service usage.  Correlation of subscription management events is not required and the ASN.1 subscription event records in Annex B.8 do not provide support for correlation numbers. Such Subscription management report record events are asynchronous, can occur at any time and are likely to occur infrequently. 
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9.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).
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9.5
IRI for MBMS

9.5.0
General

The IRI will in principle be available in the following phases of a data transmission:

1.
At MBMS Service Joining or Leaving.

2.
At MBMS Subscription Activation, Modification and Termination.

3.
At certain times when relevant information are available.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data communication information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 9.1: Mapping between MBMS Events and HI2 records type
	Event
	IRI Record Type

	MBMS Service Joining
	BEGIN

	MBMS Service Leaving
	END

	MBMS Subscription Activation
	REPORT

	MBMS Subscription Modification
	REPORT

	MBMS Subscription Termination
	REPORT

	Start of intercept with MBMS Service Active
	BEGIN


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

NOTE: Support for MBMS over IMS is For Further Study. As a minimum, IMPU and IMPI reporting support will be required.

Table 9.2: Mapping between Events information and IRI information

	parameter
	Description
	HI2 ASN.1 parameter

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (partyIdentiity)

	event type
	Description which type of event is delivered MBMS Service Joining, MBMS Service Leaving, MBMS Subscription Activation, MBMS Subscription Modification, MBMS Subscription Termination, Start of intercept with MBMS Service Active etc. 
	mbms-Event

	event date
	Date of the event generation in the BM-SC server.
	Timestamp

	event time
	Time of the event generation in the BM-SC server.
	Timestamp

	BM-SC Identifier
	Name or Identifier of BM-SC
	mbmsInformation

( mBMSNODELIST)

	initiator
	This field indicates whether the event being reported is the result of an UE directed action or network initiated/ off-online action when either one can initiate the action.  
	Initiator

	correlation number
	Unique correlation number for each target MBMS service and MBMS session. It is used for correlating different IRI records. However the correlation number is not used to correlate subscription related events.
	correlationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	MBMS Subscribed Service
	Name or Identifier of the MBMS Service to which the target has subscribed. Must provide explicit identification of service subscribed from all other services (e.g. TV Channel name and name of content to be viewed)
	mbmsInformation

(mbmsServiceName)

	MBMS Service Joining Time
	MBMS Service Joining Time
	mbmsInformation

(mbms-join-time) 

	MBMS Service Subscription List
	List of all users subscribed to MBMS Service to which target has requested Joining.

NOTE:- This list may be very long for some services.
	mbmsInformation

(MbmsSerSubscriberList)

	Visited PLMN ID
	Identity of the visited PLMN to which the user is registered
	visitedPLMNID

	APN
	The Access Point Name contains a logical name on which IP multicast address is defined (see 3GPP TS 23.060 [42])
	mbmsInformation

(MBMSapn)

	Multicast/Broadcast Mode
	MBMS bearer service in broadcast or multicast mode
	mbmsInformation

(mbms-Mode)

	IP IP/IPv6 multicast address(multicast mode only)
	IP or IPv6 multicast address identifying the MBMS bearer described by this MBMS Bearer Context.
	mbmsInformation

(mbmsIPIPv6Address)

	List of Downstream Nodes
	List of downstream nodes that have requested the MBMS bearer service and to which notifications and MBMS data have to be forwarded.
	mbmsInformation

(mbmsNodeList)

	MBMS Service Leaving Reason


	Indicates whether the UE initated/requested leaving, or whether BM-SC/network terminated the Service to the UE (e.g., GSN session dropped or BM-SC subscription expired etc.).

Logically if leaving reason is subscription expiry then subscription terminated report record will also be generated.
	mbmsInformation

(mbmsLeavingReason)

	MBMS Service Subscription Terminated Reason
	Indicates whether the service subscription termination was requested initiated/requested by the user (including via customer services or other off-line means) or whether subscription expired.
	mbmsInformation

(mbmsSubsTermReason)

	network identifier
	Operator ID plus ICE address.
	networkIdentifier


NOTE:
LIID parameter must be present in each record sent to the LEMF.

9.5.1
Events and information

9.5.1.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 9.1 Mapping between MBMS Events and HI2 records type and Annex B.8 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 9.1: Mapping between MBMS Events and HI2 record type and Table 9.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

9.5.1.2
REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:

-
the target's MBMS UE or target via an off-line means (e.g., via internet or customer service centre) performs MBMS Subscription Activation. See Table 9.3

-
the target's MBMS UE or target via an off-line means (e.g., via internet or customer service centre) performs MBMS Subscription Modification. See Table 9.4

-
the target's MBMS UE or target via an off-line means (e.g., via internet or customer service centre) performs MBMS Subscription Termination. See Table 9.5

Table 9.3 MBMS Subscription Activation REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Address 




	C
	Provide IP or IPv6 address of the target if available where target has directly accessed the BM-SC Server to Activate their subscription and not via offline method (eg customer services).

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to BM-SC server.

	MBMS Service Subscription List 




	O
	Provided for additional information


Table 9.4: MBMS Subscription Modification REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Address 




	C
	Provide IP or IPv6 address of the target if available where target has directly accessed the BM-SC Server to Activate their subscription and not via offline method (e.g., customer services).

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to BM-SC server.

	MBMS Service Subscription List 
	O
	Provided for additional information


Table 9.5: MBMS Subscription Termination REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Address 




	C
	Provide IP or IPv6 address of the target if available where target has directly accessed the BM-SC Server to Activate their subscription and not via offline method (e.g., customer services).

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to BM-SC server.

	MBMS Service Subscription List
	O
	Provided for additional information

	MBMS Service Subscription Terminated Reason
	M
	Shall be provided.


9.5.1.3
BEGIN record information

The BEGIN record is used to convey the first event of MBMS service interception.

The BEGIN record shall be triggered when:

-
the target's MBMS UE successfully joins an MBMS service (MBMS Service Joining). See Table 9.6

-
interception is activated for the target but the MBMS UE has successfully joined an MBMS service prior to the start of interception (Start of intercept with MBMS Service Active). See Table 9.7

Table 9.6: MBMS Service Joining BEGIN Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Correlation Number
	M
	Shall be provided.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	MBMS Service Joining Time
	M
	Provide time at which target joined the MBMS service, or will join the service.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Multicast Address 

	C
	Provide IP or IPv6 address of the target if available for multicast services only.

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to MBMS service.

	Multicast/Broadcast Mode
	M
	Shall be provided.

	APN
	C
	Provide for PS domain access to MBMS. 

	List of Downstream Nodes 

	C
	Provide in the case of a multicast service, if available.

	MBMS Service Subscription List
	O
	Provided for additional information


Table 9.7: Start of intercept with MBMS Service Active BEGIN Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Correlation Number
	M
	Shall be provided.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	MBMS Service Joining Time
	M
	Provide time at which target joined the MBMS service.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Multicast Address 

	C
	Provide IP or IPv6 address of the target if available for multicast services only.

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to MBMS service.

	Multicast/Broadcast Mode
	M
	Shall be provided.

	APN
	C
	Provide for PS domain access to MBMS.

	List of Downstream Nodes 

	C
	Provide in the case of a multicast service, if available.

	MBMS Service Subscription List
	O
	Provided for additional information


9.5.1.4
END record information

The END record is used to convey the last event of packet-data communication.

The END record shall be triggered when:

-
the target's MBMS UE successfully leaves an MBMS service or the MBMS service is terminated by the BM_SC (MBMS Service Leaving). See Table 9.8

Table 9.8: MBMS Service Leaving END Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide MBMS Service Joining event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Correlation Number
	M
	Shall be provided.

	Lawful Interception Identifier
	M
	Shall be provided

	MBMS Subscribed Service
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Initiator
	M
	Shall be provided.

	IP/IPv6 Multicast Address 

	C
	Shall be provided.

	Visited PLMN ID 




	C
	Provide PLMN ID of a visited network used by the target in the case of non Home network access to MBMS service.

	MBMS Service Subscription List
	O
	Provided for additional information

	MBMS Service Leaving Reason
	M
	Shall be provided.
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10.1
Identifiers

10.1.0
Introduction

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsequent subclauses of 10.1.

For the delivery of CC and IRI the S-GW or PDN-GW provide correlation numbers and target identities to the HI2 and HI3. The correlation number is unique per EPS bearer/tunnel and is used to correlate CC with IRI and the different IRI's of one EPS bearer/tunnel.

NOTE: When different protocols (i.e. GTP and PMIP) are used in the networks, different values for the correlation number can be generated by different nodes for the same communication.

10.1.1
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

10.1.2
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.


A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID.

10.1.3
Correlation number

The Correlation Number is unique per EPS bearer/tunnel and is used for the following purposes:

-
correlate CC with IRI,

-
correlate different IRI records within one EPS bearer/tunnel.

NOTE:
The Correlation Number is at a minimum unique for each concurrent communication (e.g. EPS bearer/tunnel) of a target within a lawful authorization. However when different protocols (i.e. GTP and PMIP) are used in the networks, different values for the correlation number can be generated by different nodes for the same communication.

In case of handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa), the same correlation number for the PDP context/bearer shall be used before and after the handover during the same IRI transaction.
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10.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).
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10.5
IRI for evolved packet domain

10.5.0
Introduction

The IRI will in principle be available in the following phases of a data transmission:

1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (set up of a bearer/tunnel, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (removal of a bearer/tunnel);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data context information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are several different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. The applicability of the events to specific access (E-UTRAN, trusted non-3GPP access, untrusted non-3GPP access) and network protocols (GTP/PMIP S5/S8 interface) is specified in [19]. Additional events and mapping with IRI Record type are applicable to EPS in case of interworking between SGSN and PDN-GW over Gn/Gp interface, as specified in this document for PS interception.

Table 10.5.1: Mapping between EPS Events and HI2 records type 
	Event
	IRI Record Type

	E-UTRAN attach
	REPORT

	E-UTRAN detach
	REPORT

	Bearer activation (successful)
	BEGIN

	Bearer modification
	CONTINUE

	UE Requested bearer resource modification
	REPORT

	Bearer activation (unsuccessful)
	REPORT

	Start of interception with active bearer
	BEGIN or optionally CONTINUE 

	Bearer deactivation
	END

	UE requested PDN connectivity
	REPORT

	UE requested PDN disconnection
	REPORT

	Tracking Area update
	REPORT 

	Serving Evolved Packet System
	REPORT

	PMIP attach/tunnel activation (successful)
	BEGIN

	PMIP attach/tunnel activation (unsuccessful)
	REPORT

	PMIP session modification
	CONTINUE

	PMIP detach/tunnel deactivation
	END

	Start of interception with active PMIP tunnel
	BEGIN (or optionally CONTINUE)

	PMIP PDN-GW initiated PDN disconnection
	END

	MIP registration/tunnel activation (successful)
	BEGIN

	MIP registration/tunnel activation (unsuccessful)
	REPORT

	MIP deregistration/tunnel deactivation
	END

	Start of interception with active MIP tunnel
	BEGIN

	DSMIP registration/tunnel activation (successful)
	BEGIN

	DSMIP registration/tunnel activation (unsuccessful)
	REPORT

	DSMIP session modification
	CONTINUE

	DSMIP deregistration/tunnel deactivation
	END

	Start of interception with active DSMIP tunnel
	BEGIN

	DSMIP HA Switch
	REPORT

	PMIP Resource Allocation Deactivation
	END

	MIP Resource Allocation Deactivation
	END

	Start of interception with E-UTRAN attached UE
	REPORT

	Packet Data Header Information
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the network nodes or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 10.5.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (party-identity)

	observed ME Id 
	Target Identifier with the ME Id of the target.
	partyInformation (party-identity)

	observed MN NAI
	Target Identifier with the NAI of the target .
	partyInformation (party-identity)

	event type
	Description which type of event is delivered
	ePSevent

	event date
	Date of the event generation in the node
	Timestamp

	event time
	Time of the event generation in the node
	

	access point name
	When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the APN used for the PDN connection
	aPN

	APN-AMBR
	Contains the Aggregate Maximum Bit Rate for the APN
	aPN-AMBR

	PDN type
	Indicated the used IP version (IPv4, IPv6, IPv4/IPv6) 
	pDNAddressAllocation

	PDN address allocation
	Provides the IP version (IPv4, IPv6, IPv4/IPv6) and the IP address(es) allocated for the UE. 
	pDNAddressAllocation

	Protocol Configuration Options
	Are used to transfer parameters between the UE and the PDN-GW (e.g. address allocation preference by DHCP)
	protConfigOptions

	Attach type
	Indicates the type of attach and may carry indication of handover in case of mobility with non-3GPP access.
	attachType

	RAT type
	Radio Access Type
	rATType

	initiator
	This field indicates whether the procedure is UE or network initiated.
	initiator

	Handover indication
	Provides information that the procedure is triggered as part of a handover
	handoverIndication,

extendedHandoverIndication

	Procedure Transaction Identifier
	Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE
	procedureTransactionId

	EPS bearer identity
	Identifies an EPS bearer for one UE accessing via E-UTRAN. It is allocated by the MME.
	ePSBearerIdentity

	Bearer activation/ deactivation type
	Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.
	bearerActivationType, bearerDeactivationType

	Linked EPS bearer identity
	Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.
	linkedEPSBearerId

	Switch off indicator
	Indicates whether a detach procedure is due to a switch off situation or not.
	detachType

	Detach type
	Parameter sent by the network to the UE to indicate the type of detach.
	detachType

	Traffic Flow Template (TFT)
	Collection of all packet filters associated with the EPS bearer.
	tFT

	Traffic Aggregate Description (TAD)
	Consists of the description of the packet filter(s) for the traffic flow aggregate.
	trafficAggregateDescription

	correlation number
	Unique number for each target connection delivered to the LEMF, to help the LEA, to have a correlation between each target connection and the IRI. 
	ePSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	When authorized, this field provides the location information of the target that is present at the node at the time of event record production.
	ePSlocationOfTheTarget

	Old location information
	Location information of the target before Tracking Area Update.
	ePSlocationOfTheTarget

	Failure reason
	The reason for the failure or rejection of the Tracking Area Update
	failedTAUReason

	failed bearer activation reason
	This field gives information about the reason for a failed bearer activation of the target.
	failedBearerActivationReason

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target.
	failedEUTRANAttachreason, status, code (depending on the protocol)

	Session modification failure reason
	This field gives information about the reason for a failed session modification attempt of the target 
	status

	EPS bearer QOS
	This field indicates the Quality of Service associated with the EPS bearer procedure.
	ePSBearerqOS

	bearer deactivation reason
	This field gives information about the reason for bearer deactivation of the target.
	bearerDeactivationCause

	network identifier
	Operator ID plus node address.
	networkIdentifier

	Failed Bearer Modification reason
	The reason for failure of Bearer Modification
	failedBearerModReason

	ULI Timestamp
	Indicates the time when the User Location Information was acquired.
	uLITimestamp

	Lifetime
	Lifetime of the tunnel; it is set to a nonzero value in case of registration or lifetime extension; is set to zero in case of deregistration.
	lifetime

	Access technology type
	Indicates the Radio Access Type
	accessTechnologyType

	UE address info
	Includes one or more IP addresses allocated to the UE.
	iPv6HomeNetworkPrefix, iPv4HomeAddress, iPv6careOfAddress, iPv4careOf Address

	Additional parameters
	Additional information provided by the UE, such as protocol configuration options
	protConfigurationOption

	serving MME address
	Diameter Origin-Host and Origin-Realm of the serving MME.
	servingMME-Address

	Revocation trigger
	Contains the reason which triggered a PDN-GW initiated PDN-disconnection (revocation) procedure.
	revocationTrigger

	Home Address
	Contains the UE Home IP address
	homeAddress

	Home Agent Address
	Contains the IP address of the Home Agent
	homeAgentAddress

	Requested IPv6 Home Prefix
	The IPv6 Home Prefix requested by the UE.
	requestedIPv6HomePrefix

	Care of Address
	The local IP address assigned to the UE by the Access Network.
	careOfAddress

	HSS/AAA address
	The address of the HSS/AAA triggering a pDN-GW reallocation.
	hSS-AAA-address

	Target PDN-GW address
	The address of the PDN-GW which the UE will be reallocated to.
	targetPDN-GW-Address

	Foreign domain address
	The relevant IP address in the foreign domain.
	foreignDomainAddress

	Visited network identifier
	 An identifier that allows the home network to identify the visited network [53]
	visitedNetworkId

	DHCP v4 Address Allocation Indication
	Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE
	dHCPv4AddressAllocationInd

	Serving Network
	Identifies, for E-UTRAN access, the serving network the UE is attached to
	servingNetwork

	Request type
	Provides the type of UE requested PDN connectivity 
	requestType

	Failed reason
	Provides the failure cause for UE requested PDN connectivity
	uEReqPDNConnFailReason

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [a] or Payload Length Field in IPv6 [b])
	packetsize

	packet direction
	Identifies the direction of the intercepted packet (from target or to target)
	packetDirection

	packet header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the target.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary

	CSG Identity
	Uniquely identifies a CSG within a PLMN.
	csgIdentity

	HeNB Identity
	Identifies the HeNB providing access to a target UE.
	heNBIdentity

	HeNB IP address
	Identifies the IP Address associated with an HeNB providing access to a target UE.
	heNBiPAddress

	HeNB Location
	Identifies the location of an HeNB providing access to a target UE.
	heNBLocation

	Tunnel Protocol
	Identifies the tunnel protocol used to transport the signalling and communications between the HeNB and the EPC.
	tunnelProtocol


NOTE:
LIID parameter must be present in each record sent to the LEMF.

10.5.1
Events and information

10.5.1.0
Introduction

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 10.5.1 Mapping between EPS Events and HI2 records type and Annex B.9 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 10.5.1: Mapping between EPS Events and HI2 record type and Table 10.5.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

10.5.1.1
REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting unsuccessful packet-mode communication attempts. In addition, this record is also used to report some target actions which may trigger communication attempts or modifications of an existing communication, when the communication attempt or the change of the existing communication itself is reported separately.

The REPORT record shall be triggered when:

-
the target's UE performs an E-UTRAN attach procedure (successful or unsuccessful) including via a HeNB;

-
the target's UE performs an E-UTRAN detach procedure including via a HeNB;

-
the target's UE is unsuccessful at performing an EPS bearer activation procedure;

-
the target’s UE performs an UE requested bearer resource modification;

-
the target's UE performs a tracking area update;

-
optionally when the target's UE leaves the old MME;

-
the target’s UE performs an UE requested PDN connectivity procedure;

-
the target’s UE performs an UE requested PDN disconnection procedure;

-
the target's UE is unsuccessful at performing a PMIP attach/tunnel activation procedure;

-
the target’s UE is unsuccessful at performing a MIP registration/tunnel activation procedure;

-
the target's UE is unsuccessful at performing a DSMIP registration/tunnel activation procedure;

-
optionally when the target's UE enters or leaves IA (FFS);

-
the target’s UE is ordered by the network to perform an home agent switch;

-
as a national option, a mobile terminal is authorized for service with another network operator or service provider;

-
the interception of a target is started with E-UTRAN attached target. If there are more than one PDN connections then a REPORT record is generated per PDN connection.;
-
packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for an EPS bearer/session.;

-
when packet data summary reporting is performed on an summary basis for an EPS bearer/session associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:

-
the packet flow starts, 

-
an interim packet summary report is to be provided, or

-
packet flow ends including the case where the EPS bearer/session is deactivated.

An interim packet summary report is triggered if:

-
the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds, or  

-
a per-intercept configurable count threshold is reached. 

Packet Header Information Reporting is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet header information related REPORT record is used to convey packet header information during an active EPS bearer/session.

NOTE:  in the case of IP Fragments, Packet Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.

Table 10.5.1.1.1: E-UTRAN Attach REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide E-UTRAN Attach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	failed attach reason
	C
	Provide information about the reason for failed attach attempt of the target.

	PDN Type
	C
	Indicated the used IP version (IPv4, IPv6, IPv4/IPv6), including possible reason for modification by the network

	APN
	C
	Provides the Access Point Name

	Protocol Configuration Options
	C
	Provides information sent from the UE to the network

	Attach type
	C
	Provides the type of attach

	EPS bearer identity
	C
	When the attach is successful, provides the allocated EPS bearer identity.

	CSG Identity
	C
	Provide if closed/hybrid HeNB is used in the UE attachment to the network

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target's UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE used during location verification. 

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.

	Tunnel Protocol
	C
	Provide to identify the tunnel protocol used to transport the signalling and communications between the HeNB and the EPC.


Table 10.5.1.1.2: E-UTRAN Detach REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide E-UTRAN Detach event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	initiator
	C
	Provided to indicate whether the detach is UE or network initiated

	Switch off indicator
	C
	Provided to indicate whether the detach is due to a switch off

	Detach type
	C
	Sent by the network to the UE to indicate the type of detach

	CSG Identity
	C
	Provide if closed/hybrid HeNB is used in the UE detachment from the network

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE.

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.


Table 10.5.1.1.3: Bearer Activation (unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	PDN address allocation
	C
	Provides the PDN type and PDN address(es) used by the network.

	event type
	C
	Provide EPS Bearer Activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the attempt to connect was made; this information may be provided by the UE; the parameter is applicable only for default bearer activation. 

	RAT type
	C
	Provide the Radio Access Type used by the target. 

	initiator
	C
	Provide to indicate whether the EPS bearer activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	failed bearer activation reason
	C
	Provide information about the reason for failed bearer activation attempts of the target.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters. The parameter carries the requested EPS bearer QOS.

	Bearer activation type
	C
	Provides information on default or dedicated bearer failed activation

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate foreseen for the APN. The parameter carries the subscribed APN-AMBR.

	Protocol configuration options 
	C
	Provide information about the protocol configuration options requested by the UE

	Procedure transaction identifier
	C
	Used to associate the EPS bearer activation attempt to other messages triggering the procedure.

	Linked EPS bearer identity
	C
	Provides, in case of failed dedicated bearer activation attempt, the EPS bearer id of the associated default bearer; not applicable in case of default bearer activation attempt.

	Traffic Flow Template TFT
	C
	The TFT associated to the dedicated bearer activation attempt; not applicable in case of default bearer activation attempt

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover


Table 10.5.1.1.4: UE requested bearer resource modification REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide UE requested bearer resource modification event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	failed bearer modification reason
	C
	Provide information about the reason for failed UE requested bearer resource modification.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters.

	Procedure transaction identifier
	C
	Used to associate the UE requested bearer resource modification to other messages related to the procedure.

	Linked EPS bearer identity
	C
	Provides the EPS bearer id of the associated default bearer.

	EPS Bearer identity 
	C
	Provides the EPS bearer id of the bearer which the request refers to.

	Traffic Aggregate Description 
	C
	Description of the packet filter(s) for the traffic flow aggregate

	Protocol Configuration Options
	C
	Provide information about the protocol configuration options requested by the UE.


Table 10.5.1.1.5: Tracking Area Update REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Tracking Area Update event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS. This parameter, in case of inter-MME TAU, will be sent only by the new MME.

	old location information
	O
	Provide (only by the old MME), when authorized and if available, to identify the old location information for the target's MS.

	Failure reason
	C
	Provide, in unsuccessful case, the reason for the failure or rejection of the TAU.


In case of inter-MME TAU, Tracking Area Update REPORT Record shall be sent in the following cases:

-
when the target's UE moves to the new MME;

-
optionally when the target's UE leaves the old MME.
Table 10.5.1.1.6: UE requested PDN connectivity REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide UE requested PDN connectivity event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the attempt to connect was made; this information may be provided by the UE (valid only for default bearer activation). 

	Request type
	C
	Indicates the type of request, i.e. initial request or handover

	PDN type
	C
	Provide to describe the IP version requested by the target UE.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	failed reason
	C
	Provide information about the reason for failed procedure.

	Protocol configuration options 
	C
	Provide information about the protocol configuration options requested by the UE

	EPS bearer identity
	C
	The identity of the allocated EPS bearer

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE.

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.


Table 10.5.1.1.7: UE requested PDN disconnection REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide UE requested PDN disconnection event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	Linked EPS bearer identity
	C
	The identity of the default EPS bearer associated with the PDN connection being disconnected.

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE.

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.


Table 10.5.1.1.8: PMIP Attach/tunnel activation (unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide PMIP Attach/tunnel activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The requested lifetime for the tunnel

	Access technology type
	C
	Provide the radio access type

	failed attach reason
	C
	Provide information about the reason for failed attach/tunnel activation attempt of the target.

	Handover indicator
	C
	Provide information that the procedure is triggered as part of the handover

	APN
	C
	Provide the Access Point Name

	UE address info
	C
	Includes one or more addresses allocated to the UE

	Additional parameters
	C
	Provide additional parameters sent by the UE.

	Serving Network
	C
	Provide to identify the serving network the UE is attached to in case of E-UTRAN access and PMIP based S5/S8 interfaces.

	DHCPv4 Address Allocation Indication
	C
	Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE in case of E-UTRAN access and PMIP based S5/S8 interfaces

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.1.9: MIP registration/tunnel activation (unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide MIP registration/tunnel activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The requested lifetime for the tunnel

	failed attach reason
	C
	Provide information about the reason for failed registration/tunnel activation attempt of the target.

	Home Address
	C
	Provide the UE Home IP Address

	Care of Address
	C
	The local IP address provided by the access network

	Home Agent Address
	C
	Provide the Home Agent address


Table 10.5.1.1.10: DSMIP registration/tunnel activation (unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide DSMIP registration/tunnel activation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	lifetime
	C
	The requested lifetime for the tunnel.

	failed attach reason
	C
	Provide information about the reason for failed registration/tunnel activation attempt of the target.

	Requested IPv6 Home Prefix
	C
	Provide the UE IPv6 Home Prefix.

	Home address
	C
	Provide the assigned home address.

	APN
	C
	Provides the Access Point Name.

	Care of address
	C
	The local IP address provided by the access network.


Table 10.5.1.1.11: DSMIP Home Agent Switch REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide DSMIP Home Agent Switch event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	HSS/AAA address
	C
	Provide the address of the HSS/AAA triggering the procedure

	Target PDN-GW address
	M
	Provide the address of the new PDN-GW


Table 10.5.1.1.12: Serving Evolved Packet System REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed ME Id
	
	

	event type
	C
	Provide Serving Evolved Packet System event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HSS reporting the event.

	lawful intercept identifier
	M
	Shall be provided.

	Serving MME address
	C
	Provide the Diameter Origin-Host and the Diameter Origin‑Realm of the serving MME (in case of E-UTRAN access).

	Visited Network Identifier
	C
	 An identifier that allows the home network to identify the visited network [53]


Table 10.5.1.1.13: Start of interception with E-UTRAN attached UE REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide start of interception with PDN connection active

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	access point name
	C
	Provide to identify the packet data network to which the attempt to connect was made; this information may be provided by the UE (valid only for default bearer activation). 

	PDN type
	C
	Provide to describe the IP version requested by the target UE.

	EPS bearer identity
	C
	The identity of the default EPS bearer

	lawful intercept identifier
	M
	Shall be provided.

	CSG Identity
	C
	Provide if closed/hybrid HeNB is used in the UE attachment to the network

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE.

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.

	Tunnel Protocol
	C
	Provide to identify the tunnel protocol used to transport the signalling and communications between the HeNB and the EPC.


Table 10.5.1.1.14: Packet Data Header Information REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Packet Data Header Information event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	initiator
	C
	Provide to indicate whether the EPS bearer modification is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	EPS bearer id
	C
	Provides the EPS bearer id allocated by the network.

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover.

	Correlation number
	M
	Provide to uniquely identify the EPS bearer/tunnel delivered to the LEMF and to correlate IRI records with CC.

	lifetime
	C
	The lifetime for the tunnel

	Requested IPv6 Home Prefix
	C
	Provide the UE IPv6 Home Prefix

	Home address
	C
	Provide the assigned home address

	APN
	C
	Provides the Access Point Name

	Care of address
	C
	The IP address provided by the access network

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 10.5.1.1.15 or on a summary basis.  For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 10.5.1.1.16.


Table 10.5.1.1.15: Contents of a per-packet packet data header information parameter 

	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided.  Identifies the direction of the packet (from target or to target).  

	packet size
	C
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information.  


Table 10.5.1.1.16: Contents of a single summary flow packet data header information parameter

	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided.  Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided.  Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Provides the period of time during which the packets of a particular packet flow of the summary report were sent or received by the target and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Provides the number of packets detected for a particular packet flow.

	sum of packet sizes
	M
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Provides the reason for the report being delivered to the LEMF (i.e., timeout, count limit, end of session).


10.5.1.2
BEGIN record information

The BEGIN record is used to convey the first event of EPS communication interception.

The BEGIN record shall be triggered in the following cases:

-
successful EPS bearer activation or tunnel establishment;

-
the interception of a target's communications is started and at least one EPS bearer or tunnel is active. In this case, some of the parameters, available at EPS bearer or tunnel activation may be not available any longer at the node. It is not required to store these parameters at the node to be used just in case of LI activation at later stage. If more than one EPS bearer or tunnel is active, a BEGIN record shall be generated for each EPS bearer or tunnel that is active; 

-
during the S-GW relocation, when there is a change in the PLMN or when the information about the change in the PLMN is not available at the DF/MF;

-
the target entered an interception area and has at least one EPS bearer/tunnel active (FFS).

Table 10.5.1.2.1: Bearer Activation (successful) and Start of Interception with active bearer BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide, depending on the reported event, 

Bearer activation 

or 

Start of interception with active bearer event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the connection is made (valid only for default bearer activation).

	PDN address allocation
	C
	Provides the PDN type and PDN address(es) used by the network.

	initiator
	C
	Provide to indicate whether the EPS bearer activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters. It carries the EPS bearer QOS associated to the established bearer.

	Bearer activation type
	C
	Provides information on default or dedicated bearer activation.

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate foreseen for the APN. The parameter carries the APN-AMBR used for the established bearer

	Protocol configuration options 
	C
	Provide information about the protocol configuration options requested by the UE.

	Procedure transaction identifier
	C
	Used to associate the EPS bearer activation to other messages triggering the procedure.

	EPS bearer id
	C
	Provides the EPS bearer id allocated by the network.

	Linked EPS bearer identity
	C
	Provides, in case of dedicated bearer activation, the EPS bearer id of the associated default bearer; not applicable in case of default bearer activation.

	Traffic Flow Template(s) TFT
	C
	The TFT associated to the dedicated bearer activation; not applicable in case of default bearer activation.

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover.

	RAT type
	C
	The Radio Access Type used by the target subscriber (only applicable to default bearer activation).

	Correlation number
	C
	Provide to uniquely identify the EPS bearer delivered to the LEMF and to correlate IRI records with CC.


Table 10.5.1.2.2: PMIP Attach/tunnel activation (successful) and Start of Interception with active PMIP tunnel BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	Observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide, depending on the reported event, 

PMIP Attach/tunnel activation

or

Start of interception with active PMIP tunnel event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The lifetime for the tunnel

	Access technology type
	C
	Provide the radio access type

	
	
	

	Handover indicator
	C
	Provide information that the procedure is triggered as part of the handover

	APN
	C
	Provides the Access Point Name

	UE address info
	C
	Includes one or more addresses allocated to the UE

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Serving Network
	C
	Provide to identify the serving network the UE is attached to in case of E-UTRAN access and PMIP based S5/S8 interfaces.

	DHCPv5 Address Allocation Indication
	C
	Indicates that DHCPv5 is to be used to allocate the IPv4 address to the UE in case of E-UTRAN access and PMIP based S5/S8 interfaces.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.2.3: MIP registration/tunnel activation (successful) and Start of Interception with active MIP tunnel BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide, depending on the reported event, 

MIP registration/tunnel activation

or

Start of interception with active MIP tunnel event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The lifetime for the tunnel.

	Home Address
	C
	Provide the UE Home IP Address.

	Care of address
	C
	The IP address provided by the access network.

	Home Agent Address
	C
	Provide the Home Agent address

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	APN
	C
	Provides the Access Point Name


Table 10.5.1.2.5: DSMIP registration/tunnel activation (successful) and Start of Interception with active DSMIP tunnel BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide, depending on the reported event, 

DSMIP registration/tunnel activation 

or

Start of interception with active DSMIP tunnel event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	lifetime
	C
	The lifetime for the tunnel

	Requested IPv6 Home Prefix
	C
	Provide the UE IPv6 Home Prefix

	Home address
	C
	Provide the assigned home address

	APN
	C
	Provides the Access Point Name

	Care of address
	C
	The IP address provided by the access network

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.


10.5.1.3
CONTINUE record information

The CONTINUE record is used to convey events during an active EPS bearer/tunnel.

The CONTINUE record shall be triggered in the following cases:

-
An active EPS bearer/session is modified; 

-
During the S-GW relocation, when target has got at least one EPS bearer/tunnel active, the PLMN does not change and the triggering event information is available at the DF/MF.
NOTE: This scenario does not apply to DSMIP and MIP protocol cases. 
-
In case of handover between different accesses when GTP based messages are intercepted. In this case, the RAT type indicates the new access after the handover.
In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.

Table 10.5.1.3.1: Bearer Modification CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Bearer modification event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	initiator
	C
	Provide to indicate whether the EPS bearer modification is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters.

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate for the APN.

	Procedure transaction identifier
	C
	Used to associate the EPS bearer modification to other messages triggering the procedure.

	EPS bearer id
	C
	Provides the EPS bearer id allocated by the network.

	Traffic Flow Template(s) TFT
	C
	The TFT associated to the EPS bearer modification;

	RAT type
	C
	The Radio Access Type used by the target.

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate foreseen for the APN.

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover.

	Correlation number
	C
	Provide to uniquely identify the EPS bearer delivered to the LEMF and to correlate IRI records with CC.

	Failed bearer modification reason
	C
	Provide information about the reason for failed bearer modification


Table 10.5.1.3.2: Start of Interception with active bearer CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Start of interception with active bearer event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the connection is made (valid only for default bearer).

	PDN address allocation
	C
	Provides the PDN type and PDN address(es) used by the network.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters.

	Bearer activation type
	C
	Provides information on default or dedicated bearer.

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate foreseen for the APN.

	Protocol configuration options 
	C
	Provide, if available, information about the protocol configuration options requested by the UE (valid only for default bearer).

	Procedure transaction identifier
	C
	Used, if available, to associate the EPS bearer to other messages triggering the previous bearer activation.

	EPS bearer id
	C
	Provides the EPS bearer id allocated by the network.

	Linked EPS bearer identity
	C
	Provides, in case of dedicated bearer, the EPS bearer id of the associated default bearer; not applicable in case of default bearer.

	Traffic Flow Template(s) TFT
	C
	The TFT associated to the dedicated bearer; not applicable in case of default bearer.

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover.

	RAT type
	C
	The Radio Access Type used by the target (only applicable to default bearer).

	Correlation number
	C
	Provide to uniquely identify the EPS bearer delivered to the LEMF and to correlate IRI records with CC.


Table 10.5.1.3.3: Start of Interception with active PMIP tunnel CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide Start of interception with active PMIP tunnel event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The lifetime for the tunnel

	Access technology type
	C
	Provide the radio access type

	Handover indicator
	C
	Provide information that the procedure is triggered as part of the handover

	APN
	C
	Provides the Access Point Name

	UE address info
	C
	Includes one or more addresses allocated to the UE

	Additional parameters
	C
	Provide additional parameters sent by the UE.

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Serving Network
	C
	Provide to identify the serving network the UE is attached to in case of E-UTRAN access and PMIP based S5/S8 interfaces.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.3.5: PMIP session modification CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide PMIP session modification.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Lifetime
	C
	The lifetime for the tunnel

	Access technology type
	C
	Provide the radio access type

	Handover indicator
	C
	Provide information that the procedure is triggered as part of the handover

	APN
	C
	Provides the Access Point Name

	UE address info
	C
	Includes one or more addresses allocated to the UE

	Additional parameters
	C
	Provide additional parameters sent by the UE.

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Serving Network
	C
	Provide to identify the serving network the UE is attached to

	DHCPv4 Address Allocation Indication
	C
	Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.3.5: DSMIP session modification CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	· 
	

	event type
	C
	Provide DSMIP session modification.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	lifetime
	C
	The lifetime for the tunnel

	Requested IPv6 Home Prefix
	C
	Provide the UE IPv6 Home Prefix

	Home address
	C
	Provide the assigned home address

	APN
	C
	Provides the Access Point Name

	Care of address
	C
	The IP address provided by the access network

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Session modification failure reason
	C
	Provides the reason for failure


10.5.1.4
END record information

The END record is used to convey the last event of EPS communication.

The END record shall be triggered in the following cases:

· EPS bearer deactivation;

· Tunnel deactivation; 

· Resource allocation deactivation.

Table 10.5.1.4.1: Bearer Deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Bearer Deactivation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	initiator
	C
	Provide to indicate whether the EPS deactivation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEM and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Bearer deactivation type
	C
	Provides information on default or dedicated bearer deactivation.

	Bearer deactivation cause
	C
	Provide to indicate reason for deactivation.

	EPS bearer id
	O
	Provides the identity of the deactivated bearer.

	Procedure Transaction Identifier
	C
	Used to associate the EPS bearer deactivation to other messages triggering the procedure.

	ULI Timestamp
	O
	Indicates the time when the User Location Information was acquired.


Table 10.5.1.4.2: PMIP Detach/tunnel deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide PMIP Detach/tunnel deactivation event type

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	APN
	C
	The access point name

	Initiator
	C
	Provide to indicate whether the tunnel deactivation is network-initiated, target-initiated

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.4.3: MIP deregistration/tunnel deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide MIP deregistration/tunnel deactivation.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Home Agent address
	C
	Provide the Home Agent address

	Home Address
	C
	Provide the UE Home IP Address

	Care of address
	C
	The local IP address provided by the access network.

	Initiator
	C
	Provide to indicate whether the tunnel deactivation is network-initiated, target-initiated

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.


Table 10.5.1.4.4: DSMIP deregistration/tunnel deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide DSMIP deregistration/tunnel deactivation. 

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Home address
	C
	Provide the IPv6 home address

	Care of Address
	C
	The IP address provided by the access network

	Initiator
	C
	Provide to indicate whether the tunnel deactivation is network-initiated, target-initiated

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.


Table 10.5.1.4.5: PMIP Resource Allocation Deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide PMIP Resource Allocation Deactivation event type

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Revocation trigger
	C
	Provide the cause for the revocation procedure

	UE Address Info
	C
	Includes one or more addresses allocated to the UE (i.e. UE PMIP tunnel information)

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.4.6: PMIP PDN-GW initiated PDN disconnection END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed MSISDN
	
	

	observed ME Id
	
	

	observed IMSI
	
	

	event type
	C
	Provide PMIP PDN-GW initiated PDN disconnection event type

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Revocation trigger
	C
	Provide the cause for the revocation procedure

	PDN address(es)
	C
	Provide the PDN address(es) for which the disconnection is done

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE.


Table 10.5.1.4.7: MIP Resource Allocation Deactivation END Record

	Parameter
	MOC
	Description/Conditions

	observed MN NAI
	C
	Provide at least one and others when available

	observed IMSI
	
	

	event type
	C
	Provide MIP deregistration/tunnel deactivation.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	lawful intercept identifier
	M
	Shall be provided.

	network identifier
	M
	Shall be provided.

	Revocation trigger
	C
	Provide the cause for the revocation procedure

	Home Address
	C
	Provide the UE Home IP Address

	Foreign domain address
	C
	The relevant IP address in the foreign domain.

	Correlation number
	C
	Provide to uniquely identify tunnel delivered to the LEMF and to correlate IRI records with CC.


************  CHANGE 28  **************

10.6
IRI reporting for evolved packet domain at PDN-GW

Interception in the PDN-GW is a national option. However, in certain scenarios the PDN-GW is the only ICE in the 3GPP network where interception in the PLMN accessed by the target can be performed (i.e., for trusted non-3GPP access, the HPLMN in case of non roaming and the VPLMN in case of roaming with local breakout).

As a national option, in the case where the PDN-GW is reporting IRI for an target, the target is handed off to another S-GW and the same PDN-GW continues to handle the content of communications subject to roaming agreements, the PDN-GW shall continue to report the IRIs.

************  CHANGE 29  **************

10.7
Content of communication interception for evolved packet domain at PDN-GW

Interception in the PDN-GW is a national option. However, in certain scenarios the PDN-GW is the only ICE in the 3GPP network where interception in the PLMN accessed by the target can be performed (i.e., for trusted non-3GPP access, the HPLMN in case of non roaming and the VPLMN in case of roaming with local breakout).

As a national option, in the case where the PDN-GW is performing interception of the content of communications, the target is handed off to another S-GW and the same PDN-GW continues to handle the content of communications subject to roaming agreements, the PDN-GW shall continue to perform the interception of the content of communication.

************  CHANGE 30  **************

11.1.2
Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

Note that, in order to simplify the use of the LIID at LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (SIP and TEL URIs) is recommended.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.

************  CHANGE 31  **************

11.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e. IRI only, or IRI and communication content), including between agencies.

************  CHANGE 32  **************

11.5
IRI for IMS Conference Services

11.5.0
Introduction

The IRI will in principle be available in the following phases of a conference service transmission:

1)
At a conference creation, when the target successfully provisions or requests that a conference is created; 

2)
At the start of a conference, when the first party is joined to the conference; the conference may be provisioned or requested by the target or the conference is the target;

3)
At the end of a conference, when the last party on the conference leaves or the conference is terminated by the conference server; the conference may be provisioned or requested by the target or the conference is the target;

4)
At certain times when relevant information are available.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Basic data communication information, for standard data transmission between two parties.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 11.1: Mapping between IMS Conference Service Events and HI2 records type

	Event
	IRI Record Type

	Start of Conference (successful)
	BEGIN

	Start of Intercept with Conference Active
	BEGIN

	Conference Service Party Join
	CONTINUE

	Conference Service Party Leave
	CONTINUE

	Conference Service Bearer Modify
	CONTINUE

	Conference Service End (unsuccessful)
	CONTINUE

	Conference Service End (successful)
	END

	Start of Conference (unsuccessful)
	REPORT

	Conference Service Creation
	REPORT

	Conference Service Update
	REPORT


A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 11.2: Mapping between Events information and IRI information

	Parameter
	description
	HI2 ASN.1 parameter

	Bearer Modify ID
	Identity of the party modifying or attempting to modify a media bearer
	bearerModifyPartyID (partyIdentity)

	Conference End Reason
	Provides a reason for why the conference ended.
	confEndReason

	Conference URI


	A URI associated with the conference being monitored.
	confID 

	Correlation Number
	The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	confCorrelation

	Event Date
	Date of the event generation in the AS/MRFC.
	timestamp

	Event Time


	Time of the event generation in the AS/MRFC server. Timestamp shall be based on the AS/MRFC internal clock.
	

	Event Type
	Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Bearer Modify, Start of Intercept on an Active Conference, Conference End
	confEvent

	Failed Bearer Modify Reason
	Provides a reason for why a bearer modification attempt failed
	confEventFailureReason

	Failed Conference End Reason
	Provides a reason for why a conference end attempt failed
	confEventFailureReason

	Failed Conference Start Reason
	Provides a reason for why a conference start attempt failed.
	confEventFailureReason

	Failed Party Join Reason
	Provides a reason for why a party join attempt failed.
	confEventFailureReason

	Failed Party Leave Reason
	Provides a reason for why a party leave attempt failed.
	confEventFailureReason

	Identity(ies) of Conference Controller


	Identifies the parties that have control privileges on the conference, if such information is configured in the system.
	confControllerID (partyIdentity)

	Initiator


	The initiator of a request, for example, the target, the network, a conferee.
	confEventInitiator 

	Join Party ID


	Identity of the party successfully joining or attempting to join the conference.
	joinPartyID  (partyIdentity)

	Join Party Supported Bearers
	Identity of bearer types supported by the party successfully joining the conference
	confPartyInformation (supportedmedia)

	Leave Party ID


	Identity of the party leaving or being requested to leave the conference.
	leavePartyID (partyIdentity)

	List of Conferees


	Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URI).
	confPartyInformation (partyIdentity)

	List of Potential Conferees


	Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).
	listOfPotConferees (partyIdentity)

	List of Waiting Conferees
	Identifies each of the conferees awaiting to join a conference (e.g., called in to a conference that has not yet started)
	listOfWaitConferees (partyIdentity)

	Media Modification
	Identifies how the media was modified (i.e., added, removed, or changed) and the value for the media
	mediaModification

	Network Identifier
	Operator ID plus ICE address. This is an unique identifier for the element reporting the ICE.
	networkIdentifer

	Lawful Interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	Observed IMPU


	IMS Public User identity (IMPU) of the target.  In some cases, this identity may not be observed by the MRFC. Also see Note 1.
	partyInformation (partyIdentity)

	Observed IMPI


	IMS Private User identity (IMPI) of the target. In some cases, this identity may not be observed by the MRFC.  Also see Note 1.
	partyInformation (partyIdentity)

	Observed Other Identity
	Target identifier with the NAI of the target.
	partyInformation (partyIdentity)

	Party Leave Reason
	Provides a reason for why a party left the conference
	reason

	Party(ies) Affected by Bearer Modification
	The list of parties affected by a media bearer modification 
	confPartyInformation (partyIdentity)

	Potential Conference End Time
	The expected end time of the conference, if such end information is configured in the system.
	potConfEndInfo (timestamp)

	Potential Conference Start Time
	The expected start time of the conference, if start time information is configured in the system.
	potConfStartInfo (timestamp)

	Recurrence Information


	Information indicating the recurrence pattern for the event as configured for the created conference.
	RecurrenceInfo

	Supported Bearers
	Provides all bearer types supported by a conferee in a conference
	confPartyInformation (supportedmedia)

	Temporary Conference URI
	A temporarily allocated URI associated with a conference being monitored.
	tempConfID


NOTE 1:
In most cases, either the IMPU or IMPI may be available, but not necessarily both.

NOTE 2:
LIID parameter must be present in each record sent to the LEMF.

11.5.1
Events and information

11.5.1.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 11.1 Mapping between Conference Service Events and HI2 records type and Annex B.11 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 11.1: Mapping between Conference Service Events and HI2 record type and Table 11.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

11.5.1.2
BEGIN record information

The BEGIN record is used to convey the first event of conference service communication interception.

The BEGIN record shall be triggered when:

-
a target provisioned or requested conference is started (i.e., when the first party is joined to the conference, or when the first party accesses the conference but must wait for a conference host/owner/chairman to join); 

-
a conference that is the target is started (i.e., when the first party is joined to the conference, or when the first party accesses the conference but must wait for a conference host/owner/chairman to join);

-
an interception is activated during an on-going conference call.
Table 11.3: Conference Service Start (Successful) BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of conferees
	C
	Provide at least one when available; provide the party identities on the current conference and/or party identities of those who have accessed the conference.  See Note

	list of waiting conferees
	
	

	supported bearers
	C
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	


NOTE:
List of Waiting Conferees is only reported if the conference service allows party members to access a conference but they do not receive conference media.   

Table 11.4: Start of Intercept with Conference Active BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Intercept Start with Active Conference).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of conferees
	M
	Provide the party identities on the current conference.

	supported bearers
	M
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	


11.5.1.3
CONTINUE record information

The CONTINUE record is used to convey the events during an active conference.

The CONTINUE record shall be triggered when:

-
a party successfully joins the target’s conference or a conference that is the target;

- 
a party unsuccessfully attempts to join the target’s conference or a conference that is the target;

- 
a party successfully leaves (e.g., normal disconnection or involuntary termination/removal) a target’s conference or a conference that is a target;

- 
a party unsucessfully attempts to drop another party from the target’s conference or a conference that is the target;

-
a party successfully modifies (e.g., adds, removes, changes) media in the conference;

-
a party unsuccessfully manages modifies (e.g., adds, removes, changes) media in the conference;

-
there was an unsuccessful attempt to terminate a target provisioned or requested conference;

-
there was an unsuccessful attempt to terminate a conference that is the target.

In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.

NOTE: Reporting of participant signalling to manage conference features (e.g., (un)mute) is for further study.

Table 11.5: Conference Service Party Join (successful) CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party joining the conference.

	initiator (of party join request)
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	join party supported bearers
	M
	Provide all bearers that the party joining the conference supports.


Table 11.6: Conference Service Party Join (unsuccessful) CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party attempting to join the conference.

	initiator (of party join request)
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed party join reason
	M
	Provide information about the reason the attempted party join failed.


Table 11.7: Conference Service Party Leave (successful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party leaving the conference or the identity of the party dropped from the conference

	initiator (of party leave request)
	C
	Provide if different from leave party ID

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	party leave reason 
	M
	Provide information about the cause of the party leave (e.g.,  party hang up,  party drop, or removed by conference controller)

	supported bearers
	M
	Provide all bearers that the party leaving the conference supported.


Table 11.8: Conference Service Party Leave (unsuccessful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party attempting to leave the conference or the identity of the party that was requested to be dropped from the conference.

	initiator (of party leave request)
	C
	Provide if different from leave party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed party leave reason
	M
	Provide information about the reason the conference party leave or dropped failed.


Table 11.9: Conference Service Bearer Modify (successful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify ID
	M
	Provide the identity of the party modifying a bearer.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about bearer modification (i.e., add, remove, change) and value of media.

	Parties affected by bearer modification
	M
	Provide the party identities of those conferees affected by the bearer modification.


Table 11.10: Conference Service Bearer Modify (unsuccessful) CONTINUE Record 

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify ID
	M
	Provide the identity of the party who attempted the action

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about the attempt to modify a bearer (i.e., add, remove, change) and value of media.

	failed bearer modify reason
	M
	Provide information about the reason for failed bearer modification.


Table 11.11: Conference Service End (unsuccessful) CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator (of conference end request)
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	failed conference end reason
	M
	Provide information about the reason for the failed conference end.


11.5.1.4
END record information

The END record is used to convey the last event of a conference service communication.

The END record shall be triggered when:

-
a target provisioned or requested conference is terminated;

-
a conference that is the target is terminated;

Table 11.12: Conference Service End (successful) END Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator (of a conference end request)
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	conference end reason
	M
	Provide information about the reason for the conference end (e.g., expiration of time limit; party termination command, last user left conference).


11.5.1.5
REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting creations and updates of provisioned (e.g., future) conferences.

The REPORT record shall be triggered when:

-
a target successfully provisions or requests that a conference be created;

-
a target successfully provisions or requests that a conference be updated (e.g., modify or delete);

- 
a target provisioned or requested conference fails to start (e.g., no parties join the conference);

-
a conference that is the target fails to start (e.g., no parties join the conference).

Table 11.13: Conference Service Start (Unsuccessful) REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of waiting conferees
	C
	Provide, when available, the known party identities of those parties awaiting to join the conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed conference start reason
	M
	Provide information about the reason for a failure of a conference start.


Table 11.14: Conference Service Creation REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Creation).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	potential conference end date and time
	C
	Provide, when available, the date and end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.


Table 11.15: Conference Service Update REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Conference Update).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and/or start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	potential conference end date and time
	C
	Provide, when available, the date and/or end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.


************  CHANGE 33  **************

13
Interception of Proximity Services
13.1
General

13.1.1
Identifiers

13.1.1.1
Overview

Specific identifiers are necessary to uniquely identify a target for interception, and to correlate between the data, which is conveyed over the handover interface (HI2). The identifiers are defined in the subsequent subclauses of 13.1.1.

13.1.1.2
Lawful interception identifier

For each target identity related to an interception warrant, the authorized CSP shall assign a Lawful Interception Identifier (LIID).

Using an indirect identification to point to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized CSP and the LEA.

The LIID is a component of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date when the lawful authorization was issued.

The authorized CSP shall either enter a LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be LIIDs assigned relating to each LEA.

13.1.1.3
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID. 

13.1.2
Timing and quality

13.1.2.1
Timing

As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:

-
Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-
Each IRI data record shall contain a time-stamp, based on the intercepting node's clock that is generated following the detection of the IRI triggering event.
13.1.2.2
Quality
The QoS used from the CSP to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
13.1.3
Security aspects

Security is defined by national requirements.

13.1.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a CSP's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).

13.2
ProSe Direct Discovery

13.2.1
General

For ProSe Direct Discovery, the LI solution in this subclause provides an IRI solution only as there is no CC.

The IRI will in principle be available in the following phases of ProSe Direct Discovery:

1.
At Discovery Request;
2.
At Match Report.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Prose Direct Discovery information.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 13.2.1-1: Mapping between Direct Discovery Events and HI2 records type

	Event
	IRI Record Type

	ProSe Discovery Request
	REPORT

	ProSe Match Report
	REPORT


A set of information is used to generate the records. The records are used to transmit the information from the mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table 13.2.1-2: Mapping between Events information and IRI information

	parameter
	Description
	HI2 ASN.1 parameter

	observed IMSI
	Target Identifier with the IMSI of the target.
	prosedirectdiscovery(targetimsi)

	event type
	Description which type of event is delivered ProSe direct discovery: Discovery Request, Match Report
	prosedirectdiscovery(prosedirectdiscoveryevent)

	event date
	Date of the event generation in the ProSe Function.
	Timestamp

	event time
	Time of the event generation in the ProSe Function.
	Timestamp

	Network Identifier
	Operator ID plus unique identifier for the ProSe Function
	network-identifier

	lawful interception identifier
	Unique number for each lawful authorization
	lawfulInterceptionIdentifier

	Role of target
	Whether the target is an announcing or monitoring UE
	prosedirectdiscovery(targetrole)

	Discovery PLMN ID
	PLMN where the discovery process takes place.
	prosedirectdiscovery(discoveryPLMNID)

	ProSe Application ID Name
	Identity of a user within the context of a specific application
	prosedirectdiscovery(proseappidname)

	Metadata
	Metadata relating to a ProSe Application Identity
	prosedirectdiscovery(metadata)

	Timer
	The ‘Validity Timer’ or ‘Time to Live’ value assigned by the network to a specific ProSe Application Code or Discovery filter that controls how long the UE can announce/monitor for it 
	prosedirectdiscovery(timer)

	Identity of the other UE
	In Match reports, there is a second UE involved
	prosedirectdiscovery(otherueimsi)

	ProSe Application Code

	Bitstring that is actually announced over the air, or included in a discovery filter applied by UE
	prosedirectdiscovery(proseappcode)

	Prose App Mask
	Bitmask that allows the monitoring UE to perform full or partial matching. Multiple Masks may be included in a Discovery Filter. The length of the mask is the same as the length of ProSe Application Code
	prosedirectdiscovery(proseappmask)


NOTE:
LIID parameter needs to be present in each record sent to the LEMF. 
13.2.2
Events and information

13.2.2.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 13.2.1-1: Mapping between Direct Discovery Events and HI2 records type and Annex B.13 Intercept related information for ProSe. IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The direct discovery events described in Table 13.2.1-1: Mapping between Direct Discovery Events and HI2 records type and Table 13.2.1-2: Mapping between Events information and IRI information convey the basic information for reporting direct discovery. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

13.2.2.2
REPORT record information

The REPORT record is used to report non-communication related target actions (events).

The REPORT record shall be triggered when:

-
The ProSe Function receives a Discovery Request from the UE. See Table 13.2.2.2-1.
-
The ProSe Function receives a Match Report from the UE. See Table 13.2.2.2-2.
Table 13.2.2.2-1: ProSe Discovery Request REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide ProSe Discovery Request event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided.

	Role of target
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Discovery PLMN ID
	M
	Shall be provided. More than one may be reported if target has monitoring role.

	ProSe Application ID Name
	M
	Shall be provided. More than one may be reported if target has monitoring role.

	Timer
	M
	Shall be provided. More than one may be reported if target has monitoring role.

	ProSe Application Code
	M
	Shall be provided. More than one may be reported if target has monitoring role.

	ProSe App Mask
	C
	Provided if available and applicable (only applicable if target has monitoring role). More than one may be reported if target has monitoring role.

	Metadata
	C
	Provided if available and applicable (only applicable if target has announcing role)


Table 13.2.2.2-2: ProSe Match Report REPORT Record
	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide ProSe Match Report event type.

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided

	Role of target
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Discovery PLMN ID
	M
	Shall be provided.

	ProSe Application ID Name
	M
	Shall be provided.

	Timer
	M
	Shall be provided.

	ProSe Application Code
	M
	Shall be provided.

	Metadata
	C
	Provided if available.

	Identity of other UE
	C
	Provided if available.


************  CHANGE 34  **************

14.2.2.2
Lawful Interception Identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).

Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the target or a single LIID for multiple target identities all pertaining to the same target.

If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.

************  CHANGE 35  **************

14.2.5.1
General

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the target;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same target while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple targets) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e. IRI only, or IRI and communication content), including between agencies.

************  CHANGE 36  **************

14.2.6.2
Events and Event Information

14.2.6.2.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 14.1 Mapping between GCS AS Service Events and HI2 records type and Annex B.14 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The communication events described in Table 14.1: Mapping between GCS AS Service Events and HI2 record type and Table 14.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

14.2.6.2.2
BEGIN record information

The BEGIN record is used to convey the first event of GCSE group communications service interception.

The BEGIN record shall be triggered when:

-
a GCSE communications group that includes the target is activated; 

-
the target of a interception is successfully added to an active GCSE communications group;

-
interception is activated for a target who is already a member of an active GCSE communications group.
Table 14.3: Activation of GCSE Communications Group (Successful) BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	C
	Provide, if any members of the group are participating in the active group communications.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE


Table 14.4: Start of Intercept with an Active GCSE Communications Group BEGIN Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.


14.2.6.2.3
CONTINUE record information

The CONTINUE record is used to convey the events of during a GCSE group communications service interception.

The CONTINUE record shall be triggered when:

-
a user is added as a participant to an active GCSE communications group;

-
a user is dropped from an active GCSE communications group and is no longer a participant;

-
a user is added to the membership list of the GCSE communications group;

-
a user is removed from the membership list of the GCSE communications group;

-
target connection to the GCSE communications group is modified.

Table 14.5: User Added to an Active GCSE Communications Group CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Added user id
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.


Table 14.6: User Dropped from an Active GCSE Communications Group CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Dropped user id
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.


Table 14.7: Modification of Target Connection to the GCS AS CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Modified target connection method
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.


14.2.6.2.4
END record information

The END record is used to convey the end of interception of a GCSE group communications service.

The END record shall be triggered when:

-
the target of a interception is successfully dropped/removed from an active GCSE communications group;

-
interception is deactivated for a target who is already a member of an active GCSE communications group.
Table 14.3: GCSE Communications Group END Record

	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	Reason for GCSE Group Comms End
	C
	Provide, when available, the reason for the end of the GCSE Communications Group End (e.g., target dropped from GCSE Communications group).

	location information
	C
	Provide, when authorized, to identify location information for the target's UE.


************  CHANGE 37  **************

14.3.1
General

In the case where the GCS AS is outside the intercepting operator’s network, packet data interception capabilities can be used to intercept and report a target’s communication.  Such interception is dependent on the network’s ability to identify the target.  In general, for a target accessing the network via LTE based unicast bearer as defined in TS 23.468 [83], the interception at a S-GW and PDN-GW as defined in Clause 10 shall apply.  This covers all upstream communications from the target as well as any downstream communications received in unicast mode.  For a target that is receiving downstream communications via the BM-SC in multicast mode, a solution is for further study. 

************  CHANGE 38  **************

Annex A (normative):
HI2 delivery mechanisms and procedures
A.0
Introduction

There are two possible methods for delivery of IRI to the LEMF standardized in this document:

a)
ROSE

b)
FTP

A.2.4
File content

The file content is in method A relating to only one target.

In the file transfer method B, the file content may relate to any targets whose intercept records are sent to the particular LEMF address.

Individual IRI records shall not be fragmented into separate files at the FTP layer.

************  CHANGE 39  **************

B.11.2
Contents of communication (HI3 IMS Conferencing)

CONF-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3conf(11) r12(12) version-0(0)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

LawfulInterceptionIdentifier,

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1)  version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1

ConfCorrelation,

ConfPartyInformation


FROM CONFHI2Operations


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2)

    threeGPP(4) hi2conf(10)  r12(12) version-1 (1)};

    -- Imported from Conf HI2 Operations part of this standard

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3confDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3conf(11) r12(12) version-0(0)}

Conf-CC-PDU
::= SEQUENCE 

{

 
confLIC-header

[1] ConfLIC-header, 


payload


[2] OCTET STRING

}

ConfLIC-header ::= SEQUENCE 

{


hi3DomainId



[0]
OBJECT IDENTIFIER,  -- 3GPP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


correlation



[3]
ConfCorrelation,


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


mediaID


[9] MediaID  OPTIONAL,



-- Identifies the media being exchanged by parties on the conference.

...

}

MediaID ::= SEQUENCE 

{



sourceUserID
[1] ConfPartyInformation
OPTIONAL,  -- include SDP information 




-- describing Conf Server Side characteristics.



streamID

[2] OCTET STRING 
OPTIONAL,  -- include streamID from SDP information. 


...

}

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


unknown 

(3),


conftarget      (4),

      -- When the conference is the target (4) is used to denote there is no

      -- directionality.


from-mixer

(5),


  -- Indicates the stream sent from the conference server towards the conference party.


to-mixer

(6),


  -- Indicates the stream sent from the conference party towards the conference party server.


combined

(7)


  -- Indicates that combined CC delivery is used.

}

END -- OF conf-HI3-IMS
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C.1.1
Introduction

The header and the payload of the communication between the target and the other party (later called: Payload Information Element) is duplicated. A new header (later called: ULIC-Header) is added before it is sent to LEMF.

Data packets with the ULIC header shall be sent to the LEA via UDP/IP or TCP/IP.

************  CHANGE 41  **************

C.1.2
Definition of ULIC header version 0

ULIC header contains the following attributes:

-
Correlation Number.

-
Message Type (a value of 255 is used for HI3-PDU's).

-
Direction.

-
Sequence Number.

-
Length.

-
Intercepting Control Element (ICE) type.

T-PDU contains the intercepted information.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version ('0 0 0')
	'1'
	Spare '1'
	ICE type
	DIR
	'0'

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5-6
	
	Sequence Number

	7-8
	
	not used (value 0)

	9
	
	not used (value 255)

	10
	
	not used (value 255)

	11
	
	not used (value 255)

	12
	
	not used (value 255)

	13-20
	
	correlation number


Figure C.1: Outline of ULIC header

For interception tunneling the ULIC header shall be used as follows:

-
Version shall be set to 0 to indicate the first version of ULIC header.

-
DIR indicates the direction of the T-PDU:


"1" indicating uplink (from observed mobile user); and


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP TS 29.060 [17]).

-
Length shall be the length, in octets, of the signalling message excluding the ULIC header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

NOTE:
When a handoff occurs between SGSNs, the DF3 serving the LEA may change. If the DF3 serving an LEA changes as a result of an handoff between SGSNs, contiguous sequencing may not occur as new sequencing may be initiated at the new DF3. Accordingly, the LEA should not assume that sequencing shall be contiguous when handoff occurs between SGSNs and the DF3 serving the LEA changes.

-
Correlation Number consists of two parts:
GGSN-ID identifies the GGSN which creates the Charging-ID.


Charging-ID is defined in TS 29.060 [17] and assigned uniquely to each PDP context activation on that GGSN (4 octets).


The correlation number consist of 8 octets. The requirements for this correlation number are similar to that defined for charging in TS 29.060 [17]. Therefore it is proposed to use the Charging-ID, defined in TS 29.060 [17] as part of correlation number. The Charging-ID is signalled to the new SGSN in case of SGSN-change so the tunnel identifier could be used "seamlessly" for the HI3 interface.
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	8
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	Charging –ID
Octet 1
	Charging –ID
Octet 2
	Charging –ID
Octet 3
	Charging –ID
Octet 4
	Octet 13-16

	GGSN-ID
	Octet 17-20


Figure C.2: Outline of correlation number

-
Intercepting Control Element (ICE, see TS 33.107 [19]) type. Indicates whether the T-PDU was intercepted in the GGSN or in the SGSN:


"0" indicating GGSN; and


"1" indicating SGSN.


This parameter is needed only in case the GGSN and the SGSN use the same Delivery Function/Mediation Function for the delivery of Content of Communication.

The ULIC header is followed by a subsequent payload information element. Only one payload information element is allowed in a single ULIC message.

	
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1 – 20
	ULIC‑Header

	21 –n
	Payload Information Element


Figure C.3: ULIC header followed by the subsequent payload Information Element

The payload information element contains the header and the payload of the communication between the target and the other party.
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C.1.3
Definition of ULIC header version 1

ULIC-header version 1 is defined in ASN.1 [5] (see annex B.4 for UMTS PS interception and annex B.10 for EPS interception) and is encoded according to BER [6]. It contains the following attributes:

-
Object Identifier (hi3DomainId)

-
ULIC header ASN.1 version (version). 

NOTE: ULIC header ASN.1 version (version) is not used for EPS interception.
-
lawful interception identifier (lIID, optional)
sending of lawful interception identifier is application dependant; it is done according to national requirements.

-
correlation number (correlation-Number). As defined in clause 6.1.3 for UMTS PS and clause 10.1.3 for EPS.

-
time stamp (timeStamp, optional), 
sending of time stamp is application dependant; it is done according to national requirements.

-
sequence number (sequence-number). Sequence Number is an increasing sequence number for tunneled T-PDUs. Handling of sequence number is application dependent; it is done according to national requirements (e.g. unique sequence number per PDP-context).

NOTE:
When a handoff occurs between SGSNs or other Core Network nodes, the DF3 serving the LEA may change. If the DF3 serving an LEA changes as a result of an handoff between SGSNs or other Core Network nodes, contiguous sequencing may not occur as new sequencing may be initiated at the new DF3. Accordingly, the LEA should not assume that sequencing shall be contiguous when handoff occurs between SGSNs or other Core Network nodes and the DF3 serving the LEA changes.

-
TPDU direction (t-PDU-direction) 
indicates the direction of the T-PDU (from the target or to the target).

-
National parameters (nationalParameters, optional)
this parameter is encoded according to national requirements

-
ICE type (ice-type, optional)
indicates in which node the T-PDU was intercepted. This parameter is needed only in case several Core Network nodes use the same Delivery Function/Mediation Function for the delivery of Content of Communication.

The ULIC header is followed by a subsequent payload information element. Only one payload information element is allowed in a single ULIC message (see annex B.4 for UMTS PS interception and annex B.10 for EPS interception).

The payload information element contains the header and the payload of the communication between the target and the other party.
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Annex F (informative):
Correlation indications of IMS IRI with GSN CC at the LEMF

This section is informative and provides some guidelines pertaining to correlating IMS IRI with GSN CC at the LEMF.  

For IMS-enabled multimedia communication scenarios involving a target, it will be necessary for the LEMF to be able to correlate the media streams (as provided in the CC intercepted by the GSN) with the specific SIP signaling (as provided in the IRI intercepted by the CSCFs) used to establish those media streams.  The principal reason for this is that the SDP content within the SIP signaling may provide the information required to even be able to decode the media streams.  In certain cases, for example, the information in the RTP header within the media stream packets may not be sufficient to be able to determine the specific encoding used.  The SDP portion of the SIP signaling would need to provide this information.  Another important reason is that the SIP signaling provides information about the participants in a SIP session (other than the target) sending and receiving the associated media streams.The LIID parameter in the IMS IRI and GSN CC can be used to correlating all of the IMS IRI and all of the GSN CC associated with a particular target.  If a single LIID is used in association all of the target's IMS identities (as per a NO/AN/SP agreement with the LEA), the process of associating the IMS IRI and GSN CC information is fairly straightforward.  If, however, multiple LIIDs are used (e.g. one per IMS identity) then the LEMF needs to be able to associate each of the LIIDs that may be used for the IMS IRI with the LIID used for the CC.  

The SIP messsages provided to the LEMF would contain a number of additional items of information that could be relevant with respect to supporting correlations of various types.  Their potential role in correlating IMS IRI and GSN CC (or, more specifically, correlating SIP dialogs with media streams) is discussed below:  

-
Call-ID, From tag, To tag :  These SIP headers would identify different SIP messages belonging to the same SIP dialog (a call leg between the target user and a peer SIP user).  It should be noted that the Call-ID alone is not sufficient to identify a dialog.  Correlating specific SIP dialogs with specific media streams is the principal objective of this discussion.

-
P-Charging-Vector (IMS Charging ID):  The principal purpose of the IMS Charging ID (ICID) in IMS is to correlate charging information provided by different network entities for the same call.  The ICID could be useful in correlating  SIP messages belonging to the same call, even if their SIP dialog identifiers are modified (e.g. by a B2BUA application server).  It should be noted, however, that the use of the ICID is not necessary for the purpose of correlating SIP dialogs and the corresponding media streams.  

-
P-Charging-Vector (GPRS Charging ID, GGSN address):  GCIDs, along with the GGSN address, may be used as identifiers of the PDP contexts.  These identifiers (one for each PDP context used by the SIP session) are made available to the P-CSCF and subsequently to the S-CSCF.  They could be used to correlate SIP messages with the PDP context(s) used.  For the purpose of correlating SIP dialogs with media streams, this type of correlation would be useful, although not essential.

SDP Connection addresses and ports:  The address and port information within the SDP of the SIP messages need to be matched with the addresses and ports corresponding to the media streams as provided in the CC reports.  This implies a need to look both at the SDP content of the SIP messages as well as in the packets provided by the GSN.  The set of PDP context identifiers included in the P-Charging-Vector could be used to simplify the search for a match.  It should also be noted that the SDP contained in the SIP message may also include essential information about the encoding of each of the media streams, without which it may not be possible to decode.
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G.3.1.1.1
Usage of TCP/IP when MF initiates TCP Connections

The MF shall initiate TCP connections to the LEMF for the purpose of delivering CC. Once a TCP connection is established, the MF will send CC messages to the LEMF via TCP.

CC messages shall be sent over TCP connections established specifically to deliver CC. A minimum of one TCP connection shall be established per target per LEMF to deliver CC associated only with the target. The MF initiates the establishment of TCP connections to the LEMF equipment designated by the LEA. Optionally, the MF may use more than one TCP connection per target per LEMF for the purpose of delivering CC associated with the target to minimize the effects of congestion or facility failures. For example, if more than one TCP connection is used, CC messages may be uniformly distributed across the connections. If delays are detected on one TCP connection, the MF could begin to transmit more messages on the other TCP connections. The number of TCP connections supported to the LEMF per target shall be less than or equal to the provisioned maximum number of such connections.

After the TCP connection establishment procedure, the MF shall send the connectionStatus message including the lawfulInterceptionIdentifier parameter to the LEMF. The delivery of the lawful interception identifier to the LEMF after the TCP connection establishment procedure will assist the LEMF in correlating the TCP connection, established for delivering content of communication, with a particular surveillance and the target.
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Annex H (normative):
United States lawful interception 

This annex shall apply equally to all 3GPP and non-3GPP access types which are connected to EPC, excluding CS domain (which is not covered by this document).

With respect to the handover interfaces they must be capable of delivering intercepted communications and IRI information to the government in a format such that they may be transmitted by means of equipment, facilities, or services procured by the government to a location other than the premises of the carrier.

With respect to location information 'when authorized' means the ability to provide location information on a per-surveillance basis.

The delivery methods described in this document are optional methods and no specific method is required in the United States. For systems deployed in the U.S., only ULIC version 1, including the timestamp attribute, shall be used.

The specification of lawful intercept capabilities in this document does not imply that those services supported by these lawful intercept capabilities are covered by CALEA. Inclusion of a capability in this document does not imply that capability is required by CALEA. This document is intended to satisfy the requirements of section 107 (a) (2) of the Communications Assistance for Law Enforcement Act, Pub. L. 103-414 such that a telecommunications carrier, manufacturer, or support service provider that is in compliance with this document shall have "Safe Harbor".

In the United States, for a broadband access intercept pertaining to:

1)
 3GPP GPRS/UMTS access, 

a)
The SGSN and the HSS shall perform interception.  GGSN may optionally support interception, however, it must support interception in the cases outlined below. 

b)

The GGSN shall support interception in the following cases:.

-
If direct tunnel functionality as defined in TS 23.060 [42] is used in the network, 

-
 If the network supports roaming and the communications comes into the GGSN from a SGSN (in the visited network) over a Gp interface.   

c)
For any other scenario where the traffic does not pass the SGSN, the GGSN shall support interception.

2)
3GPP I-WLAN access, 

a)
the PDG, WAG, and AAA server shall perform interception.   

3)
Access Via 3GPP EPC 

a)
The S-GW, MME and the HSS shall perform interception. 

b)
The PDN Gateway shall support interception in the following cases:

-
The network supports roaming and the communications comes into the PDN Gateway from an S-GW (in the visited network) over an S8 interface.

-
Non-3GPP access is used to access the EPC via the PDN Gateway    
A TSP shall not be responsible for decrypting or decompressing, or ensuring the government's ability to decrypt or decompress, any communication encrypted or compressed by a subscriber or customer, unless the encryption or compression was provided by the TSP and the TSP possesses the information necessary to decrypt or decompress the communication. A TSP that provides the government with information about how to decrypt or decompress a communication (e.g. identifying the type of compression software used to compress the communication, directing the government to the appropriate vendor that can provide decryption or decompression equipment, or providing the encryption key used to encrypt the communication) fully satisfies its obligation under the preceding sentence.

For systems deployed in the U.S, use ATIS-0700005 [55] for the reporting of IRI and CC interception for IMS VoIP and other Multimedia Services.

For IMS-based VoIP Dialled Digits Reporting (DDR) message definition, see ATIS-0700005 [55] 

NOTE 1:
The term, Dialed Digit Extraction (DDE), used in [55] is the same as Dialed Digit Reporting (DDR) in this specification. 

NOTE 2:
Dialled Digits are keypad digits 0, 1, 2, 3, 4, 5, 6, 7. 8, 9, *, and # entered by the target.

NOTE 3:
DDR does not apply to PS domain and IMS-based multi-media services other than voice.

For systems deployed in the U.S., the network element identifier is required.

For systems deployed in the U.S., the following two records are also required for the packet domain:

1.
a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the target’s mobile station;

2.
a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the target’s mobile station.

For systems deployed in the U.S., when a mobile terminal is authorized for service with another network operator or service provider, or within another service area as defined in J-STD-025- B [65], a Serving System REPORT record or a Serving Evolved Packet System REPORT Record shall be triggered.

For systems deployed in the U.S., the timestamp reported shall be coded as generalized time and provide either  coordinated universal time or local time with the local time differential from coordinated universal time.

For systems deployed in the U.S., packet header information reporting records shall be delivered to Law Enforcement for IRI only authorizations where the timestamps shall be coded as specified above
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