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Abstract of the contribution: This contribution discusses the LI of ProSe one-to-many communications
1. Introduction 
This contribution explores possible LI option for ProSe one-to-many communications when the ProSe UEs are out of network coverage.
2. Discussion
As previous discussed in contribution SA3LI14_065 that the obvious issue with ProSe one-to-many communications when the UEs are outside network coverage is that the communication does not traverse the network and hence normal point of interception methods do not apply. Two possible approaches have been mentioned but were not considered optimal and therefore not fully endorsed by SA3-LI:
1) ProSe UE record-and-forward approach
2) Undercover/informant ProSe UE approach
Contribution SA3LI14_102 raised a number of serious issues with approach 1) such as storage limit, performance impact, interference with the normal operation of UE, detectability, etc making the approach an impractical one. 

As for approach 2), inserting an undercover/informant ProSe UE in an established group also has some obvious issues such as detectability.

Since SA3-LI working group is still tasked to come up with a LI solution, this contribution explores another possible approach: the “Black Box” approach.
“Black Boxes” are essential recording devices have been used by the airline industry and have been increasingly becoming popular with the automobile industry as well.    Obviously, current black boxes (used in the airline industry or automobile industry) also have their limitations such as power, size, etc. if they are to be used as is by first responders such as emergency personnels. But black boxes for LI do not have to have the same requirement and constraints as the ones for airline and can be designed in a way that will address all of the concerns raised in contribution SA3LI14_102 of the record-and-forward approach for the UEs.  For example, the black box could be in the form of an attachable phone case such as some of the existing battery cases that are used to extend the power of some of the UEs.  Of course, being a black box for LI, it would have to have to be more than just additional power supply for the ProSe UE, it should also have, among other things, secure memory, defined interface to the ProSe UE,  some logic and processing to be able to record the LI session, etc. This black box would simply attach to a ProSe UE and perform LI duties discretely and undetectably. At some point, the black boxes would return to the operators that can be turned over to law enforcement to be examined if a warrant has been served.  
3. Conclusions
If SA3LI believes this would be a potential approach to take, the solution can be further developed into a LI solution for ProSe one-to-many communication.
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