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Introduction
The Small Cell Forum (SCF) has studied various methods for providing for lawful interception of communications to and from mobile users who are targets of interception, served by a small cell, and whose traffic is destined to be offloaded from the mobile network operator’s core network. There are two capabilities often associated with (but not exclusive to) small cells that have proven particularly problematic for lawful intercept: Local IP Access (LIPA) and Selected IP Traffic Offload (SIPTO). Both of these capabilities provide offload efficiency by allowing some traffic to be offloaded from the mobile network operator’s core network.  Mobile operators have an incentive to figure out how lawful intercept of offloaded traffic can be achieved. 
The SCF would like to encourage standardized solution(s) to allow mobile operators to comply with lawful interception requirements for small cell traffic offload and to ensure small cell and other network equipment manufacturers can develop and supply interoperable equipment that allows mobile operators to comply with the LI mandate in a secure manner. 

Acknowledgement of Existing Standards Development Organization (SDO) work in this area
Contributions have been submitted to 3GPP SA3 LI & ETSI TC LI on the subject of lawful intercept for traffic offload (e.g., most recently, SA3 LI 14 116).  3GPP standards already include support for a Local Gateway (LGW) between a LAN containing a small cell and a mobile operator’s core network; however, lawful intercept solutions have not yet been developed to support traffic offload with the LGW (e.g. the contribution noted above references a localized Converged Gateway (CGW) which is a superset of an LGW that is meant to handle traffic from small cells that support integrated cellular and WiFi radios).  
The SCF understands that a LGW/CGW solution may be standardized and used by some operators; however, the SCF does not assume that all operators will want to support the LGW/CGW solution and therefore desires a more general standardized solution that also supports cases in which no LGW/CGW is associated with a small cell.

Traffic Offload LI Requirements and Resulting Issues
The SCF is interested in an LI traffic offload mechanism in which an LI capability known as an Intercept Access Point (IAP) can be contained in the small cell itself. 
There are a number of issues that arise when an IAP is to be incorporated into a small cell. The concept of a Quality of LI Service (QoLIS) arises, as the user-provided backhaul for the small cell must now carry user traffic as well as intercepted traffic destined for law enforcement. For example, it may not be feasible to backhaul a 2Mbps video in a 5Mbps backhaul link.  This may require operators to support a capability to prioritize the collection of CS voice over PS data at a small cell IAP, or in extreme cases, limit data collection to metadata only.  These questions will need to be answered by operators and law enforcement agencies participating in the SDOs. 
At least four traffic routing possibilities exist for LI, when an IAP is placed into a small cell, leading to possible functional requirements on the IAP: 
1. the small cell IAP offloads traffic directly to the internet, but copies and routes it to law enforcement onto the same backhaul,
2. the small cell IAP offloads traffic towards the internet but addresses it  in some special way (e.g. encapsulation), such that the traffic will be routed back to the core network for intercept processing before being forwarded to the internet (in this option, there is no copying of intercepted traffic onto the backhaul)
3. the small cell IAP sends all traffic destined for interception to the operator core network for intercept processing instead of offloading to the internet, and
4. the small cell IAP identifies traffic that does not require interception, for example, local traffic within an enterprise, and offloads such traffic without interception.
It is requested that the relevant SDOs analyze these and any other options that may exist and provide appropriate guidance and/or specifications. In particular, user detectability of interception will need to be considered in all options as well as the risk of inference attacks (i.e., actions by users of the small cell to attempt to determine if an intercept is taking place; actions that attempt to determine the target identity). 
Multiple users may be sharing a small cell simultaneously, but only some of them may be the target(s) of surveillance. An optional service exclusion list may be used by the operator to prevent overload of the small cell backhaul. 
A mobile network operator may report IRI per the existing core network IRI procedures, and in addition, the small cell IAP could report a packet counter (based on inspection of content) so that no additional IRI would be available unless already provided by the core network. 
MME triggering of an intercept for a particular user on a small cell may be service specific.
There are a number of security requirements that must be considered for a small cell IAP. Dynamic targeting must be used in communication of the target’s identity from the network to the small cell IAP, and the risk of exposure of the target identify must be minimized. This is likely to require the use of Trusted Platform Module (TPM)/ Trusted Runtime Environment (TRE) to provide a root of trust for the IAP on the small cell. Trust must be established between the small cell and the network.  Intercepted content from the small cell IAP will likely need to be encrypted in its own right regardless of the IPSec tunnel to the security gateway.

Conclusion
The SCF requests that 3GPP SA3 LI and the regional SDOs study the feasibility of incorporating an IAP which meets the requirements above into a small cell to support LI for traffic offload.  Where such capabilities are determined to be feasible, and are not already enabled by existing standards, SCF requests that appropriate standardization of these capabilities is provided.

