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Further discussion on IMSI interception in IMS and some related discovered issues.
Introduction
In SA3LI14_126, rhis contributor analysed whether it was possible within the 3GPP IMS specifications to report LI based on an IMSI as a target. In SA3LI #54, it was agreed that the service was useful using the same Quality Of LI Service (QOLIS) as IMEI targeted LI of IMS services and requested this contributor to develop the changes to the LI specifications to support this capability.
In going through this development effort, several further discussion topics have been identified which requires SA3LI consensus before developing any CRs. In addition through review of this topic, several incorrect or questionalble use of IMS identifiers are in the current specification, and before it can be corrected, discussion of the background for these uses and agreement on whether the original requirement still stands, whether it is supported in the IMS domain, or are there new requirements.
Issues of IMSI targeted LI

There are two basic elements that we would reasonably expect to be reported to the LEA for IMSI targeted IMS LI: The IMSI contained in UE signalling to identify the subscription; and the reporting of IMSI in the IMS SIP signailing events in the IRI (especially in the SIP session establishment transactions).  However the IMSI is not available in the IMS signalling so there is no observed IMSI reporting possible in SIP signalling and there are no events associated with any IMS registration events tied to any Cx signalling (23.228, 29.228, 29.229, & 29.230).
· Issue 1: What is the definition of "observed" as parameter names such as observed SIP URI?

Is it an element that is extracted from the specific signalling such as SIP, or does it include identities that are derived based on other established associations such as Diameter CX subscriber info messages?

· Issue 2: Will there be a problem for a IMSI targeted LI instance to only report IMEI URN and SIP URI and not the IMSI?  Can we assume that it is assumed that whatever is reported is based on the IMSI association maintained internally within the S-CSCF?
This is related to Issue 1.

· What is the LI importance (and purpose) to reporting SIP registristrations?  What are the information elements used by LEAs and how do they assist LEA investigation (e.g. location, etc)?

This is important to consider that additional information beyond what is in the SIP invite transaction (such as Cx user information) may need to be reported (such as IMSI) but is not "observed" as part of SIP signalling.

· If Cx/Sh transactions need to be reported either directly or indirectly, what is the information model and event model that is needed?

For example what are the requirements per the above issues of UE re-registrations and network initiated registrations?

· How does a SUBSCRIBE/NOTIFY for a SIP registration event fit in?
For some elements, they may use Diameter, or others they may use SUBSCRIBE/NOTIFY (like UE).  And there can be multiple subscribe/notify for the same event package such as reg, what would be reported (event model & information model is needed).
Other discovered issues not directly related to IMSI targeted LI

· In several places in 33.107 and 33.108 there is the usage of the information elements IMPU & IMPI such as for conferencing is this intentional rather than using public user identity and private user identity. See 31.103
 It has taken me a while to understand what is the difference of these and public user identity and private user identity such as is used in 24.229.  It turns out that the IMPU and IMPI are the value stored in ISIM files IMPU and IMPI.  However there are other sources that these can be used and generated, so strictly speaking, what this requires is ONLY the public and private user identities stored on the ISIM is to be reported, and those identities originated in other ways are NOT to be reported.  Besides the basic issue that this doesn't seem what is needed, the SIP proxies have no way of distinguishing the origin or source of a private and public user identity. 
· In 33.108 the use of IMPI and its format is incorrect. In 33.107 the use of IMPI is incorrect. See 24.229.
The IMPI (private user identity is defined in 23.003 as a realm, not a URI.  So the IMSIdentity ASN.1 does not have a key for reporting the IMSI IE. Also in the case of conferencing, the IMPI is listed as an identifier, but the private user identity will only appear in a SIP register which is a basic IMS event, not a conferencing event.

· In 23.003, the public user identity is required to be a SIP URI (not TEL URI), however, there may still be a reference to the user as a TEL URI on MT services and if and where any normalization to the SIP URI identifying user is probably implementation specific.
Since the TEL-URI may still be encountered at an IAP depending on where in the network it is deployed, retaining the TEL-URI is probably OK from the standards point of view.  However there are some messages that the TEL-URI will never occur per the 3GPP standards.  One example is the Media Decription Key is available (table 7.4) since this is not a MT service. Table 7.5 is unknown and may be more dependent on implementations. 

There is an implication for the LEAs in that there may be reporting where there will be reported both SIP URI and TEL URI in the same LI instance – SIP URI from the target and TEL URI to the target.  Do the LEAs accommodate this in their collection function?   I don't believe that any changes to 3GPP specifications are needed for this, rather it is up to the collection function vendors to perform any required normalization or correlation.
