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Abstract of the contribution: LI considerations for offload scenarios were initially presented at SA3#52-LI. At that time it was proposed to have LI considerations for offload scenarios collected in a separate living document or internal TR. The notion of capturing LI considerations for offload scenarios was re-iterated at SA3-LI#53 in New Orleans and SA3-LI#54 in Amsterdam. This contribution introduces LI considerations for offload scenarios for inclusion in such living document/TR.
1. Introduction

Traffic offload scenarios, while being advantageous to MNOs, present challenge to traditional LI methods. As such, unfulfilled LI requirements might impede deployment of Small Cells in operators’ networks. 
Traditional LI architecture has to expand to allow LI in offload scenarios. This contribution expands the material presented in the introductory contribution from SA3#52-LI and subsequent contributions from SA3#53-LI/ SA3#54-LI.
2. Proposal
It is proposed to capture the following PCR into the SA3-LI living document/TR on LI considerations for offload scenarios.

************** Begin Changes ***************

Y.1 Solution Description
The example solution described in this section is proposed as a direct interface between the Operator Intercept Functions (OIF), function and the Converged Gateway (CGW). It should be noted that there is a great deal of similarity of the LGW defined in the 3GPP standards to the CGW defined by the Small Cell Forum.  In the framework of the proposed solution, CGW functionality is a superset of Local Gateway (LGW) functionality. For all practical purposes and in the context of SA3-LI LGW and CGW are synonyms.

Y.1.1 Architecture Description

The proposed architecture to support LI of Local Selected IP Traffic Offload (L-SIPTO) and Local IP Access (LIPA) flows is shown in Figure Y.1.1-1.
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Figure Y.1.1-1 – LIPA and L-SIPTO in the presence of CGW

For the purpose of this example, the LGW/CGW LI functionality is similar to the functionalities of Intercepting Network Element (INE) and Intercepting Control Element (ICE) nodes within the Mobile Operator Network. in this example, OIF-ICE/INE interfaces are used for the purpose of surveillance of L-SIPTO and LIPA IP flows by the CGW.  The CGW is similar to an INE since it handles data planes.  The CGW is similar to an ICE since it manages the local WiFi connections, i.e. the local WiFi connections established to the WiFi AP that is managed by the CGW.  In this manner, the CGW does differ from the currently defined LGW since the currently defined LGW is a data plane only device.  However, it should be noted that the Sxx interface is being considered for control plane, at which point the LGW becomes even more similar to a CGW than the currently defined LGW.  
Editor Note: LI information has to be protected in transport or storage at Customer Premises. The use of platform security technologies has to be studied for this purpose.

Editor Note: Two options exist for WiFi connection with Mobile Operator Network. Their detailed description is FFS.

Editor Note: CGW (converged GateWay) definition and its applicability for the purpose of LI in offload scenarios is FFS.
The specific interfaces are shown in Figure Y.1.1-2 .
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Figure Y.1.1-2 – Proposed LGW/CGW-OIF Interface

The interface between the LGW/CGW within a LAN and the Mobile Operator Network is the public Internet.  The physical medium for the backhaul can be Ethernet, TDM, fiber, wireless, or any combination.  
Y.1.2 X1-1 Interface

The X1-1 interface will be used for the Operator Intercept Functions (OIF) to activate, deactivate, and retrieve the status of surveillance of specific devices or groups.  It will also be used for the LGW/CGW to inform the OIF that it is ready to accept LI configurations.  It is possible that the LGW/CGW may be required to perform LI on multiple users simultaneously.  As such, the LI performed on each user will be independently configurable.  Therefore, activating and deactivating LI for specific users are independent.  For example, two users could be the subject of LI and one of them could be deactivated without affecting the other.  

The messages that traverse the X1-1 interface are shown in Table Y.1.2-1.
Table Y.1.2-1 – X-1 Interface Messages

	Message
	Description
	Direction

	Ready
	Indicates the LGW/CGW is ready to be configured for LI.
	LGW/CGW ( OIF

	Command
	Controls LI function within the LGW/CGW.
	OIF ( LGW/CGW

	Response
	LGW/CGW response to Command message.
	LGW/CGW ( OIF


The X1-1 LGW/CGW Ready message from the LGW/CGW to the OIF will contain the following fields:

· Message Type

· LGW/CGW Identity

· LGW/CGW Capabilities

· Nonce

The Message Type uniquely identifies the message.  

The LGW/CGW Identity contains parameters that uniquely identify the LGW/CGW device.  This could include an IMSI-like field uniquely identifying the LGW/CGW, geo-location, IP address or any other parameter that uniquely identifies the LGW/CGW.

The LGW/CGW Capabilities contain the capabilities of the LGW/CGW.  It includes parameters that indicate whether LIPA and/or L-SIPTO are supported by the LGW/CGW as well as does the LGW/CGW support inter-LGW/CGW communications (Extended LIPA).

The Nonce is concatenated with a unique ID to identify the message.

This message is used to indicate to the OIF that the LGW/CGW is up and running and ready to receive LI configurations.  The OIF does not send X1-1 Command messages to the LGW/CGW until the X1-1 LGW/CGW Ready message is received from the LGW/CGW.  Additionally, should the LGW/CGW be power cycled, reset, reconfigured, or be software-updated, the LGW/CGW will not retain the LI configuration.  It will be necessary for the OIF to resend the configuration information required for those devices where surveillance is required.  As an example, if the LGW/CGW has been configured with LI configuration for several devices and if the CW is power cycled, the LGW/CGW will issue the X1-1 LGW/CGW Ready message after it has been restarted.  The OIF will resend the X1-1 Configuration message for each target of surveillance, understanding that the LGW/CGW has not retained the previous LI configuration it had prior to being restarted.

The X1-1 Command message from the OIF to the LGW/CGW contains the following fields:

· Message Type

· Target IMSI

· Action

· Nonce

The Message Type uniquely identifies the message.  

The Target IMSI contains the IMSI of the device that the OIF wishes to interrogate.

The Action contains the action that the OIF wishes to configure.  For interaction with the LGW/CGW, these four actions are defined:

· Activate IRI event surveillance only

· Activate both IRI event and CC surveillance

· Deactivate surveillance

· Interrogate surveillance status

If the Action is to enable IRI event surveillance, the LGW/CGW will begin reporting IRI events for that particular IMSI via the X2 interface.  If the Action is to enable IRI and CC surveillance, the LGW/CGW will begin reporting IRI events for that particular IMSI via the X2 interface and reporting the CC data via the X3 interface.  If the Action is to deactivate surveillance for a particular IMSI, the LGW/CGW will stop reporting IRI events via the X2 interface and CC data via X3 interface.  If the Action is to interrogate the configured surveillance status for a particular IMSI, the LGW/CGW will respond with the X1-1 Response message, including the currently configured surveillance status.

The Nonce can be concatenated with a unique ID to identify the message.

The OIF will send an X1-1 Command message for every IMSI that it wishes to activate, deactivate or interrogate the state of surveillance to the LGW/CGW.

Upon receipt of an X1-1 Command message from the OIF, the LGW/CGW must respond with an X1-1 Response message.  Therefore, there is a one-to-one relationship between X1-1 Command and X1-1 Response messages.

The X1-1 Response message from the LGW/CGW to the OIF contains the following fields:

· Message Type

· Result

· Nonce

The message type uniquely identifies the message.  

The Result indicates whether the X1-1 Command message was properly received and processed by the LGW/CGW and will include any results that must be sent to the OIF.  As such, this field can be either:

· Success

· Failure

· Interrogation Results

Success is used to indicate that the X1-1 Command message was received, decoded and acted upon without incident.  Failure will be used to indicate that the X1-1 Command message was received, but either not decoded or not acted-upon.  Interrogation Results include the results of an X1-1 Command message which interrogates the status of a particular IMSI.  Response contains the IMSI and the status of surveillance for that IMSI as follows:

· IRI Active

· IRI/CC Active

· Not Active

If the LGW/CGW is interrogated for the status of surveillance for an IMSI that has been previously configured for surveillance, the LGW/CGW will respond with the current state, either IRI Active or IRI/CC Active.  If the LGW/CGW is interrogated for the status of surveillance for an IMSI that has been previously deactivated for surveillance, the LGW/CGW will respond with the Not Active state.  If the LGW/CGW is interrogated for the status of surveillance for an IMSI which has never been configured for LI, the LGW/CGW will respond with the Not Active state.

The Nonce field is set to the value of the Nonce in the X1-1 Command message plus one.  This logic will allow the OIF to match the X1-1 Command and X1-1 Response messages.

If the X1-1 Command message was not received, there will be no X1-1 Response message from the LGW/CGW.
Editor Note: P-TMSI and Media Stream ID will be needed for successful LI. Their use is FFS.

X1-1 messages are shown in Figure Y.1.2-2 .
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Figure Y.1.2-2 – X1-1 Interface MSC

Y.1.3 X2 Interface

The X2 interface is used to ferry event data from the LGW/CGW to the OIF for specific IMSIs.  

The messages that traverse the X2 interface are shown in Table Y.1.3-1.
Table Y.1.3-1 – X2 Interface Messages

	Message
	Description
	Direction

	IRI Report
	Reports IRI events to the OIF
	LGW/CGW ( OIF


The list of reportable IRI events defined by the standards includes:

· MS Attach/Detach

· PDP Context Activation/Deactivation/Modification

· Start of Intercept with PDP Context Active

· Start of Intercept with MS Attached

· RA Update

· SMS Events

· Serving System

· Start of Intercept with WiFi Connection Active

· WiFi Connection Establishment/Disconnect

Since the first seven events involve Mobile Operator Network elements, these do not require notification to be done by the LGW/CGW. 

If the OIF activates LI of a device with an existing WiFi connection managed by the LGW/CGW, the LGW/CGW will issue an IRI Report with the Event set to Start of Intercept with WiFi Connection Active.  If the OIF activates LI for a device and subsequently a WiFi connection managed by the LGW/CGW is established or disconnected, the LGW/CGW will issue the IRI Report with the Event set to WiFi Connection Establishment or Disconnect events.

If the OIF activates LI of a device with an existing LIPA connection managed by the LGW/CGW, the LGW/CGW will issue an IRI Report with the Event set to Start of Intercept with LIPA Connection Active.  If the OIF activates LI for a device and subsequently a LIPA connection managed by the LGW/CGW is established or disconnected, the LGW/CGW will issue the IRI Report with the Event set to LIPA Connection Establishment or Disconnect events.

If the OIF deactivates LI of a device, the LGW/CGW will immediately stop reporting IRI events via the X2 interface.  

The LGW/CGW only reports IRI events for the duration the LI is activated.

The IRI Report message sent over the X2 interface includes the following:

· Message Type

· IMSI

· Event

· Time of Event

· Date of Event

· IP Addresses of Interest

· LGW/CGW Location – Optional

The Message Type will uniquely identify the message.

The IMSI will be set to the IMSI who is the subject of the IRI Event message.

The Event will be set to one of the following values:

· Start of Intercept with WiFi Connection Active

· WiFi Connection Establishment

· WiFi Connection Disconnect

· Start of Intercept with LIPA Connection Active

· LIPA Connection Establishment

· LIPA Connection Disconnect

The Time of Event is set to the time that the event was captured by the LGW/CGW.

The Date of Event is set to the date when the event was captured by the LGW/CGW.

The IP Addresses includes the IP addresses relevant to the event, such as the locally assigned WiFi IP address, or the LIPA IP address.

The LGW/CGW Location may include the geo-location of the LGW/CGW, the PLMN to which it is connected or its Mobile Operator Network-based IP address.  Its inclusion in the message is optional.

In addition, there may be other LGW/CGW-related events that the LGW/CGW reports to the OIF via the IRI Report message.  A (non-exhaustive) list is as follows:

· LGW/CGW connected to Mobile Operator Network
· LGW/CGW disconnected from Mobile Operator Network
· LGW/CGW powered off, power cycled, restarted, reloaded, software updated

· H(e)NB connected to LGW/CGW
· CGW Access List Modification/Creation/Deletion

· Cellular/WiFi IP Address linkage

· IP Flow Mobility (IFOM) Status

These are not defined in the standards, however, extending the LI concept to the LGW/CGW means that the LGW/CGW itself might be the target of surveillance.  To that end, the above list enumerates possible events that the LGW/CGW could report to the OIF.  The IFOM Status includes the state of IFOM for that particular user.  This status would include whether aggregation or segregation is being performed for the user and other pertinent state information that could assist law enforcement in their surveillance efforts.

The first two in the above list are fairly obvious, but the CGW Access List events relate to the concept of the CGW having an access list of user devices that are permitted to connect to/through the CGW.  This is similar to a CSG list, but maintained at the CGW.  Since there is a reporting requirement on the CSG for an H(e)NB, it is reasonable to assume that the CGW would have a similar reporting requirement if it has, maintains, and uses an access list.  For the fourth item in the list, the CGW would report the linkage between the cellular and WiFi IP address that is deduced by the CGW.  This information could be helpful to a LEA when it receives traffic that appears to be destined to two different IP addresses that are really the same device.  The last item in the list, IFOM status, would inform the OIF as to how data traffic is being sent to the target of surveillance.  For instance, in a particular jurisdiction, it might be relevant as to the access used to deliver data to a specific surveillance target.  This event would be used for that.

Other events may be added to the above list over time.

An example flow for the IRI Report messages is shown in Figure Y.1.3-2.
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Figure Y.1.3-2 – X2 Interface MSC

Y.1.4 X3 Interface

The X3 interface is used to carry the content of communications from the LGW/CGW to the OIF for specific IMSIs.  The CC data includes only uplink and downlink L-SIPTO and LIPA IP traffic that pass through the LGW/CGW.  It does not include circuit switch data, SMS traffic or any non-IP traffic nor does not include IP traffic that passes through the Mobile Operator Network (meaning non-L-SIPTO and non-LIPA data).  The LGW/CGW is only required to route CC for a particular IMSI to the OIF while LI is active for that particular IMSI or route CC for all IMSIs to the OIF while LI is active for the LGW/CGW.

The messages that traverse the X3 interface are shown in Y.1.4-1.

Table Y.1.4-1 – X3 Interface Messages

	Message
	Description
	Direction

	CC Report
	Reports CC to the OIF
	LGW/CGW ( OIF


The CC Report message includes:

· Message Type

· IMSI

· Time/Date Stamp

· Direction

· LGW/CGW Location – Optional

· Start of Segment

· End of Segment

· # of Bytes of IP Packet

· Sequence Number

· IP Packet

The Message Type uniquely identifies the message.

The IMSI is be set to the IMSI who is the subject of the CC message.

The Time/Date Stamp is set to the time and date that the packet was replicated at the LGW/CGW.

The Direction field indicates the direction of the IP packet, either Mobile Terminated (MT) or Mobile Originated (MO).

The LGW/CGW Location may include the geo-location of the LGW/CGW, the PLMN to which it is connected or its Mobile Operator Network-based IP address.  Its inclusion in the message is optional.

The IP Packet includes a copy of the IP packet detected at the LGW/CGW.  Given the nature of IP communications, it may be necessary for the LGW/CGW to split a replicated packet into two CC Report messages.   If the IP packets are sufficiently small in size, they may be grouped together into a single CC Report message.

The Start of Segment indicates if the IP Packet field is the beginning of an IP packet or not.  If it is set to TRUE, it indicates that it is the start of a new IP packet.  If it is set to FALSE, it indicates that the IP Packet field is a continuation of an IP packet started in a previous message (and segmented over successive CC Report messages).

The End of Segment indicates if the IP Packet field is the end of an IP packet or not.  If it is set to TRUE, it indicates that the contents of the IP Packet field end an IP packet.  If it is set to FALSE, it indicates that the IP Packet field continues in a subsequent CC Report message.

The Sequence Number is set to a unique number for every CC Report message.  This field will start at zero and increment for every message up to some maximum.  After that maximum is reached, the field will reset at zero and continue incrementing.

A few examples will clarify the above.  If a CC message contains an entire IP packet (no segmentation was needed), both the Start of Segment and End of Segment will be set to TRUE.  If an IP packet is too large to fit in the IP Packet field of a CC message, the IP packet will be segmented.  The first CC message will indicate that it is the start of a new IP packet by having the Start of Segment set to TRUE while the End of Segment will be set to FALSE.  The second message will indicate that it contains the end of the IP packet by having the Start of Segment set to FALSE and the End of Segment set to TRUE.

An example flow for the CC Report messages is shown in Y.1.4-2.
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Figure Y.1.4-2 – X3 Interface MSC

It should be recognized for the X1-1, X2, and X3 messages that the contents specified in the above sections are the minimum contents.  Other parameters could be included.

There are three aspects of the above example solution that require further discussion.  The first aspect is physical interface between the OIF and LGW/CGW.  Unlike the existing interfaces between the OIF and ICE/INE devices within the Mobile Operator Network, these interfaces actually leave the Mobile Operator Network and travel over the public internet as shown in Figure Y.1.4-2.  In order to protect the contents of the messages over these interfaces, it is proposed to use the IPSec tunnel between the LGW/CGW and SeGW at the edge of the Mobile Operator Network.  This allows the messages over these interfaces to be protected.  Furthermore, each interface, X1-1, X2, and X3 may be encrypted and may use integrity protection.  This is optional since IPSec may already provide encryption and integrity protection, however, given the nature of this interface, additional layers of encryption and integrity protection may be required.  Required keys and certificates to effectuate this security will be pre-configured within the LGW/CGW or dynamically provisioned.

The second aspect relates to the method used for either the OIF to discover the LGW/CGW or the LGW/CGW to discover the OIF.  In the currently defined standards, the OIF has an interface to each and every ICE and INE within the Mobile Operator Network.  However, the standards are silent on how the OIF is informed of the Mobile Operator Network-based IP addresses of every ICE and INE within the Mobile Operator Network.  In this example, it is expected to reuse the existing method, except expand the method to include the informing the OIF of any LGW/CGW to which it may have to communicate.  For example, if the DNS Server within the Mobile Operator Network maintains a list of IP addresses for the FQDNs “ICE” and “INE”, the LGW/CGW will be added to one of these lists.  Therefore, when the OIF resolves the “ICE” or “INE” FQDNs, it will receive not only the Mobile Operator Network based IP addresses, but also receive a list of LGW/CGW IP addresses to which it must also communicate.  

The third aspect relates to both the LGW/CGW and OIF mutually authenticating the other to ensure that each is communicating with a trusted node.  The LGW/CGW will authenticate the OIF while the OIF will authenticate the LGW/CGW.  The method of authentication can be any valid method, using predefined keys or certificate based authentication.  Regardless of the method, this authentication must be performed.

It is assumed that the TCP connection between the LGW/CGW and OIF will be sufficiently sized so that all X3 messages sent by the LGW/CGW will be received by the OIF.  However, should the volume of messages cause some packets to be lost between the LGW/CGW and OIF, the OIF will notice this as the sequence numbers of the received X3 CC Report messages will not be consecutive.

Finally, in this example, the LGW/CGW will contain a list of every device on the operator’s network that is the subject of surveillance.  As a result, this requires that the LI function with the LGW/CGW must be placed in a secure, tamper-resistant, limited access hardware, such as a Trusted Environment (TrE).  Furthermore, if the TrE (or equivalent) is removed from the LGW/CGW or improperly accessed, the TrE (or equivalent) will trigger a remediation (e.g., self-destruct) mechanism.  Failure to properly secure this information could result in the compromise of law enforcement activities. 

If the LGW/CGW is compromised, or is suspected of being compromised, the LGW/CGW should not be allowed to provide either LIPA or L-SIPTO support. Tamper-resistant and/or tamper-evident platform has to be required for LGW/CGW.
*************** End Changes ****************
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