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1	Introduction
What is Mobile Edge Computing?
Mobile-edge Computing offers application developers and content providers cloud-computing capabilities and an IT service environment at the edge of the mobile network. This environment is characterized by ultra-low latency and high bandwidth as well as real-time access to radio network information that can be leveraged by applications.
MEC provides a new ecosystem and value chain. Operators can open their Radio Access Network (RAN) edge to third-parties, allowing them to rapidly deploy innovative applications and services towards mobile subscribers, enterprises and vertical segments and to shorten deployment cycles. Proximity, context, agility (for network, services, business models etc.), rapid response time and speed can be translated into value and can be leveraged by mobile operators, network equipment vendors, and third-parties, enabling them to play complementary and profitable roles within their respective business models and allowing them to monetize the mobile broadband experience. 
Strategic relevance of MEC 
MEC is a natural development in the evolution of mobile base stations and the convergence of IT and telecommunications networking. 
Mobile-edge Computing will enable new services for consumers and the enterprise and vertical business segments as well as new use cases, e.g. in M2M (e.g. video analytics, device location tracking), Retail (e.g. with augmented reality) and content distribution (RAN-aware content optimization either by the operator or a CDN provider with content-caching at the edge). It uniquely allows software applications to tap into local content and real-time information about local-access network conditions. MEC draws us closer to distributed Cloud Computing, where distribution into radio access networks is motivated by the potential for new service categories, improved user experiences and new business models. By deploying various services and content at the network edge, Mobile network cores are alleviated of further congestion and better serve a particular locality without the need to store locally relevant data within remote cloud functionality. The MEC platform architecture is cognizant of operator initiatives to streamline data-centre management and to provision flexible computing resource allocation for services and content provision. Wider, future deployments of fibre to base stations will likely influence how content and application code is allocated to the edge and tier 1 data centres but won’t negate the case for MEC to achieve ultra-low latency in face of unavoidable message round trips due to signalling and handshaking.
2	MEC Industry Standardisation
ETSI has set-up an Industry Specification Group (ISG) on MEC [1] with Vodafone, NTT DOCOMO, Nokia Networks, Huawei, Intel and IBM as founding members. The purpose of the ISG is to create a standardized, open environment which will allow the efficient and seamless integration of applications from vendors, service providers, and 3rd parties across multi-vendor Mobile-edge Computing platforms.  An associated whitepaper [2] presents the architectural blueprint that forms the basis for the work in the ISG and the scope of the first release. It includes the requirements and the architecture of the MEC Application Platform as well as open APIs and interfaces that provide the players in the value chain with the opportunity to differentiate and create value in a multi-vendor mobile environment.
3	Implications for Lawful Interception
Mobile Network Operators deploying MEC will need to continue to support Lawful Interception capability when delivering data services via MEC to end users in line with the legal and regulatory obligations in their territories in which they operate.
Considering a LTE network, the Lawful Interception point is typically located at the P-GW and/or S-GW in the core network of an operator’s network.  Where traffic is generated, modified or stored at a MEC platform located deeper into an operator’s network then such traffic would not be available at these Lawful Interception points.
A key requirement for many operators, when considering how to manage LI in a MEC deployment, is that historically for security reasons no LI functionality is permitted in the Radio Access Network (RAN) and nothing shall be done elsewhere in the network that would permit LI targets to be identified by observing the traffic passing through a RAN node (such as MEC platform located at the eNodeB), i.e. we have to ensure we don’t treat the target differently than a normal user in an identifiable manner.

The following security requirements shall be fulfilled:
· Target dynamically – only the target attached to the MEC element shall have its selector transmitted in order to reduce the risk of exposure. It is possible to reduce risk by only using selectors for active users.
· Don’t store selectors on the MEC element. 
· Inference attack. Risk to be quantifiedTrust must be established between the MEC element and the network
4	Proposed solution to support LI for MEC
As it is not permitted to introduce LI capabilities directly at an eNB, it is necessary to copy uplink and downlink user traffic for content generated (e.g. content locally available at the edge), modified (e.g. optimisation or enhancing of content at the edge) or terminated (e.g. at a hosted application) on the MEC Platform to the core network for processing by the existing LI systems. For content or user traffic that follows the usual flow (i.e. not generated, modified or terminated by the MEC platform), this would not need to be copied back to the core network.

Copy functionality, introduced on the MEC Platform, is responsible for copying the associated uplink and downlink user traffic and injecting them into the uplink GTP-U session of the associated User/radio access bearer.  Additional information is added within the GTP-U frame to distinguish these from normal User uplink traffic.

The Copy functionality added to a S-GW and/or P-GW retrieves the copied data from the GTP-U session for use by the LI system.  The additional information included within the GTP-U frame instructs MEC related functions on the S-GW and/or P-GW to handle the packets accordingly and discard them after processing by the LI system. Appendix A shows the flow for this methodology.
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Figure 1: Architecture for LI solution for Mobile Edge Computing

In order to compile with the requirement that nothing shall be done elsewhere in the network that would permit LI targets to be identified by observing the traffic passing through a RAN node, it is assumed that all users would be subject to this Copy functionality (for the applicable traffic).

This methodology allows the re-use of existing Lawful interception points without modification or the need to create and verify new interface(s) to the Lawful interception nodes. (As additional benefit this solution will also allow existing charging mechanisms to be re-used). 

Capability Provision
The concept of a Quality of LI Service should be considered (QoLIS). If possible, we should provide different handling options to provide efficient backhaul, and collection of only what is really needed. For MEC, we only need to copy traffic that is served by MEC applications (i.e. where the content is generated, modified or terminated at the next work edge).  Further granularity could be provided on a per-MEC application basis to optimise what is sent (e.g. for MEC application X only meta data is required to be copied back) but it should be considered that  need the information on what traffic is served can be used for charging purposes as well.
Alignment with the scenarios under study in the small cell work should be considered and re-used where applicable.
Intercept Related Information – HI2 (IRI’s)
The following cases should be considered:
1. Generic as reported by core – business as usual.
2. For others report a packet counter. This looks at content only so no IRI’s available unless provided to the core already. This allows LEA’s understand what product is being produced even if they don’t want to receive the intercepted content.
3. MME should provide the MF/AF with the function to trigger LI. MME triggering will also be service specific.
5	Next steps
· SA3 LI to agree that work should be done to support LI for MEC and captures these requirements ensuring that the inherent security requirements are met
· SA3 LI to confirm the proposed solution as the working assumption
· SA3 LI to liaise with other relevant Working Groups to develop Stage 3
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7	Appendix: Flow for support of LI for Mobile Edge Computing
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Figure 2: Flow for “Copy” functionality
1) User sends a User packet uplink to the network. 
2) This packet is routed to the eNodeB/MEC Platform.
3) Based on Application available on the eNodeB/MEC Platform and User Policy, the MEC Platform passes this packet to an Application hosted on the MEC Platform.
4) The Copy functionality of the MEC Platform sends a copy of the uplink user request packets (MEC Copy Data) to MEC related functions on the S-GW and/or P-GW on the GTP-U session associated with the E-RAB of the User.  Additional information is added within the GTP-U frame to distinguish these from normal User uplink traffic and to indicate whether this is uplink or downlink traffic. 
5) The Copy functionality of the S-GW and/or P-GW retrieves these packets from the GTP-U session for use in Lawful Interception function and discards them after processing.
6) If MEC Application can service the request locally, it sends a downlink packet. 
7) The packet is sent in the downlink direction to the UE.
8) The Copy functionality of the MEC Platform sends a copy of downlink packets (MEC Copy Data) to the S-GW and/or P-GW on the uplink GTP-U session associated with the E-RAB of the User. Additional information is added within the GTP-U frame to distinguish these from normal User uplink traffic and to indicate whether this is uplink or downlink traffic. 
9) The Copy functionality of the S-GW and/or P-GW retrieves these packets from the GTP-U session for use in the Lawful Interception function and discards them after processing.
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