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1. Introduction
Recently Google
 has started using https for access to the search function it provides, implementing SPDY as a means to reduce latency in web pages
, and an IETF draft is available
.  It also recently started placing web sites that adopt SDPF as top of the search results, driving other web sites to adopt the protocol.
An overview paper
 can be found on the 4G America’s
 web site under Technology Center or White papers.
ATIS has created OWA
 (Open Web Alliance) to look at a proxy solution.  GSMA also has a work group (WWG Web Working Group) looking at this amongst others web issues.
SDPY utilize TCP, and Google have also been working with UDP with another experimental Protocol
 QUIC (Quick UDP Internet Connection) which is also encrypted.

As we move forward we move into a realm where the Web traffic will increasing be encrypted.
We need to discuss if the Lawful intercept interfaces need to change.

2. Discussion

One can image that this is in reaction to “Snowdon” and WikiLeaks and is an attempt to improve user privacy, latency as proposed by Google
.  Mobile Operators have invested large sums in network infrastructure and security to provide privacy and anonymity to its user, and this add an additional layer.  SA4 is looking at HTML5 as the presentation layer going forward, and there may be some cross implications as browser’s and HTML5 of similar.
The question arises where will be the clear text required by legal interceptions, and when and where governments will force solution to meet their security needs.
 Attempts were made at World Conference on International Telecommunications (WCIT-12), and several proposal were made on internet regulations.  In general these were opposed by the G7 nations.
Typically if the end user is providing their own encryption, then there is no need for the Service provider to provide clear text.  One could argue that Google is providing the encryption, via their browser, and their protocol proposals.  The author assume that Google owns the IPR for the protocols, and license them to OEM’s which sublicense them to users.
Would Google be classified as telecom carrier or Service provider, yet to be determine, however we can discuss the 3 use cases from an LI perspective.
1 Not a CSP

Lets assume that all web traffic from a mobile device is now encrypted, should the MNO still provide this data?  The only unencrypted data will be the IP address, protocol, and ports, and the Packet size and volume.
2 A local CSP

Conditions as above. And the Google
 as a local CSP will provide the contents in clear text or will provide session keys to LEA

3 A International CSP

Conditions as above, Google as an international CSP need to provide contents. 
In case 2 and 3, Google may not have local facilities in every country to provide a LEA service.  This then would require a Proxy server as being discussed in several venues. If a Proxy is available, is it in the MNO network or is it external and operated a third party service for all ISP and MNO’s?
If in the MNO network, is Google still the legal entity required to capture?  Depends on the solution, one could assume it looks like encrypted media, and we have a solution for that, however retrieval of keys may still be an issue, and may involve Google, similar to dynamic triggering.  If the keying material is known, ie users is a subset of the SIM data, and the Proxy provides its key, then the operator can provide full content.  
One could assume the proxy is only communicating with the MNO external world, and normal communication exist with the mobile as today.  Otherwise a b2b proxy will add back the delays.  Is the use of proxies in this mode in violation of other Telecommunications Acts?  One could argue it is manipulating the contents of a user’s communications.
If it’s a third party solution, we face the issue of acquiring keying material, either from a central server, or Google (10) directly, and this might require Dynamic triggering, or other means. (MNO would need to trigger the IP address to collect)
If in a third party, are their existing standards in place that LEA can use? What do we do with duplicate data?
There may be time stamp issues pending the location of the third party in relationship to the MNO collection facilities.
3. Proposal

Review whether such services should be considered in the evolving LI standards. FS_LISE
4. Recommendation
For information and discussion on the evolving LI services.
� One could use Facebook, Microsoft, Apple, and others, in the examples above as using these protocols, and providing services. 


� � HYPERLINK "http://www.chromium.org/spdy" �http://www.chromium.org/spdy�


� � HYPERLINK "https://tools.ietf.org/html/draft-ietf-httpbis-http2-14" �https://tools.ietf.org/html/draft-ietf-httpbis-http2-14�


� The Impact of SPDY on the Mobile Broadband Ecosystem and Value-Added Services (VAS)


� � HYPERLINK "http://www.4gamericas.org/" �http://www.4gamericas.org/� 


� � HYPERLINK "http://www.atis.org/openweballiance/index.asp" �http://www.atis.org/openweballiance/index.asp� 


� �HYPERLINK "https://docs.google.com/document/d/1lmL9EF6qKrk7gbazY8bIdvq3Pno2Xj_l_YShP40GLQE"��https://docs.google.com/document/d/1lmL9EF6qKrk7gbazY8bIdvq3Pno2Xj_l_YShP40GLQE� 


� � HYPERLINK "http://thehill.com/policy/technology/220176-google-head-without-reform-nsa-will-break-the-internet" �http://thehill.com/policy/technology/220176-google-head-without-reform-nsa-will-break-the-internet� 


� � HYPERLINK "http://www.itu.int/md/dologin_md.asp?lang=en&id=S12-WCIT12-121203-TD-0001!!MSW-E" �http://www.itu.int/md/dologin_md.asp?lang=en&id=S12-WCIT12-121203-TD-0001!!MSW-E� 


� Or any other service provider using these protocols, (Yahoo, FB, etc)






