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*** END OF FIRST MODIFICATION ***
*** SECOND MODIFICATION ***
4.4
Overview of handover interface

The generic handover interface adopts a three port structure such that administrative information (HI1), intercept related information (HI2), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the operator's (NO/AN/SP) domain with respect to lawful interception. It contains the network internal functions, the internal network interface (INI), the administration function and the mediation functions for IRI and CC. The inner circle contains the internal functions of the network (e.g. switching, routing, handling of the communication process). Within the network internal function the results of interception (i.e. IRI and CC) are generated in the Internal Interception Function (IIF).

The IIF provides the CC and the IRI, respectively, at the Internal Network Interface (INI). For both kinds of information, mediation functions may be used, which provide the final representation of the standardized handover interfaces at the operator's (NO/AN/SP) domain boundary.
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Figure 4.1: Functional block diagram showing handover interface HI

NOTE 1:
Figure 4.1 shows only a reference configuration, with a logical representation of the entities involved in lawful interception and does not mandate separate physical entities.

NOTE 2:
The mediation functions may be transparent.

NOTE 3:
The LEMF is responsible for collecting and analyzing IRI and CC information. The LEMF is the responsibility of the LEA.

NOTE 4: 
In case MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328 [54], upon reception of the IRI related to an encrypted session the IRI mediation function queries the network key management server and retrieves the media decryption keys; the IRI mediation function then delivers the keys to the LEMF.
4.4. X
Handover interface port 1 (HI1)

The handover interface port 1 (HI1) may transport  LI service O&M information from the operator's (NO/AN/SP) administration function to the LEMF.

The HI1 interface may be realized as manual or electronic processing. The individual notification parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the parameter's information content shall be based on existing telecommunication standards, where possible.
NOTE 1: 
The different O&M models, specially the 3GPP TMF that may apply on this clause are for further studies. Security feature specific on the threats related to LI may require to limit and to protect the LI MF and DF in terms of the number of interface to any other CSP’s O&M.. The delivery of HI1 may be performed directly using the HI2 mechanism. 
NOTE 2:
As an additional option, in direction to the LEA, some HI1 related information may be delivered directly, for example, as part of a lawful authorization procedure, e.g. fault reporting, notification of action performed by the operator on the LI system. 
NOTE 3 :
The HI1 signaling flows delivered over HI2 can be delivered on any HI2 flows regardless of whether the information directlly applies to that flow due to specific elements in the IRI that helps the LEMF to manage it, even if the multiplexed H1 and H2 signaling may be over a single bearer. The multiplex H1 and H2 signaling over a single bearer is managed by FTP or ROSE or any reliable elements. The detailed architecture related to such feature is for further studies in TS 33.107.
According to national regulatiuons, there shall be no direct control over the NO/AP/SP's equipment by the LEA/LEMF. Even a query for a specific response by the LEMF O&M server or proxy over the LI service O&M NNI may be considered control.

As other IRIs, The individual notifications parameters have to be sent to the LEMF as sson as possible with the lowest latency at least once (if available)
If the HI1 is used for notification, it may be used for LI management to send electronic notification to the LEMF in the following cases:

1) After the activation of lawful interception, 

2) After the deactivation of lawful interception.

3) After modification of an active lawful interception,

4) Alarm, for example that a specific element of the LI system doesn’t answer or answer partially for any request of activation/desactivation/modification by the CSP’s mediation. 
5) An applicative keep-alive system.
In case of activation, desactivation, or modification of  the lawfull interception service, it is recommended to transmit in HI1 at least, the agreed Lawful Interception IDentifier (LIID). Further elements could be transmitted according to national regulation such as target information, type of interception (IRI or both IRI and CC).
This HI1 may be completed by “e warrant” system, of the draft ETSI TS 103 120 [XX].
For further information content of these LI management notifications, see annex B X. 

NOTE 1:
Alarm, specially support for reporting alarm conditions (O&M alarm NNI) and applicative keep alive systems are for further studies.
4.4.1
Handover interface port 2 (HI2)

The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) IIF to the LEMF.

The delivery of the handover interface port 2 shall be performed via data communication methods which are suitable for the network infrastructure and for the kind and volume of data to be transmitted. From the operator (NO/AN/SP) to LEMF delivery is subject to the facilities that may be procured by the government.

The delivery can in principle be made via different types of lower communication layers, which should be standard or widely used data communication protocols.

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the parameter's information content shall be based on existing telecommunication standards, where possible.

The individual IRI parameters have to be sent to the LEMF at least once (if available).

The IRI records are transmitted individually. As an option, IRI records can be aggregated for delivery to the same LEA (i.e. in a single delivery interaction). As there are time constraints associated with the delivery of IRI, the use of this optional feature is subject to national or regional requirements. As a general principle, IRI records shall be sent immediately and shall not be withheld in the MF/DF in order to use the IRI record aggregation option.

The IRI records shall contain information available from normal provider (NO/AN/SP) operating procedures. In addition the IRI records shall include information for identification and control purposes as specifically required by the HI2 port.

The IIF is not required to make any attempt to request explicitly extra information which has not already been supplied by a signalling system.

4.4.2
Handover interface port 3 (HI3)

The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the interception subject. However, in case MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328 [54] and CC is presented in encrypted format, the decryption keys and the associated information shall be delivered to the LEMF via appropriate IRI over the HI2.

NOTE 1:
Additional information needed for decryption, e.g. roll-over counter, will be available as part of intercepted CC.

NOTE 2:
In this version of the standard, in case of interception starting on ongoing encrypted communication, some information needed for decryption might not be available.

NOTE 3:
In this version of the standard, immediate rekeying is not supported from the LI perspective.

As the appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

*** END OF SECOND MODIFICATION ***
*** THIRD MODIFICATION ***
5.1.5
Usage of Identifiers

The identifiers are exchanged between the mediation function and the LEMF via the interfaces HI1, HI2 and HI3. There exist several interface options for the exchange of information. Tables 5.1 and 5.2 define the usage of numbers and identifiers depending on these options.

NOTE:
X in tables 5.1 and 5.2: Identifier used within parameters of the interface.

Table 5.1: Usage of identifiers, IRI and CC transmitted; options A, B (see clause 5.4.4)

	Identifier
	IRI and CC transmitted (option A)
	IRI and CC transmitted (option B)

	
	HI1
	HI2
	HI3
	HI1
	HI2
	HI3

	LIID
	X
	X
	X
	X
	X
	X

	NID
	X (optional for alarm notifications)
	X
	X
	X (optional for alarm notifications)
	X
	X

	CIN
	
	X
	X
	
	X
	X (see note 1)

	CCLID
	
	
	
	
	X
	X (see note 2)

	NOTE 1:
The CIN of the 1st call for which this CC link has been set-up.

NOTE 2:
The CCLID may be omitted, see clause 5.1.3.


Table 5.2: Usage of identifiers, only IRI transmitted

	Identifier
	Only IRI transmitted

	
	HI1
	HI2

	LIID
	X
	X

	NID
	X (optional for alarm notifications)
	X

	CIN
	
	X

	CCLID
	
	


*** END OF THIRD MODIFICATION ***
*** FOURTH MODIFICATION ***
B.2 
3GPP object tree
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Figure B.1: 3GPP object tree

*** END OF FOURTH MODIFICATION ***

*** FIFTH MODIFICATION ***
B.5
HI management operation for ROSE connection 
*** END OF FOURTH MODIFICATION ***

*** END OF FIFTH MODIFICATION ***
*** SIXTH MODIFICATION ***
Annex B.X Generic LI management notification (HI1 notification using HI2 method)
Declaration of ROSE operation "sending-of-HI1-Notification" is ROSE delivery mechanism specific. When using FTP delivery mechanism, data HI1-Operation must be considered.
NOTE:
This annex does not describe an electronic Handover Interface, but HI1 information, which is sent to the LEMF across the HI2 port.
ASN.1 description of LI management notification operation (HI1 interface)

ThreeGPP-HI1NotificationOperations
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi1(0) r13(13)version-0(0)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS


OPERATION,


ERROR



FROM Remote-Operations-Information-Objects


{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}



LawfulInterceptionIdentifier,


TimeStamp,


CommunicationIdentifier



Network-Identifier,



National-Parameters,



CalledPartyNumber;


IPAddress,



IP-value,



FROM HI2Operations



{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version18(18)}; -- Imported from TS 101 671v3.12.1



ICE-type



FROM 




Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) 



lawfulintercept(2) threeGPP(4) hi3eps(9) r8(8) version-0(0)}

-- =============================

-- Object Identifier Definitions

-- =============================

-- LawfulIntercept DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2)}
-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
-- hi1 Domain

threeGPP-hi1NotificationOperationsId OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi1(0) notificationOperations(1)}

threeGPP-hi1OperationId OBJECT IDENTIFIER ::= {threeGPP-hi1NotificationOperationsId version0(0)}

ThreeGPP-sending-of-HI1-Notification OPERATION ::=

{


ARGUMENT
ThreeGPP-HI1-Operation


ERRORS

{Error-ThreeGPP-HI1Notifications}


CODE

global:{threeGPP-hi1NotificationOperationsId version0(0)}

}

-- Class 2 operation. The timer shall be set to a value between 3s and 240s.

-- The timer default value is 60s.

-- NOTE: The value for this timer is to be set on the equipment waiting for the returned message;

-- its value shall be agreed between the NWO/AP/SvP and the LEA, depending on their equipment

-- properties.

other-failure-causes
ERROR ::= {CODE local:0}

missing-parameter

ERROR ::= {CODE local:1}

unknown-parameter

ERROR ::= {CODE local:2}

erroneous-parameter

ERROR ::= {CODE local:3}

Error-ThreeGPP-HI1Notifications ERROR ::=

{


other-failure-causes |


missing-parameter |


unknown-parameter |


erroneous-parameter

}

ThreeGPP-HI1-Operation ::= CHOICE

{


liActivated




[1] Notification,


liDeactivated



[2] Notification,


liModified




[3] Notification,


alarms-indicator


[4] Alarm-Indicator,


threeGPP-National-HI1-ASN1parameters
[5] ThreeGPP-National-HI1-ASN1parameters,

…

}

-- ==================

-- PARAMETERS FORMATS

-- ==================

Notification ::= SEQUENCE

{


domainID





[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,


-- This identifier is the LIID identity provided with the lawful authorization for each

-- target.

communicationIdentifier


[2] CommunicationIdentifier OPTIONAL,



-- Only the NO/AP/SP Identifier is provided (the one provided with the Lawful



-- authorization) in CS domain.




timeStamp





[3] TimeStamp,


-- date and time of the report.


threeGPP-National-HI1-ASN1parameters

[5] National-HI1-ASN1parameters OPTIONAL,


target-Information



[6] Target-Information OPTIONAL,

network-Identifier



[7] Network-Identifier OPTIONAL,


-- Same definition of annexes B3, B8, B9, B.11.1. It is recommended to use the same value 



-- than those decided by the CSP and the LEA as the NWO/PA/SvPIdentifier of 



-- communicationIdentifier used in CS domain.   

broadcastStatus




[8] BroadcastStatus OPTIONAL,
…

}
Alarm-Indicator ::= SEQUENCE

{


domainID





[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism


communicationIdentifier


[1] CommunicationIdentifier OPTIONAL,



-- Only the NO/AP/SP Identifier is provided (the one provided with the



-- Lawful authorization)


timeStamp





[2] TimeStamp,



-- date and time of the report.


alarm-information



[3] OCTET STRING (SIZE (1..25)),



-- Provides information about alarms (free format).


lawfulInterceptionIdentifier
[4] LawfulInterceptionIdentifier OPTIONAL,



-- This identifier is the LIID identity provided with the lawful authorization



-- for each target in according to national law


threeGPP-National-HI1-ASN1parameters

[5] National-HI1-ASN1parameters OPTIONAL,

target-Information



[6] Target-Information OPTIONAL,

network-Identifier



[7] Network-Identifier OPTIONAL,

-- the NO/AP/SP Identifier,



-- Same definition as annexes B3, B8, B9, B.11.1

network-Element-Information

[8] OCTET STRING (SIZE (1..256)) OPTIONAL,


-- This identifier may be a network element identifier such an IP address with its IP value,



-- that may not work properly. To be defined between the CSP and the LEA.


ICE-type





[9] ICE-type OPTIONAL, 



-- The ICE-type indicates the applicable Intercepting Control Element of PDU 



-- that may note work properly

…

}

ThreeGPP-National-HI1-ASN1parameters ::= SEQUENCE

{


domainID

[0] OBJECT IDENTIFIER (hi1OperationId) OPTIONAL,



-- Once using FTP delivery mechanism.


countryCode

[1] PrintableString (SIZE (2)),



-- Country Code according to ISO 3166-1 [39],



-- the country to which the parameters inserted after the extension marker apply.



-- In case a given country wants to use additional national parameters according to its law,



-- these national parameters should be defined using the ASN.1 syntax and added after the



-- extension marker (...).



-- It is recommended that "version parameter" and "vendor identification parameter" are



-- included in the national parameters definition. Vendor identifications can be



-- retrieved from IANA web site. Besides, it is recommended to avoid



-- using tags from 240 to 255 in a formal type definition.

…

}

Target-Information ::= SEQUENCE

{


communicationIdentifier
[0] CommunicationIdentifier OPTIONAL,


-- Only the NO/AP/SP Identifier is provided (the one provided with the



-- Lawful authorization)

network-Identifier
[1] Network-Identifier OPTIONAL,


-- the NO/PA/SPIdentifier,



-- Same definition of annexes B3, B8, B9, B.11.1

broadcastArea

[2] OCTET STRING (SIZE (1..256)) OPTIONAL,


-- A Broadcast Area is used to select the group of NEs (network elements) which an 


-- interception applies to. This group may be built on the basis of network type, technology 


-- type or geographic details to fit national regulation and jurisdiction. The pre-defined 


-- values may be decided by the CSP and the LEA to determinate the specific part of the 


-- network or plateform on which the target identity(ies) has to be activated or 


-- desactivated. 

targetType


[3] TargetType OPTIONAL,


deliveryInformation
[4] DeliveryInformation OPTIONAL,

liActivatedTime

[5] TimeStamp OPTIONAL,

liDeactivatedTime
[6] TimeStamp OPTIONAL,

liModificationTime
[7] TimeStamp OPTIONAL,


interceptionType
[8] InterceptionType OPTIONAL,


warrantId


[9] OCTET STRING (SIZE (1..256)) OPTIONAL,


-- Warrant ID may be used in case of dynamic triggering system (see draft 



-- ETSI TS 102 677[XY])
…

}
TargetType ::= ENUMERATED
{


mSISDN(0),

iMSI(1),

iMEI(2),

e164-Format(3),

nAI(4),

sip-URI(5),

tel-URI(6),

IMPU (7),


IMPI (8),

Email-address [9],
…

}

DeliveryInformation::= SEQUENCE
{

deliveryNumber 

[0] CalledPartyNumber OPTIONAL,

-- Cicuit swutch LEMF voice delivery E164 number 
      hi2DeliveryIpAddress 
[1] IPAddress OPTIONAL,

-- HI2 address of the LEMF.
      hi3DeliveryIpAddress
[2] IPAddress OPTIONAL,

-- HI2 address of the LEMF.…

}

InterceptionType ::= ENUMERATED
{

      voiceIriCc(0),
      voiceIriOnly(1),
      dataIriCc(2),
      dataIriOnly(3),
…

}

BroadcastStatus ::= ENUMERATED

{


succesfull(0),

-- Example of usage: following a broadcasted command at least the target list of one node with a LI function has 

-- been modified or confirm to include the target id requested by the LEA.

unsuccesfull(1),

-- case of usage: such information could be provided to the LEMF following the impossibility to get a positive confirmation from at least one node with an LI function on the broadcasted command made by the operator’s mediation or the management of mediation.
…

}

END -– end of ThreeGPP-HI1NotificationOperations
*** END OF SIXTH MODIFICATION ***
*** END OF MODIFICATIONS ***
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