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1. Introduction
Canada had recently introduced a bill, C 13
 which address Cyber bullying.  With the Bill, it also introduces new requirements and procedures as it modernizes the criminal code.
2. Discussion
Bill C 13 has concluded Second reading and the committee charged with addressing the Bill has concluded its findings.  The Bill requires Senate review and approval prior to Royal Assent, at which time it become Law.  It is unclear whether the current government will continue to progress the Bill through the house.

In June the Supreme Court of Canada (SCC) ruled on Spencer
, which is thought to affect Bill C 13, in regards to the procedure to acquire Customer data.  However C 13 appears to deal with any issues raised in Spenser ruling.
An election is scheduled for fall of 2015.  The current government has until this time to pass the Bill.

It’s the author view that if the Bill is passed to the Senate, it will be approved with little to no modifications.

Reviewing the Bill, most of the modernization aspect have already been considered and provisioned by the current 3GPP Specifications.  

A new “Preservation Order or Demand” is described.  On further examination, it has been made clear to the author that the Canadian “Preservation” is a onetime snap shot of customer “data” that may be in the possession of the operator.  It is not “Retain Data”.  The preserved data is collected, securely stored, and then delivered and or destroyed as outlined in the instruments provided.  Data may be retained if it was normal to do so ie Billing records.  
No detail investigation of the US or other countries requirements for “Preservation” has been undertaken. The author notes that the US also have a similar requirement under 18 U.S.C. § 2703(f )
.
A further review, of systems, the author concluded that the process is not implemented in the current specifications.  That several challenges would exist;
· Most data is not in motion

· Most customer data are stored on Business systems, and no interfaces exist for LI for 3gpp Specifications

· Customer Data may be on several different Business systems, or IT platforms

· WAP Gateways

· Big Data analytical servers

· Caching servers

· VM Gateways

· Other vertical integrated service (Home phone service, Broad band access other than Wireless, Cloud services, Cloud storage)

· Device Management Servers

· Most business systems are not Real Time servers, but IT servers with different availability and security requirements, limiting access to the data in a timely fashion

· It’s not clear if Data on xCFS are required, or are available in other systems

· A call to emergency services at the time of the “Order” may not be captured

· An IMS identity, that may change prior to when a IR or CC warrant is received

· A IMEI may change 

· Mechanism used to capture the data

· Cyber Security requirement for Lawful Access may need some work to protect ongoing investigations 

· Cloud Computing service, may generated large volumes of data, and may take time to retrieve
· Electronic delivery of the Preserved data may create bottle necks in existing delivery solutions

Some aspects to Retain Data and E Warrant may be useful to consider.

· Generation of hashes to repudiate the Persevered data

· Secure storage of Persevered data

· Documented Evidence Chain, and control

3. Proposal

Review whether such services should be considered in the evolving LI standards. FS_LISE
4. Recommendation
For information and discussion on the evolving LI services.
� � HYPERLINK "http://www.parl.gc.ca/LegisInfo/BillDetails.aspx?Language=E&Mode=1&billId=6301394" �http://www.parl.gc.ca/LegisInfo/BillDetails.aspx?Language=E&Mode=1&billId=6301394� 


(note; this link will be not be valid once the bill is approved or dropped)


�Supreme Court Judgments; R. v. Spencer, 2014-06-13 � HYPERLINK "http://scc-csc.lexum.com/scc-csc/scc-csc/en/item/14233/index.do" �http://scc-csc.lexum.com/scc-csc/scc-csc/en/item/14233/index.do� 


�Title 18 - CRIMES AND CRIMINAL PROCEDURE: PART I – CRIMES; CHAPTER 121 - STORED WIRE AND ELECTRONIC COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS � HYPERLINK "http://www.gpo.gov/fdsys/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partI-chap121.htm" �http://www.gpo.gov/fdsys/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partI-chap121.htm� 





