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Background

The Annex B.3 in 3GPP TS 33.108 provides the HI2 ASN.1 definitions for the GPRS/UMTS packet data and IMS.  The Annex B.9 in 3GPP TS 33.108 provides the Hi2 ASN.1 definitions for the EPS packet data and IMS.  
Annex B.3 has a parameter named GPRSCorrelationNumnber:  

GPRSCorrelationNumber ::= OCTET STRING (SIZE(8..20))

Annex B.9 has a parameter named EPSCorrelationNumber: 
EPSCorrelationNumber ::= OCTET STRING 

-- In case of PS interception, the size will be in the range (8..20)

The presumption is that for GPRS/UMTS packet data interception, the GPRS/UMTS packet core network nodes (SGSN, GGSN) use the GPRSCorrelationNumber (for each PDP context) and for EPS packet data interception, the EPS packet core network nodes (S-GW, MME, PDN-GW) use the EPSCorrelationNmber (for each bearer). Note that until the recent updates to 3GPP TS 33.108, CC interception for IMS sessions means packet data interception and the recent updates were only for VoIP. In other words, for non-voice related CC of an IMS session, the GPRS/EPS CorrelationNumber value is sent in each of the intercepted CC packet. The use of GPRS/EPS Correlation Number for the IMS CC has few serious problems. But, this discussion is not really on that. Therefore, we leave it there and focus on VoIP. For VoIP, as defined in Annex B.12, the VoIPCorrelationNumber is sent in each of the intercepted CC packet. 
Both Annex B.3 and B.9 have a parameter named CorrelationValues with the following definition: 
CorrelationValues ::= CHOICE {



iri-to-CC 
[0]

IRI-to-CC-Correlation, -- correlates IRI to Content(s)



iri-to-iri
[1]

IRI-to-IRI-Correlation, -- correlates IRI to IRI 



both-IRI-CC
[2]

SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)









iri-CC
[0]
IRI-to-CC-Correlation,









iri-IRI
[1]
IRI-to-IRI-Correlation}

}

 

IRI-to-CC-Correlation ::= SEQUENCE { -- correlates IRI to Content




cc 

[0] SET OF 
OCTET STRING,-- correlates IRI to multiple CCs




iri 
[1] 

OCTET STRING OPTIONAL 










-- correlates IRI to CC with signaling

}

IRI-to-IRI-Correlation ::= OCTET STRING -- correlates IRI to IRI

The term GPRS Correlation Number, EPS Correlation Number, VoIP Correlation Number and Correlation Values are used in the rest of this discussion paper for easy readability. 

The Annex B.11.1 (HI2 ASN.1 definitions for IMS Conference) imports the Correlation Values parameter. 
The presumption is that the Correlation Values is used for IMS and included in the IMS IRI messages. In the above definition, the Correlation Values within the IMS IRI is a choice between the three values: 

· iri-to-CC
· iri-to-iri

· both-IRI-CC. 

The use-cases of the above three choices are not explained very well in the 3GPP TS 33.108. Anyway, for an interception that involves only the IRI, the choice iri-to-iri is used and for an interception that involves both IRI and CC, the choice both-IRI-CC is used. The need to have the choice iri-to-CC is questionable. May be it is there to support implementations that provide SIP session interception solely based on the packet data network. Moreover, the three choices were defined in 3GPP TS 33.108 keeping in mind that GPRS/EPS Correlation Number values were sent along with the intercepted packets (i.e., IMS CC). 
The choice both-IRI-CC consists of: 

· iri-CC  

· iri-IRI
In this, iri-IRI  is expected to carry the Correlation Number used to correlate the IMS IRI (now onwards referred to as IMS Correlation Number) and iri-CC is expected to carry the GPRS/EPS Correlation Number associated to the corresponding bearers or PDP contexts. For VoIP, the iri-CC can carry the VoIP Correlation Number. 
Some Issues

During an IMS session, the media bearer is established as a part of the call setup and therefore, it may not be possible to know, in advance, the value used for the GPRS/EPS Correlation Number or for the VoIP Correlation Number. In other words, it may not be possible to know the value to be used in iri-CC until a media bearer is created. Since, the iri-CC is mandatory in both-iri-cc, one will not be able to use the both-IRI-CC until the values to be used in iri-CC is known. The use of iri-to-IRI before the media bearer establishment and use of both-IRI-CC after the media bearer is established is the only method that can be adopted. Therefore, the LEMF should understand and live with such a possibility. 
The ASN.1 definition of IRI-to-CC-Correlation allows an IMS session to have multiple media bearers. That is good. We want to keep it that way. 
In an IMS session, multiple network nodes may be involved in providing the IRI (e.g., S-CSCF and AS/MRFC or P-CSCF optionally). Since the Correlation Values can carry only one IMS Correlation Number, all IRI messages generated should have the same IMS Correlation Number. Additional logic is required either to make all those nodes to use the same Correlation Number value or the DF2 should have a logic to use the same Correlation Number irrespective which IMS node performs the IMS IRI interception. In other words, less flexibility in the design approach. 
New Choice 
A new choice, if added to Correlation Values to have optional iri-cc and with the capability to have multiple IMS Correlation Number value (iri-iri), one will have more flexibility. The following shows the addition of a new choice, ims-voip:  
CorrelationValues ::= CHOICE {



iri-to-CC 

[0]

IRI-to-CC-Correlation, -- correlates IRI to Content(s)



iri-to-iri


[1]

IRI-to-IRI-Correlation, -- correlates IRI to IRI 



both-IRI-CC
[2]

SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)









iri-CC
[0]
IRI-to-CC-Correlation,









iri-IRI
[1]
IRI-to-IRI-Correlation},



ims-voip
[3]

IMS-VoIP-Correlation

}

 The ims-voip is more or less same as both-IRI-CC, but has some differences: 

IMS-VoIP-Correlation ::= SET OF SEQUENCE {






ims-iri

[0]

IRI-to-IRI-Correlation,






ims-cc

[1]

IRI-to-CC-Correlation 
OPTIONAL

}

The new choice is used for VoIP and consists of one or more instances of the following two: 

· ims-iri
· iri-cc
In this, ims-iri  is expected to carry the IMS Correlation Number used to correlate the IMS IRI and   ims-cc is expected to carry the VoIP Correlation Number associated with the media bearer. With ims-cc being optional, the set can just carry the ims-iri. For IRI only type of VoIP intercepts, the IMS-VoIP-Correlation will contain one or more instances of ims-iri. For IRI + CC type of VoIP intercepts, the IMS-VoIP-Correlation will carry just the ims-iri before the VoIP Correlation Number is known and ims-iri and ims-cc once the VoIP Correlation Number is known. 
Comparison

In both-IRI-CC, the iri-CC (carrying the GPRS/EPS Correlation Number or the VoIP Correlation Number) is mandatory. Therefore, the IMS sessions should use the choice iri-to-IRI before the media bearer is established and use both-IRI-CC after the media bearer is established. In ims-voip, ims-cc (carrying the VoIP Correlation Number) is optional. This option allows all VoIP sessions to use the ims-voip choice before and after the media bearer is established. In fact, the same choice can be used even for IRI only type of intercepts. 
In both-IRI-CC, only one instance of IRI-to-IRI-Correlation can be carried. In ims-voip, the combination of ims-iri and ims-cc is a SET and therefore, multiple IRI-to-IRI-Correlation can be carried. This allows the use of different IMS Correlation Number values by different IMS network nodes for an IMS session.   

SA3LI_115

The new additions proposed in SA3LI14_115 do not modify the existing three choices of Correlation Values parameter and therefore, it is backward compatible, in the sense, other implementations that are happy with the existing 3 choices can continue to live that way. 
In the other implementation approaches (not using the new choice), perhaps, the same IMS Correlation Number values will have to be used for all IMS IRI messages (e.g., S-CSCF for basic call and AS/MRFC when the target extends the call to a conference, or P-CSCF and S-CSCF when P-CSCF optionally provides the IMS IRI), and different choice values will have to be used before (iri-iri) and after (both-IRI-CC) the media bearer is established. 
In brief, the new proposed choice value does not hurt the existing definition (by retaining the existing values), but will provide some additional flexibility for implementation. With the new choice, all VoIP implementations could use the IMS-VoIP-Correlation, or continue to use previous choice value (with the limitations mentioned earlier). 
As mentioned at the very beginning, there are problems with the use of GPRS/EPS Correlation Number values for IMS CC (other than VoIP), but that is for separate discussion at the next meeting. 


