1

3GPP TSG-SA3LI Meeting #54 
SA3LI14_105
Amsterdam, Netherlands
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.107
	CR
	CRNum
	rev
	-
	Current version:
	12.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	IMEI-based LI stage 2 description

	
	

	Source to WG:
	SA3-LI (Nokia Networks)

	Source to TSG:
	S3

	
	

	Work item code:
	LI12
	
	Date:
	2014-07-15

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	During SA3LI#53, a new clause 7A.8 was added to 3GPP TS 33.107 to support IMEI-based LI in CSCF. To support IMEI-based interception, quite a few other changes are required in 3GPP TS 33.107.  IMEI-based LI shall not apply to redireced IMS sessions since redirection is a service assigned to the SIP URL or TEL URL. 

	
	

	Summary of change:
	For IMS LI, IMEI was added to sentences that refer to  SIP URI, TEL URI as applicable. A clarification was made to clause 7A.8 to say that IMEI-based LI shall be applcable to originating and terminating calls and not to redirected calls.    

	
	

	Consequences if not approved:
	IMEI-based LI descriptions are not complete.     

	
	

	Clauses affected:
	5, 5.1.1, 7A.2, 7A.3, 7A.3.1, 7A.8, 11.3.2, E.3, E.3.1, E.4, E.5, E.5.1, E.6, E.11, E.12

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** FIRST CHANGE ****

5
Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.
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Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:

-
interfaces with all the LEAs that may require interception in the intercepting network;

-
keeps the intercept activities of individual LEAs separate;

-
interfaces to the intercepting network.

Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.

For VoIP CC Interception, the CC Interception Triggering Function and the CC Intercept Function are treated as one 3G ICE from a Lawful Interception administration perspective.

The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI. 

NOTE 1:
Some communication content during a mobility procedure may not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI,  TEL URI, or IMEI. Other identities are not defined in this release. 

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].

NOTE 2:
The NAI may be a temporary ID, therefore the use of MSISDN or IMSI is recommended.

NOTE 3:
 Void

The target identities for 3GPP HNB interception can be IMSI, MSISDN, IMEI, or ME Id.  

Use of the HNB ID or the CSG Identity as a target identity is FFS.

In the case of location dependent interception the following network/national options exist:

-
target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

-
target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);

-
location dependent interception is not applicable to CSCF.

NOTE 4:
The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.

NOTE 5:
It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.

Editors' note:
Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

**** END OF FIRST CHANGE ****

**** SECOND CHANGE ****

5.1.1
X1_1-interface

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:

-
target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URI, NAI) (see notes 4, 5, 6);

-
information whether the Content of Communication (CC) shall be provided (see note 1);

-
address of Delivery Function 2 (DF2) for the intercept related information (see note 2);

-
address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);

-
IA in the case of location dependent interception.

NOTE 1:
As an option, the filtering whether intercept content of communications and/or intercept related information has to be provided can be part of the delivery functions. (Note that intercept content of communications options do not apply at the CSCF, HLR and AAA server). If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept content of communications and related information has to be provided" for the ICE. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.

NOTE 2:
As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2 can be omitted.

NOTE 3:
As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR and AAA server). In this case the address of DF3 can be omitted.

NOTE 4:
Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE 5:
Interception at the CSCFs is based upon either SIP URI,  TEL URI or IMEI. SIP URI and TEL URI as target identities are not supported by the other ICEs. The related CC interception also uses the SIP URI,  TEL URI or IMEI.
NOTE 6:
Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not applicable in those cases in these nodes.

NOTE 7:
Void

If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.
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Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each target identity on which to intercept will need to be sent via separate activation messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAs request activation on the same identity and the ADMF determines that there is an existing activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the 3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent to the 3G ICEs.

In the case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.

**** END OF SECOND CHANGE ****
**** THIRD CHANGE ****

7A.2
Provision of IRI

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI,  TEL URI or IMEI target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.

For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation.
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Figure 22: Provision of Intercept Related Information for multi-media

**** END of THIRD CHANGE ****

**** FOURTH CHANGE ****

7A.3
Multi-media events

-
All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the subject of interception, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the subject of interception, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI
-
Observed IMEI
-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

**** END OF FOURTH CHANGE ****

**** FIFTH CHANGE ****

7A.3.1
Mid IMS Session Interception

Mid IMS Session interception functionality applies in addition to other IMS LI functional requirements as defined in section 7A. 

Where LI is activated on a target within a CSCF after an IMS session has already been established the CSCF shall do one of the following;

-
Where the CSCF has stored the media session information which occurred prior to the interception activiation, the CSCF shall provide a “start of interception with IMS session” event message, to the DF2/MF over the X2 interface, including the parameter and information listed in table 7A.3.1, if available.

-
Where the CSCF has not stored media session information which occurred prior to the interception activation, the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing target session. In this case, the event “start of interception with IMS session” is not applicable.

It is a national option whether the CSCF shall be mandated to store the necessary information to support reporting of session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only report SIP messages which occur after the interception is applied and the CSCF is able to identify as related to an ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to national and/or operator requirements.
Table 7A.3.1 Start of interception with established IMS session event

	Observed SIP URI

	Observed TEL URL

	Observed IMEI

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information


NOTE: The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.

**** END OF FIFTH CHANGE ****

**** SIXTH CHANGE ****

7A.8
IMS IMEI Interception

The use of Instance ID in TS 24.229[49] is mandatory in IMS in order to support IMEI based LI in the CSCF. The CSCF is required to have access to the Instance IDs for all active IMS registrations regardless of whether LI has been requested prior to UE registration for a given IMEI. The CSCF shall be responsible for extracting the IMEI from the Instance ID where required for a specific target interception and providing the IMEI to the DF2. The IMEI (when available) shall be provided by the CSCF to the DF2 for all intercepted communication regardless of whether the IMEI or another identifier has been used as the target for interception.
Based on the national regulations, IMEI-based LI shall be possible for IMS sessions originated from, or terminated to, the ME with that IMEI. For redirected IMS sessions, IMEI-based LI shall not apply.  
**** END OF SIXTH CHANGE ****

**** SEVENTH CHANGE ****

11.3.2
IMS Conference Events and Event Information

The following events are applicable to AS/MRFC:

-
Start of Conference

-
Party Join;

-
Party Leave;

-
Conference Bearer Modification;

-
Start of Intercept on an Active Conference;

-
End of Conference;

-
Creation of Conference;

-
Update of Conference.

NOTE 1:
Reporting of Floor Control events from the MRFP is FFS.

A set of possible elements as shown below that may be reported with the events. Information associated with the events is transmitted from the AS/MRFC server to DF2. 

Table 11.3.1 Information Elements for Conference Events

	Element

	Observed IMPU

IMS Public User identity (IMPU) of the target.  In some cases, this identity may not be observed by the MRFC. Also see Note 1.

	Observed IMPI

IMS Private User identity (IMPI) of the target. In some cases, this identity may not be observed by the MRFC.  Also see Note 1.

	Observed Other Identity

Target Identifier with the NAI of the target.

	Event Type

Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Start of Intercept on an Active Conference, Conference End.

	Event Date

Date of the event generation in the AS/MRFC.

	Event Time

Time of the event generation in the AS/MRFC server. Timestamp shall be generated relative to the AS/MRFC internal clock.

	Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Initiator

The initiator of a request, for example, the target, the network, a conferee.

	Join Party ID

Identity of the party successfully joining or attempting to join the conference.

	Leave Party ID

Identity of the party leaving or being requested to leave the conference.

	List of Potential Conferees

Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).

	Observed Conference URI

A URI associated with the conference being monitored.

	Temporary Conference URI

A temporarily allocated URI associated with a conference being monitored.

	List of Conferees

Identifies each of the conferees currently on a conference (e.g., via SIP URI,  TEL URI or IMEI).

	Failed Conference Start Reason

Provides a reason for why a conference start attempt failed.

	Failed Party Join Reason

Provides a reason for why a party join attempt failed.

	Party Leave Reason 

Provides a reason for the party leaving.

	Failed Party Leave reason

Provides a reason for why a party leave attempt failed.

	Conference End Reason

Provides a reason for why the conference ended.

	Potential Conference Start Date and Time

The expected start date and time of the conference, if start time information is configured in the system.

	Potential Conference End Date and Time

The expected end date and time of the conference, if such end information is configured in the system.

	Recurrence Information

Information indicating the recurrence pattern for the event as configured for the created conference.

	Identity(ies) of Conference Controller

Identifies the parties that have control privileges on the conference, if such information is configured in the system.

	Bearer Modify ID

Identifies the party modifying a conference bearer.

	Failed Bearer Modify Reason

Provides a reason for a bearer modification attempt failed.

	Failed Conference End Reason

Provides a reason why a conference end attempt failed.

	Join Party Supported Bearers

Identifies the bearer types supported by the party joining the conference.

	List of Waiting Conferees

Identifies each of the parties that have called into a conference but have not yet joined.

	Media Modification

Identifies how the media was modified (i.e., added, removed, changed) 

	Parties Affected by Bearer Modification

Identifies all conference party identities affected by the bearer modification.

	Supported Bearers

Identifies all bearer types supported by a conferee in a conference.

	Update Type

Indicates what update was done to a conference (e.g., update List of Potential Conferees, update of Start Time, update of End Time, Update of Recurrence Information, Cancellation of Conference, etc.).


Editor’s Note:  We should consider whether H.248 Context Identifier should be added to help correlate CII and CC

NOTE 2:
In most cases, either the IMPU or IMPI may be available, but not necessarily both.

**** END OF SEVENTH CHANGE ****

**** EIGHTH CHANGE ****

E.3
Originating Call from the Target with CC Interception at the PDN-GW/GGSN
Figure E.3 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with PDN-GW (or GGSN) providing the CC interception. 
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Figure E.3: VoIP lawful interception for an originating call with CC interception at the PDN-GW/GGSN 

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP’s network or in another CSP’s network. 

Figure E.3 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.3). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.    

Note 4: PCRF is defined in 3GPP TS 23.203 [44]. 

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI). 

**** END OF EIGHTH CHANGE ****

**** NINETH CHANGE ****

E.3.1
Originating Call from the Target with CC Interception at the MRF

Figure E.3.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC when a target originates a call with an MRF providing the CC interception. The S-CSCF provides the CC Interception Triggering Function for the MRF.
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Figure E.3.1: VoIP lawful interception for an originating call with CC interception at the MRF
The cloud shown with the label "voice services" indicates that the target is making a voice call and the called party can be within the same CSP’s network or in another CSP’s network.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of the MRF. The IP access border controller supports IP-level topology hiding for any voice media streams.  Specifically, the border gateway supports NAT functionality; always presents its own IP address to the user; prevents ICMP Ping & ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.
Note 3.1: MRF is defined in 3GPP TS 23.228 [43].

The ADF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI).  The S-CSCF dynamically triggers CC interception at the MRF for the call.

**** END OF NINETH CHANGE ****

**** TENTH CHANGE ****

E.4
Originating Call from the Target with CC Interception at the IMS-AGW

Figure E.4 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with IMS-AGW providing the CC interception. 
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Figure E.4: VoIP lawful interception for an originating call with CC interception at the IMS-AGW  

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP’s network or in another CSP’s network. 

Figure E.4 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure Z.4). The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.      

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI). 

**** END OF TENTH CHANGE ****

**** ELEVENTH CHANGE ****

E.5
Terminating Call to the Target with CC Interception at the PDN-GW/GGSN
Figure E.5 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with PDN-GW/GGSN providing the CC interception. 
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Figure E.5: VoIP lawful interception for a terminating call with CC interception at the PDN-GW/GGSN  

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing. 

Figure E.5 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure Z.5). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.      

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI). 

**** END OF ELEVENTH CHANGE ****

**** TWELVETH CHANGE ****

E.5.1
Terminating Call to the Target with CC Interception at the MRF

Figure E.5.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC when the target receives an incoming call with an MRF providing the CC interception. The S-CSCF provides the CC Interception Triggering Function for the MRF.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of the MRF. The IP access border controller supports IP-level topology hiding for any voice media streams.  Specifically, the border gateway supports NAT functionality; always presents its own IP address to the user; prevents ICMP Ping & ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.
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Figure E.5.1: VoIP lawful interception for a terminating call with CC interception at the MRF
The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the figure.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The ADMF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI).  The S-CSCF dynamically triggers CC interception at the MRF for the call.

**** END OF TWELVETH CHANGE ****

**** THIRTEENTH CHANGE ****

E.6
Terminating Call to the Target with CC Interception at the IMS-AGW 

Figure E.6 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with IMS-AGW providing the CC interception. 
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Figure E.6: VoIP lawful interception for a terminating call with CC interception at the IMS-AGW  

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing. 

Figure E.6 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.6). The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.    

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI). 

**** END OF THIRTEENTH CHANGE ****

**** FOURTEENTH CHANGE ****

E.11
Originating Call from the Target  with IMS Roaming
Figure E.11 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with IMS roaming. 

 
[image: image10.emf]P-CSCF

IMS 

Roaming 

Target’s 

UE

ADMF

Mediation

Function

Delivery 

Function 3

Mediation

Function

LEMF

Delivery 

Function 2

Mediation

Function

HI1

HI2 HI3

X1_1

X1_2

X1_3

X2

X3

PCRF

Voice Services

Called Party

SIP SIP

Voice 

Media

Voice Media

SIP

S-CSCF/AS

IBCF

IMS-AGW

TrGW

PDN-GW/

GGSN

IMS Roaming

SIP

Voice 

Media

Voice 

Media

Voice 

Media


Figure E.11: VoIP lawful interception for an originating call with IMS Roaming  

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP’s network or in another CSP’s network. 

Figure E.11 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as a result of IMS roaming. The CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.    

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI,  TEL URI or IMEI). 

**** END OF FOURTEENTH CHANGE ****
**** FIFTEENTH CHANGE ****

E.12
Terminating Call to the Target  with IMS Roaming
Figure E.12 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target with IMS roaming receives an incoming call. 
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Figure E.12: VoIP lawful interception for a terminating call with IMS Roaming  

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP’s network or in another CSP’s network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.12 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as a result of IMS roaming. The CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.    

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, or TEL URI or IMEI). 

**** END OF FIFTEENTH CHANGE ****
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