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1. Introduction
This discussion paper is in response to SA314_077r2 Reply LS on ProSe Lawful Interception, recommendation on One-to-Many ProSe Direct Communications for in or out-of-coverage, where the recommendation for out-of-coverage reads; 

– for out of coverage operation – store and upload at a later time. The stored information may only be a summary of communication, or may include user data, within limitations of the UE storage capabilities. It would be a national option how such an interface is used.

2. Discussion

Storage of lawful intercept capture data information on a handset when it is out of coverage for uploading at a later time has the following problems:
· Given the length of time a device is out of coverage is unknown, the storage requirements are unknown and unpredictable. 

· Storing information on a device after some period of time may reduce or hamper the performance of the device (given there is no limit to the possible amount of data collected). For emergency response personal it is the highest priority to have their communications devices operating at full performance at all times, anything other than this could result in a life and death situation.
· Once connected to a network after being out of coverage for some period, the device will attempt to upload its stored data, this again can interfere with normal operation.
· Storing information until a certain threshold of memory usage is reached could result in only partial data capture. Deciding what data to capture and what data to discard will require additional definition and standardization work. We do not believe it is possible to define selective data capture and guarantee the captured data is relevant for law enforcement purposes.

· At this time all data capture for lawful intercept is done at the infrastructure and is transparent to the handset. The uploading of stored information from the device to the network will require new standardized protocols, and a new defined interface between the device and infrastructure. This would also require a review of the 3GPP architecture and a definition of the formats for encapsulating the information stored on the handset for uploading.
· This storage requirement does not meet the Lawful Intercept requirement of non-detectability. For example, where the UE may enter RRC_CONNECTED mode just to upload the stored data, this (entering RRC_CONNECTED mode unexpectedly) may provide a change in device behaviour indicating to the user that his communications are being monitored.

3. Recommendation
Given these issues we request SA3-LI to remove the recommendation that data can be captured on a device while the device is out-of-coverage.
