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1. Overall Description:

SA3-LI thanks RAN for the LS RP-132107. 

SA3-LI would like to provide to the following answer to the question from RAN, together with questions for SA2 and SA3, and additional general information on LI requirements:
[RAN question]: TSG RAN respectfully asks SA3-LI, SA3 and SA2 to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention, in order to allow RAN to assess the impact over E-UTRAN.
[SA3-LI answer]: 
The following four areas are the ProSe components prioritized by SA2 in LS S2-140494: (1) direct discovery, (2) EPC-level discovery, (3) ProSe assisted internetworking with WiFi-direct, and (4) One-to-many communication "in or out of coverage" (applicable to Public Safety UEs only). Based on these four areas, SA3-LI is providing the following response to RAN’s request ““to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention”.
The following summarizes SA3-LI’s findings specific to these areas:
· Direct discovery:

SA3-LI understood that this relates to the commercial case of direct discovery (not Public Safety) and acknowledges the requirement for LI for this area. The following information needs to be reported when a target user utilizes ProSe discovery to discover another user, the system is aware of another user discovering the target user, and the identities of the associated users have to be reported. It appears that the needed information may be available in the ProSe Function and available to the network.
· EPC-level discovery:
SA3-LI acknowledges the LI requirement to have knowledge of attempted/successful/unsuccessful contact at EPC-level. If the location, identities, radio access technology (RAT), and timestamp information is available in the ProSe system, it should be available for lawful intercept reporting. As EPC-level discovery involves the network, it appears the needed lawful intercept information may be available in the ProSe Function.
· ProSe assisted interworking with WiFi-direct:
Depending on national regulations, the ProSe assistance to unlicenced spectrum (1) is not allowed, (2) for LI has to be fully monitored, or (3) can be done without any LI in the unlicenced spectrum. (1) and (3) seem to have no LI implications. However, SA3-LI acknowledges the LI requirement for (2). It is expected that the communications will be available to the network operator/core network for LI purposes implying that the network to be able to disable WiFi-direct mode for target UEs; or the network will need to provide a mechanism to capture the direct mode communication between UEs via RAN monitoring solutions (detection). Since the ProSe service is running, operators need to be aware of how the WiFi-direct capability is being utilized by the user for billing services.
· One-to-many communication "in or out of coverage", applicable to Public Safety UEs only
Depending on national regulations, the ProSe DM communication in dedicated public safety spectrum (1) for LI has to be fully monitored or (2) can be done without any LI. If DM is done in the licenced spectrum of the 3GPP commercial service provider (CSP), monitoring of the DM e.g. by a base station, where possible, is expected depending of national law. As SA3-LI considers the interception of ProSe PS one-to-many communication, the following issue was raised. Suppose not all of the one-to-many communication is intercepted, does SA3 believe it would be possible to calculate the session key(s) that are being used to protect the communications being targeted?
2. Actions:

To TSG RAN.

ACTION: 
Please take the above information into account.
To TSG SA2.

ACTION: 
Please take the above information into account
To TSG SA3.

ACTION: 
Please take the above information into account see question for SA3 on interception of ProSe PS one-to-many communication.
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