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Abstract of the contribution: This contribution discusses the LI of ProSe one-to-many communications
Introduction 
This contribution considers the possibilities to intercept ProSe one-to-many communications.
Overview of one-to-many communications
ProSe one-to-many communications is described in clause 5.4 of TS 23.303 [1]. The transmission flows and associated description are included below:

5.4.2
One-to-many ProSe Direct Communication transmission

This procedure is applicable to authorized ProSe-enabled Public Safety UEs.
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Figure 5.4.2-1: One-to-many ProSe Direct Communication transmission

1.
UE is configured with the related information for one-to-many ProSe Direct Communication as defined in clause 4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group ID, ProSe Group IP multicast address) to transmit IP-layer transport of data, and also the radio resource related parameters used for the Direct Communication.

2.
The originating UE finds the appropriate radio resource to conduct one-to-many ProSe Direct Communication. If the UE is "served by E-UTRAN" it always uses the resources signalled from the network. If the UE is not "served by E-UTRAN" it uses the appropriate radio resources for this purpose.

NOTE:
More details about step 2 to be defined in RAN specifications.

3.
The originating UE sends the IP data to the IP multicast address using the ProSe Layer-2 Group ID as Destination Layer-2 ID.

Discussion
The obvious issue with ProSe one-to-many communications from an LI perspective is that the communication does not traverse the network and hence normal point of interception methods do not apply. There seems to be only two possible approaches to deal with this issue:
1) When in range of the network, the UE can be configured to use the network for its communications
2) A communication (that was not sent via the network) can be reported to an ‘LI-entity’ in the network that can decide if the communication needs to be intercepted or not. This reporting could be done in real-time or later and could be done be the UEs themselves or some entity deployed to listen for these communications. In the former case, the UE may do this as part of its expected data logging while in the later the entity deployed to listen for the communication could also be the ‘LI-entity’ in the network. 
Approach (1) has the shortcoming that communication may not be possible via the network as the other UE(s) may not be able to attach via the network. For this reason, it does not seem reasonable to make this a mandatory requirement on the UE behaviour, but it might be possible to have a configuration option on the UE to make it prefer via network communications. This would then become a choice that could be requested by regulators if the risk of lost communications is felt worthwhile for the gain in LI capability. If this is a desired goal, then SA2 would need to be sent and LS to define such a configuration parameter.  
For approach (2) to work, the ‘LI-entity’ in the network would need to have access to both the mapping between the public safety groups and actual subscription and also have access to the group keys in order to be able to decrypt the data if necessary. The group to actual subscription mapping would be needed to decide if the communication needed to be intercepted and to which UEs that intercepted data should be associated. 
In order to make the decision on interception or not, then ‘LI-entity’ would need to be provided with all the relevant group information along with the actual sent data. Once it has received this data, the ‘LI-entity’ could do call content interception in a similar manner as the interception on current network. As there is no mobility or concept of PDP bearers, the only IRI interception that could be performed is the packet data header types. These interception capabilities of the ‘LI-entity’ would need to be standardised in SA3-LI.
It should be noted that approach (2) does not have any impact on the RAN specifications, while approach (1) might have. This effect would be on internal behaviour of the UE rather than on information sent between UEs. 
Conclusions
It is proposed that SA3-LI discuss the above approaches to conclude on the feasible way forward for LI of ProSe and inform the other groups of the impacts as appropriate.
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