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Introduction 

This document discusses LI aspects of ProSe Direct Discovery and draws conclusions on how LI could be performed for such a service, pointing out the related LI events and information elements associated with those events. A companion contribution proposes a CR to TS 33.107 to include the LI of ProSe into said specification. 

Overview of ProSe Direct Discovery 
ProSe Direct discovery is described in detail in clause 5.2 of TS 23.303 [1]. There are essentially the following four basic steps that are part of the discovery process:
1.
The Service Authorization procedure: The UE contacts the ProSe function(s) in the network in order to obtain authorisation to use direct discovery in the various PLMNs. This step also includes the ability of the network to revoke authorisation with via a push message. The proposed protocol for this is OMA DM.

2.
The Discovery Request procedure: An announcing or monitoring UE obtains the necessary configuration information to be able to announce a code or monitor for codes on a particular PLMN. Among other things, the configuration information includes the codes to be announced or monitored for and, for announcing UE only, the key that is used to integrity protect the code during its announcement.

3.
The Discovery procedure: The code is announced by the announcing UE and received by the monitoring UE.
4.
The Match Report procedure: This allows a code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure the network checks the integrity protection on the received code and also provides the UE with the ProSe App Id Name (and possibly the metadata) corresponding to that code.

Observations

A couple of observations can be drawn for the above from the above steps. 
1. All the steps above except step 3 involve the ProSe Function, and 
2. The information that is passed between the UEs in step 3 is passed up to the ProSe Function as part of a successful discovery procedure. 
Therefore, all the information pertaining to the ProSe Direct Discovery process is available in the network. 
LI Requirements

The LI requirements are assumed to be the following:
· The announcing PLMN must intercept the relevant direct discovery information as their spectrum is used.

· Other PLMNs may intercept the direct discovery signalling as a matter of national regulation.


Note: The following assumes that every PLMN involved in direct discovery signalling is intercepting, so the below analysis is not affected if the above two requirements are not correct. The above only affects what is mandatory to intercept and what is intercepted due to national requirements.

 Next we analyse the four steps above to determine the LI requirements on each individual step:
· No need for LI on 1st step as just authorisation flag setting and UE will not partake in discovery until it has completed step 2

· No need for LI on 3rd step as all information that the monitoring UE has available (including the all the information transmitted by the announcing UE) and is of interest to it is passed by the monitoring UE to the network.
· Steps 2 and 4 need to be intercepted if required. 
From the above, it can be seen that all the information exchanged is available in the ProSe Function and hence this is where the interception should take place in case the announcing/ monitoring UE is under LI. In many ways, the interception is similar to that of MBMS where there is interaction with a server is in the network to enable the service. Unlike MBMS though, there is no call content traversing the network. However, like MBMS, all the interception done by the server is IRI, and the only location information provided is the network in which the UE is wishing to or is actually performing direct discovery. 
It should also be noted that there is no effect on the RAN defined interfaces for ProSe, and this should be communicated in an LS to the RAN groups as a partial response to their LS.
LI Events and Information Elements

The IRI events occur when the ProSe Function receives a Discovery Request or a Match Report message from the target UE or a message between ProSe Function resulting from one of these UE messages. One subtlety to notice here is that while the Discovery Request involves only one UE (for announcing UE, it is receiving a code to announce, and for the monitoring UE, it is a request for ‘partial code’ to match against received codes of which there can be multiple), a Match Report involves both a monitoring and announcing UE, so it is possible to intercept both of the UEs (if the identity of the other UE is known at the ProSe Function).

The following text contains proposed information elements to be included in the ProSe event when available: 
Standard LI IEs (Event type, Event Time, Event Date, Network Element Identifier) 
Observed Identity:  the identity of the target subscriber 

Role of the LI subject: this is whether the LI subject is acting as an announcing or monitoring UE 

Discovery PLMN identity: this is the PLMN in which the UE is requesting to announce or monitor, or it is the one where discovery actually happened.
Identity of the other UE: For match reports, there is a second UE.
ProSe App ID: An application-layer identity identifying a user or service within the context of a specific application. From the announcing UEs perspective it is provided to the ProSe Function when requesting a ProSe App Code to announce, while a monitoring UE requests a partial code to monitor for a set of ProSe App ID Names.  The ProSe Application ID is an identity used for ProSe Direct Discovery, identifying application related information for the ProSe-enabled UE. Each ProSe Application ID is globally unique, e.g. it unambiguously identifies a service across all 3GPP PLMNs.
Application ID meta-data: A ProSe Function may hold meta-data, e.g. business address, relating to a particular ProSe App ID Name that may be supplied to the monitoring UE upon the Match Report procedure.
Time to Live (TTL) parameter: This is a value that is assigned by the network that controls how long the UE can announce/monitor for a specific provided ProSe App Code. It gives information about how long the UE should have potentially transmitted / monitored an assigned ProSe code before performing any subsequent Discovery procedure.
The following information is also available in the ProSe Function but not considered useful to report for the following reasons:

ProSe App Code: This is a bitstring that is actually announced over the air or monitored for by the UEs. The mapping between this bitstring and the UE to whom it is assigned is controlled by the network and may change, i.e. the ProSe App Code for a particular café could change over time. It could be considered a temporary, naive encryption of the ProSe App ID 

Discovery Key: This is a key assigned by a ProSe Function to allow the ProSe Function to check the integrity of an announcement. It is only known by the announcing UE and ProSe Function(s).
Conclusions
Based on the above analysis, it is proposed that SA3-LI agree:
a) The CR (in SA3LI14_066) to include the above in TS 33.107  

b) To respond to RAN LS (SA3LI14_003), that there are no RAN impacts for the LI Interception of Direct Discovery in Rel-12
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